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ABSTRACT: 
 

                        Digital Signature authentication is widely used mechanism to transfer sensitive information 
over networks securely. Digital signature is an electronic signature used for authentication of 
identity of parties in applications like E-commerce which are frequently involved in monetary 
transactions. Identity based cryptography can secure digital signature authentication besides 
ensuring integrity, confidentiality and non-repudiation. It also facilitates to use a publicly 
known string that represents a party as public key. In fact it is an emerging technique which 
works in tandem with public key cryptography. It is more useful when compared to classical 
public key infrastructure. Identity based cryptography also makes key distribution process 
very simple. Multilevel identity based cryptography can add more layers of security for digital 
signature authentication. Know how about the features of this modern security mechanism 
can help secure real world sensitive communications over Internet. In this paper we 
investigate, and analyze the present state-of-the-art of this emerging approach to public key 
cryptography. We also evaluate the approaches pertaining to   identity based cryptography in 
terms of robustness, utility and performance.  
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[1] INTRODUCTION 

 Digital signature is a signature in an electronic form meant for authenticating identity of 
sender of a message besides the integrity of the message sent. Digital signatures are widely used in 
various countries for electronic authentications. They are issued by Certificate Authorities (CAs) 
which are used in transactions over electronic super highway. A provably secure signature scheme 
was proposed by Chen et al. [1] which is an ID-Based scheme. This scheme is coalition resistant 
and can be applied for group signature. It is also equipped with revocation membership scheme. 
Cheng et al. [2] proposed ID based signatures that can construct threshold versions. Such scheme 
can securely distribute a secret key and generation of signature among multiple parties thus getting 
rid of single point of failure. Only subset of shared content can help establish signature. Weng et al. 
[3] proposed an ID Based scheme with key-insulation mechanism which minimizes the problems in 
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traditional Identity Based Signature ( IBS). Their scheme is provably secure. However the key 
insulation mechanism was originally applied by who provided three key insulated schemes. 
Afterwards many such schemes came into existence. Key insulated signature scheme which is ID-
Based was proposed. Which makes use of random oracle model which can act as heuristic 
argument and does not work for real world security model. In [3] IB Based scheme was built 
without random oracles. In fact this scheme was influenced by the schemes presented in [4] and [5].  
 
 Many ID-Based signatures used hash function in order to map ID information into an 
elliptic curve with and without MapTPoint functions.  Li et al. [6] proposed an ID based blind 
signature with support for batch verifications. The batch verifications save time as they can reduce 
verification time. The security of group signatures was enhanced with the ring signature introduced 
by Rivest. This has improved the privacy preserving nature of the scheme. Though it is excellent 
for security, Camage et al. [7] improved it further by considering its weak areas with respect to 
collision attack and small memberships.  Wang et al. [10] improved ring signatures further based 
on ID. This improved scheme is more secure when compared to the ring model of [7]. Li et al. [8] 
proposed IBSMR (Identity Based Signature Scheme with Message Recovery) which more efficient 
when compared with that of Zhang et al.’s.  
 Parrend et al. [9] replaced DSA signature with Identity based cryptography (IBC). It 
simplifies PKI and its management by using a string identifier for the signer. It is best used in 
building strongly asymmetric systems with scalability. An aggregate signature scheme was 
proposed by Gentry and Ramzan [11] which serves both provable timestamp and also digital 
signature. The scheme proposed in [12] is based on that of [11] which aggregates all signatures sent 
by Trusted Third Party. Thus it can prevent repudiation and backdating. Zhang et al. [13] a novel 
scheme known as ID-Based Proxy Chameleon Signature Scheme which makes use of a hash 
function, hiding property, chameleon signature and proxy signature. Thus it is made robust for 
complete security.  
 
 
[2] IDENTITY BASED CRYPTOGRAPHY FOR SECURE DIGITAL 

SIGNATURE 

 Identity based cryptography (IBC) is the cryptography in which user’s public key can be a 
string that can be easily remembered. An IBC has two parts namely user entity and private key 
generator (PKG). It exhibits arbitrariness besides using no certificates. Mo et al. [14] proposed 
secure communications network with Identity based cryptography (IBC). Their scheme has three 
parts namely sender, receiver, and PKG. Out of them, the PKG plays an important role in client 
identity authentication, releasing system parameters and generating system parameters. Digital 
signatures are used by client in order to ensure secure communication. The workflow is as 
presented in figure 1.  
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Fig. 1 – Workflow of IBC [14] 

 As can be viewed in figure 1, PKG indirectly coordinates secure communication between 
the sender and receiver. The PKG program written in this architecture is simple. As it runs in 
server, it is responsible to generate the required interface and system parameters. PKG itself has its 
own workflow in the server. In the same fashion the sender and receiver too have their own flow. 
The PKG entertains parameters and private key request from sender and receiver. The PKG 
initializes and generates parameters and master key before starting service process which processes 
parameter requests and private key requests. With respect to sender, he gets system parameters first 
before initializing them. IBE based signature is generated and sent to receiver. The receiver also 
gets system parameters and initializes them. Then he will start monitoring process. He has 
provisions for receiving encrypted files and also signature information.  
 Parrend et al. [9] proposed an IBC which makes use of identity as public key. The IBC 
proposed by them is based on the CZK-IBS (Chen-Zhang-Kim’s Signature) which has been 
explored in [15]. They substituted PKI with IB-PKI which is applied to the process of deploying 
OSGi bundles. This process has certain advantages. They include simplified key management, 
extended security and flexibility. The signature concept is same in both PKI and IB-PKI. However, 
the cryptographic algorithms are different. With the CZK-IBS scheme secure deployment of OSGi 
is possible. The procedure for the same is illustrated in figure 2.  

 
Fig. 2 – Illustrates CZK-IBS scheme for secure deployment of OSGi bundles 

 The CZK-IBS scheme is similar to classical PKI with less management complexity. Its 
signature phase is similar to that of PKI. However, the differences are in algorithms pertaining to 
cryptography. The validation phase is carried out in the same fashion as done by the PKI. However, 
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the validation of public key certificate is replaced by the validation of signer’s identify. The identity 
of signers is verified against a list of valid signers. Before publication, the bundles are encrypted to 
achieve confidentiality. The publishing is made based on groups for easy management. By 
requesting PKG, client’s can obtain group’s private key. When keys are updated periodically, some 
clients are withdrawn. Thus the former members of a group can’t gain access to the new security 
keys. More security is possible in this scheme as the authentication mechanism is based on the 
identity. This scheme is tested against security attacks. Any system to be secured should support 
security in terms of authentication, confidentiality, integrity and non-repudiation. Digital signatures 
can provide this kind of security. The scheme has many advantages such as overhead of key 
management is reduced that can lead to asymmetric systems; no need to publish public keys as they 
can be obtained from the identifier of their owner; periodical update of keys is more advantageous 
than complex revocation scheme; the usage of Elliptic Curve Cryptography (ECC) makes it more 
robust to attacks. In spite of these advantages it has very significant drawback. The security scheme 
is centralized making it vulnerable to single point of failure. However, in many ways it is proved to 
be better than PKI.  
 Ji et al. [16] proposed a new scheme for identity based proxy encryption. Their scheme is 
based on the IBS explored. In their scheme there is no pairing computation during the phases like 
delegation and proxy signer phases. For this reason it is efficient. This scheme is proved to be 
secure against ID, adaptive chosen message and forgery attacks. Dou et al. [17] proposed a secure 
sequential aggregate signature (SAS) which is based on RSA. The SAS is a digital signature which 
is based on the aggregation which is a process of combining multiple signatures into a short 
signature. This scheme has four algorithms namely Setup, KeyDer, Sign, and Vf. Trusted third 
party runs setup which generates a master secret key and master key. The KeyDer phase is used to 
generate private key pertaining to the person’s identity. Sign is used to generate aggregate signature 
while the verification of the validity of the signature. This scheme is efficient as it can save up to 
50% storage space when compared with schemes that do not use aggregation. Yu et al. [18] 
presented yet another aggregate signature based on ID which makes use of constant pairing 
operations. This scheme is proved to be robust against attacks such as existential forgery. However, 
this has to be improved further as it does not support verification without interaction.  Kong and Yu 
[19] presented analysis of an ID based signature scheme which has significant features. It can 
prevent attacks on user’s private key distribution and forgery attack on ID based signature. 
However, their scheme depends on the certificate-based binding.  
 Wan [20] proposed an identity based parallel key insulated signature which is secure and 
does not depend on random oracle methodology. It has very efficient verification scheme when 
compared to other ID based schemes. Helper key exposure risk is also reduced in this scheme. Sun 
et al. [21] proposed an ID based scheme that prevents attacks such as chosen message and chosen 
principle which are very strong attacks with respect to ID based cryptography. Yoon et al. [22] 
proposed their own identity-based proxy broadcast signcryption scheme (IBPBSC) which supports 
secure broadcasting besides allowing proxy signcryption. Its desirable features include 
signcryption, proxy signature and dynamic broadcast. Identity based signature schemes are also 
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used in MANETs. Ming and Wang [23] proposed an improved ID based scheme which works 
online and offline. Here there are two phases in signing. In the first phase carried out before 
message is signed which is done offline while the second phase is to sign the message once it is 
made available online. The scheme proposed by them is provably secure while its predecessor was 
forgeable. Tian et al. [24] presented an ID based proxy signature scheme. It has important feature 
which is its ability to have multiple delegations. The three delegation mechanisms it supports 
include partial delegation, full delegation and delegation by warrant. It improves the proxy key 
generation protocol to make it more secure. However, its main drawback is that it deeply depends 
on security mechanisms of PKG and not suitable for enterprises.  
 Nayak [25] proposed a certificateless blind signature protocol which is based elliptic curve 
cryptography (ECC). This protocol has been tested using using a e-cash framework that allows 
monetary trasactions with high security. Low computational overhead and robustness to security 
attacks are the important features of the scheme. The scheme is suitable for applications of financial 
institutions where monetary transactions take place.  
 Khullar [26] proposed a signcryption scheme with multiple receivers. This scheme is also 
based on ECC for more security. The scheme is robust to various attacks like spoofing attacks, 
identity disclosure attacks and de-synchronization attacks. Identity of the receiver is used in the 
scheme. Das and Sahoo [27] studied signcryption protocols which are based on ECC. Signcryption 
is used to achieve security goals like forward secrecy, integrity, unforgeability, and confidentiality. 
These authors provided comparative study of various cryptanlyiss tools in terms of confidentiality, 
integrity, public verification, forward security, computational complexity and unforgeability.  
 
  Bhosle and Pandy [28] explored digital signature and cryptographic methods required to 
provide serurity to mobile ad hoc networks. They proposed a new protocol that ensures 
authentication, non repudiation, confidentiality, and integrity. The protocol was named as Securing 
MANET Data using Node Authentication (SMDNA). Anyapu et al. [29] studied both message 
digest algorithm and digital signature generation for secure messageing. The combinationof 
message digest and digital signature make the system more robust to various attacks. The 
applications of this security include authentication, and integrity. The security scheme also uses 
Pseudo Random Number Generator (PRNG) for secure messaging.  
 
 Lu, Li and Guizani [30] studied secure data transmission in cluster based WSNs and 
proposed two protocols namely SET-IBOOS and SET-IBS using identity based online/offline 
signature scheme and identity based digital signature scheme respectively. The protocols are 
proved to be secure and bestow better results in terms of energy consumption and security 
overhead.  
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[3] DISCUSSION 

 Many ID based signature schemes are best used to improve security with authentication, 
integrity, confidentiality and non-repudiation. A common thread observed in all the schemes that 
have been presented in the previous section is that they use an organization’s publicly available 
identity as public key as part of the security schemes. A little or no literature is directly found on 
multilevel identity based cryptography for secure digital signature authentication. The existing ID 
based schemes include group based schemes [1], [2], key-insulated signature without random 
oracles [3], blind signature scheme with batch verifications [6], ring signature scheme with 
enhanced privacy [7], a scheme with partial message recovery [8], for enhanced deployment of 
OSGi bundles [9], constant size identity based ring signature scheme [10], scheme based on 
aggregate signatures [12], Proxy Chameleon Signature from Bilinear Pairings [13], [19], Proxy 
Signature from Bilinear Pairings [16], Sequential Aggregate Signature from RSA [17], Aggregate 
Signature with Constant Pairing Operations [18], Parallel Key-Insulated Signature Scheme Without 
Random Oracles [20], scheme for multi-user settings [21], Proxy Signcryption for Secure 
Broadcast [31], online/offline signature scheme [23] and proxy signature scheme with multi-
delegation [24]. From these insights we have conceived an important research direction i.e. to study 
and implement multi-level Identity Based Cryptography for Secure Digital Signature 
Authentication. Table 1 shows the merits and demerits of PKI and Identity Based PKI.  
 

 
Table 1 – Merits and demerits of PKI and IB-PKI 

  As seen in figure 1, it is evident that the IB-PKI has advantages over classical PKI. 
Dissemination of public key has been improved in IB-PKI. Keys are updated on regular basis in IB-
PKI which imporves transparency in public key revocation. An important drawback in IB-PKI is 
that private keys of all entities are known to PKG which has to be fully trusted. Table 2 provides 
the summary of the reviewed IB schemes.  
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Authors Technique Features Advantages Disadvantages Remarks 
Chen et al. [1] Provably 

secure ID-
Based group 
signature 
Scheme 

Based on 

ACJT group 

signature 

scheme 

ID based and 

strong non-

repudiation 

The solution has 

only analytical 

proof without 

empirical study 

The solution 
depends on 
strong RSA 
assumption and 
D-D-H 

assumption 

[40]  
Cheng et al. 

[2] 

Identity (ID)-
based signature 

Elliptic curves 
or 
hyper-elliptic 

curves 

Robustness and 

unforgeability, 

threshold 

version 

The solution has 

only analytical 

proof without 

empirical study 

The solution is 
based on the 
assumptions 
such as 
computational 
Diffie-Hellman 
problem [41] in 
the m-torsion 
group is hard.  

Weng et al. 

[3] 

Identity-Based 
Key-Insulated 
Signature 
(IBKIS) 

key-insulation 
mechanism to 
minimize 
the damage of 
key-exposure, 
without 
random oracles 

Provably secure, 

minimizes 

damage of key 

exposure 

The solution has 

only analytical 

proof without 

empirical study 

Standard model 
is used for 
evaluation of 
the system 

Li et al. [6] Identity based 
blind signature 
scheme 

Bilinear 
pairings, 
without 
MapToPoint 
function and 
with batch 
verification 

Shortest running 

time, and better 

performance  

N/A Security 
analysis is 
made in terms 
of correctness, 
blindness 
property, and 
non forgeability 

Gamage et al. 

[7] 

Identity-based 
ring signature 
scheme 

Preserving 
privacy of 
signers 

Secure from full 

key exposure 

attacks, 

empowers 

safety 

N/A The proposed 
solution does 
not need digital 
certificates. 

Yong Li et 

al.[8] 

Efficient 
Identity-based 
Signature 
Scheme  

This scheme 
shortens the 
total length of 
the original 
message 

The IBSMR 
scheme can deal 
with any 
message with 
arbitrary length 

N/A  

Pierre Parrend 

et al. [9] 

Identity-Based 
Cryptosystems 

Comparison 
between 
classical PKI 
management 
and Identity-
Based 

This approach 
proves to 
support radical 
improvement in 
the key 
management 

N/A   
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PKI 
Management. 

process, 
especially in 
strongly 
asymmetric 
system such 
as OSGi-based 
Home Gateway 

Huaqun Wang 

and Xianjiu 

Guo [10] 

Constant-size 
Identity Based 
Ring 
Signature 
Scheme 

Forged method Original ring 
signature 
Scheme is 
secure even in 
the stronger 
security model. 

N/A  

Miaomiao 

Zhang et 

al.[13] 

Efficient ID-
based Proxy 
Chameleon 

A proxy signer 
to sign 
messages on 
behalf of the 
original signer 

Chameleon 
signature proved 
secure against 
existential 
forgery.  

N/A  

Huifang Ji et 

al. [16]. 

Identity-Based 
Proxy 
Signature 

The scheme 
is relatively 
efficient as 
there is no 
pairing 
computation 
during the 
Delegation and 
PSign phases 

It is secure 
against 
existential 
forgery under 
adaptive chosen 
message 

N/A  

Bennian Dou 

et al.[17]. 

Sequential 
Aggregate 
Signature 

SAS schemes 
allow 
multiple 
signers to 
sequentially 
produce a short 
signature  

Identity-based 
sequential 
aggregate 
signature 
scheme, which 
is not based on 
pairings but 
based on RSA. 

Construct RSA-
based IBSAS 
scheme with 
constant 
aggregate 
signature 
length is still an 
open problem. 

 

Yike Yu et al. 

[18] 

ID-based 
Aggregate 
Signature 

Identity-based 
aggregate 
signature 
scheme which 
requires 
constant 
pairing 
operations in 
the verification 

This signature 
scheme is secure 
against 
existential 
forgery under 
adaptively 
chosen message 
and ID attack in 
the random 
oracle model 

N/A  

FanyuKong 

and Jia Yu 

[19] 

Provably 
Secure 
Identity-Based 
Signature 
Scheme 

Identity-based 
signature 
scheme using 
bilinear 
pairings, which 
is claimed 
secure in the 

The signature-
based binding of 
the identity and 
the private key 
must be adopted 
to improve 
this scheme's 

N/A  
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standard model security. 
Zhongmei 

Wan et al. 

[20] 

Identity-Based 
Parallel Key-
Insulated 
Signature 
Scheme 

This scheme 
enjoys more 
efficient 
verification 

This scheme 
secure without 
resorting to the 
random 
oracle 
methodology 

N/A  

Xi Sun et al. 

[21]  

CP-CM-Secure 
Identity-Based 
Signature 
Scheme 

Chosen-
principle and 
chosen- 
attackers who 
are the 
strongest 
attackers so far 
defined for 
identity-based 
Signatures 

The security of 
this scheme 
relies on the 
standard 
computational 
Diffie-Hellman 
(CDH) 
assumption 

N/A  

Yeojeong 

Yoon et 

al.[22] 

Identity-Based 
Proxy 
Signcryption 

First identity-
based proxy 
broadcast 
signcryption 
scheme 

It is  very 
efficient in 
the aspect of 
communication 
because the size 
of cipher texts 
and private keys 
in the scheme is 
constant 

Involve the 
security proof of 
this scheme 

 

Yang Ming 

and Yumin 

Wang [23] 

Identity based 
Online/Offline 
Signature 
Scheme 

Online/offline 
signatures are 
applications 
where the 
signer must 
respond 
quickly once 
the message 

A security 
analysis shows 
that 
the proposed 
scheme is 
proved secure 
against 
existential 
forgery 

N/A  

Xiu-Xia Tian 

et al. [24] 

ID-based proxy 
signature 
scheme with 
multi-
delegation 

Proxy 
signature 
scheme has the 
same function 
as proxy 
multi-signature 
scheme 

This scheme 
improves 
the proxy key 
generation 
protocol and 
make it more 
secure 

This scheme 
also has its 
limits such as 
deeply 
dependent on the 
security of 
PKG 

 

Table 2 – Summary of identity based cryptographic solutions 
 
 As can be seen in table 2 it is evident that there are many identity based schemes with 
various features. The merits and demerits of all schemes are presented. This indicates that there was 
continual research in the area of identity based cryptography. However, there lacks research in the 
literature that focuses on multi-level identity based cryptography which needs to be addressed in 
future.  
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[4] CONCLUSIONS 

 Digital signature is an electronic signature used for authentication of identity of parties in 
applications like E-commerce which are frequently involved in monetary transactions. In this paper 
we studied the ID based cryptography for secure digital signature authentication. This is because 
the usage of digital signatures has become ubiquitous and the new emerging technologies such as 
cloud computing is no exception. Keeping the significance of the research in mind we reviewed the 
present state-of-the-art of ID based secure digital signature authentication. Identity based 
cryptography can secure digital signature authentication besides ensuring integrity, confidentiality 
and non-repudiation. We studied various ID based security schemes which use publicly known 
identity of organizations as public key. This makes the security system more intuitive while 
providing high level of security. This paper has presented various schemes in ID based 
cryptography which is different from the classical public key cryptography. Technical know how 
about various ID based schemes can help secure communications over networks.  
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