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ABSTRACT
Reversible Data Hiding (RDH) gives original image after data extraction and image decryption  
without any loss. In our proposed method, room is reserved for data embedding before image 
encryption.  Due to this,  RDH task in encrypted images would be more natural and much 
easier. This important technique is widely used in medical military imagery. Benefit of this  
method is that data hider gets extra space emptied out in previous stage to make data hiding  
process easy.  Our proposed method can achieve reversibility i.e.  data extraction and image  
recovery are free of error. Our experiments show this method can embed more than 8 times as  
large payload for the same image quality as the previous existing methods, such as for PSNR 
(Peak Signal to Noise Ratio) =35 dB.
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[1]. INTRODUCTION

      Data Hiding is a technique to hide data into cover media. That is, the data hiding 
technique connects two sets of data; one is a set of the embedded data and second is a set of the 
cover media data.  The data may be any text related to the image such as authentication data or 
author information. In authentication, the embedded data are related to the cover media. At the 
receiver side it must be able to extract the hidden data. In most cases of data hiding, the cover 
media will  experience some change due to data hiding and cannot  be inverted back to the 
original image. That is, some permanent alteration has occurred to the cover media even after 
the hidden data have been extracted out. A data hiding technique satisfies the requirement is 
known as reversible data hiding.

      Reversible data hiding is a technique which enables images to be authenticated and 
then restored to their original form by removing the digital watermark and replacing the image 
data that had been overwritten. This technique would make the images acceptable for legal 
purposes or use. Reversible data hiding is used

-To embed additional data into some cover media.
-Original image could be perfectly restored after extraction of the hidden information.
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     Reversible data hiding (RDH) in images is a technique, by which the original message 
or cover can be losslessly recovered after the embedded message is extracted. Reversible data 
hiding is very important technique. This technique is used in medical imagery, law forensics 
and  military  imagery,  where  no  alteration  of  the  original  message  or  cover  is  allowed. In 
applications like law forensics, a medical imagery, military imagery, the image needs to be 
recovered back. Reversibility of original media is required in these cases. This type of data 
hiding is called lossless data hiding or Reversible Data Hiding (RDH) [1]. Most of the existing 
data hiding techniques are not reversible. Most of the works on data hiding focuses on data 
hiding and the extraction on plain image [2]-[4]. Reversible data hiding by histogram shifting is 
explained in [2]. In [3] data is buried into the histogram of pixel differences. Data hiding in [4] 
all data are stored by making changes to LSB bits.

       In  recent  years  many new RDH techniques  are  developed.  Fridrichet  al.  [5] 
developed a general framework for RDH. By first extracting the features of the original cover 
and then compressing them losslessly, extra space can be saved by embedding auxiliary data. A 
more popular technique is based on difference expansion (DE) [6], in which the difference of 
each pixel group is expanded, i.e e.g., multiplied by 2, and thus the least significant bits (LSBs) 
of the difference are all  zero and that can be used for embedding messages. Another promising 
technique for RDH is histogram shift (HS) [7], in which space is saved by shifting the bins of 
histogram for data embedding of any gray values. Encryption [8] is an effective technique to 
converts the original and message to incomprehensible one and it is very important to providing 
confidentiality for images. The reversible data hiding in encrypted image is briefly discussed in 
[9]. The data embedding/extracting on the plain image is more important work in the reversible 
data hiding. But, in some applications, administrator want to add some additional data, i.e. the 
original  hidden information,  image notation or  protected or  authentication data,  within that 
encrypted image though the administration does not know the original content of image. The 
original content should be recovered without any error after image decryption and the image 
should be decrypted by the encrypted key and data extraction at receiver side. Reference [9] 
presents a practical scheme satisfying the above-mentioned requirements.

     In the present paper, we propose a new method for RDH in encrypted images, for 
which we do not want “vacate room after encryption” as done in [9]–[11], but “reserve room 
before encryption”. In our proposed method, we first reserve the room for embedding data by 
embedding LSBs of some pixels into other pixels with the help of traditional RDH method and 
then encrypt the image by using the encryption key, so the positions of these LSBs in the 
encrypted image can be used to embed data. The existing system try to vacate room from the 
encrypted  images  means  after  image  encryption  the  room  is  vacant  for  the  embedding 
additional data. In this existing system, there are three parts of the Reversible Data Hiding first 
is content owner, second is Data-hider, and the last is Receiver. First the original image is taken 
and that original image is encrypted by the content owner by using an encryption key and then 
the encrypted image will be formed ,that encrypted image will send to the data hider. The data 
hider taken that encrypted image and vacant the room from encrypted room and can embed 
additional data into that encrypted image by losslessly vacating room according to the data-
hiding key. Then that marked encrypted image handover to the receiver. Then at receiver side, 
may be the content owner himself is authorized third party can extract the data with the help of 
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the data hiding key and recover the original image from the encrypted format with the help of 
encryption key.

There are some disadvantages of existing system:-
1] Since the entropy of encrypted images has been maximized, these techniques can only 

achieve small payloads.
2] Generate marked image with poor quality for large payload.
3] All of them are subject to some error rates on data extraction and/or image restoration.
4] Since losslessly vacating room from the encrypted images is relatively difficult and 

sometimes inefficient.

[2]. STATE OF THE ART

     For hiding the message into the encrypted image Zhang [9] divided the encrypted 
image into several blocks. By flipping 3 LSBs bit of the half of pixels in each block, room can 
be reserved for the embedded bit. The image recovery and data extraction proceed by finding 
which part has been flipped in one block.

Hong et al [10] modify the Zhang's method at the decoder side by explain the correlation 
using the different estimation equation and by using new technique he can achieve much lower 
rates before data extraction the encrypted image should be decrypted.

     To separate out the data extraction from image decryption [11] Zhang compressed the 
encrypted LSBs to vacate room for additional data by finding syndromes of a parity-check 
matrix,  and the  side information used at  the receiver side  is  also the  spatial  correlation of 
decrypted images.

     The state-of-art methods [12]–[16] usually combined DE or HS to residuals of the 
image, e.g., the expected errors, to complete better performance. However, since the entropy of 
encrypted images  has  been maximized,  these  can only achieve small  payloads  [9],  [10]  or 
generate marked image with poor quality for large payload [17] and all of them are subject to 
some error rates on data extraction and/or image restoration. Although the methods in [9], [10] 
can eliminate errors by error-correcting codes, the pure payloads will be further consumed.

[3]. IMPLEMENTATION DETAILS
      In the first phase, a content owner encrypts the original uncompressed image using an 

encryption key. After that, a data-hider may compress the least significant bits of the encrypted 
image using a data-hiding key to create a sparse space to accommodate some additional data. 
With an encrypted image containing additional data, if a receiver has the data-hiding key, he 
can extract the additional data though he does not know the image content. To obtain an image 
similar to the original one the receiver must have the encryption key, and then only he can 
decrypt  the  received  data  but  cannot  extract  the  additional  data.  Receiver  can  extract  the 
additional data and recover the original content without any error if the receiver has both the 
data-hiding key and the encryption key.

     Our  main work  is  to  partition an  encrypted  image into  blocks,  and each block 
transmits one bit by flipping five LSBs of a set of pre-defined pixels. The image recovery and 
data extraction can be achieved by identifying the block softness.

3.1 Proposed work-
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    We  do  not  “vacate  room  after  encryption”  but  we  want  “reserve  room  before 
encryption”.  In  our  proposed  method,  we  first  reserve  the  room  for  the  purpose  of  the 
embedding data. If we reverse the order of encryption and vacating room, i.e., reserving room 
to image  encryption  at  content  owner  side,  the  RDH  responsibilities  in  encrypted  images 
would be more natural and much easier which leads us to the framework, “reserving room 
before encryption (RRBE)”.

      As shown in Fig 1, first the content owner reserves space on original image and then 
converts the original image into the encrypted image with the help of encryption key. Now, for 
the data  hider  the data embedding process in encrypted images  is  reversible  only needs  to 
occupy data into the extra space. The image recovery and data extraction are same to that of the 
Framework  VRAE.  The  unique  operator  for  reserving  room before  encryption  is  only  the 
standard RDH algorithm and this technique can easily be applied to Framework of RRBE to 
achieve better performance as compared with the techniques from Framework of VRAE .We 
achieve the better performance because in this new framework of RRBE, we follow the  idea 
that  first  we losslessly  compresses  the  original  image content  by using the  excellent  RDH 
techniques and then encrypts it  by using the encryption key with respect  to protecting the 
privacy. Next, we explain a method based on Framework “RRBE”, which method consists of 
four stages: generation of encrypted image, data hiding in encrypted image, data extraction and 
image recovery.

Note that the reserving room operation we adopt in the proposed method is a traditional 
RDH approach.

Our mechanism primarily consists of four stages:
• generation of encrypted image
• data hiding in encrypted image
• data extraction and Image recovery

                                                  Figure 1: Framework Reserving Room before Encryption

3.2 Algorithm-Reversible data Hiding (RDH)

Chaitrali Chormale, and Prof. R. B Singh



International Journal of Computer Engineering and Applications, Volume VI, Issue II, May 14
www.ijcea.com ISSN 2321-3469

1) Generation of Encrypted Image-

     First we encrypt the original image into encrypted image to construct the encrypted 
image, first the encrypted image can be divided into three steps: image partition, and the self-
reversible embedding followed by image encryption. At first, the original image is dividing into 
two parts A and B and this is done by the image partition. Then, By using the standard RDH 
algorithm the LSB's of part A are reversibly embedded into the part B so that LSBs of  part A 
can be used for occupying messages; and the last, encrypt the rearranged image to generate its 
final encrypted image.

i)  Image Partition:  we can partition the image on the basis of height and width. The 
height of the image we can define by the h and width of the image we can define by the wand 
we consider the original image as x.

 
(1)

ii) Self-Reversible Embedding:  The goal of self-reversible embedding is to embed the 
LSB-planes  of  A  into  B  by  employing  traditional  RDH  algorithms.  For  explanation,  we 
simplify the method demonstrate the process of self-embedding. Note that this step does not 
trust on any specific RDH algorithm. Pixels in the rest of image B are first categorized into two 
sets: white pixels with its indices i and j satisfying (i+j) mod2=0 and black pixels whose indices 
meet (i+j) mod2=1. Then, each white pixel Bi,j, is estimated by the interpolation value obtained 
with the four black pixels surrounding it as follows

 
(2)

iii) Image Encryption: After rearranged self-embedded image, denoted by I , is generated, 
we can encrypts I to construct the encrypted image , denoted by  E .With a stream cipher, the 
encryption version I of is easily obtained. For example, a gray value Ii,j ranging from 0 to 255 
can be represented by 8 bits, Ii,j(0),Ii.j(1),Ii,j(2)…..Ii,j(7) , such that

 
(3)

2) Data Hiding in Encrypted Image-

Once the encrypted image will formed the data hider get that encrypted image E, he can 
embed some additional data into encrypted image, although data hider does not get access to 
original image. The data hiding process starts with finding the encrypted version of part A, and 
that is denoted by AE. At the top of encrypted image E, AE has been rearranged; it is effortless 
to the data hider to read 10 bits data in LSBs of first 10 encrypted pixels. After identifying how 
many  rows  of  pixel  and  bit-planes  he  can  modify,  the  data  hider  simply  adopts  LSB 
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replacement  to  put  the  available  bit-planes  with  additional  data  m.  After  embedding  the 
additional data m into the encrypted image E by using the data hiding key we get the marked 
encrypted  image  E'.  Anyone  who  want  to  extract  the  additional  data  m  he/she  does  not 
extracted that data without data hiding key.

3) Data Extraction and Image Recovery-

Since data extraction is completely independent from image decryption, the order of them 
implies two different practical applications.

i)  Case 1: Extracting Data from Encrypted Images:  We can encrypted the image for 
protecting the client privacy, in that image client can manage the personal information and only 
the database manager can only get the access to the data hiding key and have to collect the data 
in encrypted format. The data extractions before image decryption guarantees have the better 
feasibility of our work in this case.

Once the database manager gets the access to data hiding key, DB manager can decrypt 
the LSB-planes of AE and extract the additional data m from the encrypted image E by directly 
reading the decrypted image. When client requesting for updating the information of encrypted 
images, the database manager, updates information through LSB-bits replacement and encrypts 
updated information according to the data hiding key all over again.

ii)  Case  2:  Extracting  Data  from  Decrypted  Images:  In  encrypted  domain  both 
embedding data and extraction of the data are collected. There is a different situation on the 
other hand that the user wants to decrypt the image first and then extracts the additional data 
from the decrypted image when it is needed.
       There of advantage of proposed system not only does the proposed method separate data 
extraction  from image decryption but  also achieves  excellent  performance  in  two different 
prospects:

• Real reversibility is understood, that is, data extraction and image recovery are free of 
any error.

• For given embedding rates, the PSNRs of decrypted image containing the embedded 
data are significantly improved; and for the acceptable PSNR, the range of embedding rates is 
greatly enlarged.

[4]. RESULT       
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(a)                                                                      (b)

                                        
Figure 2: (a) Lena Input Image, (b) Lena Output Image

     The excellence of marked decrypted images is compare in the idiom of PSNR. Fig. 2 
plots  the PSNR consequences of  diverse marked decrypted images under given embedding 
rates. Out of justice, we adjust the methods in [16], [17] with error-correcting codes to eradicate 
errors.

Table 1 . PSNR comparison for three different LSB-plane choices under various embedding 
rates

                                                                       
                                                                                 PSNR results (dB)

Embedding Rate 0.005 0.01 0.05 0.1 0.2 0.3 0.4 0.5

Lena
1 LSB-PLANE 65.15 60.40 53.42 50.31 47.05 43.00 39.62 34.84
2 LSB-PLANE 63.44 59.63 51.65 49.51 46.30 42.69 38.55 32.40
5 LSB-PLANE 61.40 57.00 48.66 47.90 44.46 41.78 36.21 31.00

   

       By introducing error-correcting codes, the pure payload of [16], [17] is condensed 
from Cap to, where is the double entropy function among error rate. Take test image Baboon 
for instance. If each embedding block is sized of 8 with error rate 15.55% [16], then the pure 
payload is 1543 bits rather than 4096 bits. As for the method in [18], we only choose those 
results with a significantly high chance of flourishing data withdrawal and ideal image revival 
to draw the curve. From the Fig. 2, it can be observed that over all range of embedding rate, for 
all  cases,  our style out  performs state-of-the-art  RDH algorithms in  encrypted images.  The 
advance in terms of PSNR is significantly high at embedding rate range that the methods in 
[16]–[18] can achieve. In In addition, one more benefit of our approach is the much wider range 
of embedding rate for satisfactory PSNRs. In fact, the future method can implant more than 10 
times as huge payloads for the same acceptable PSNR (e.g.PSNR=35 dB) as the method in 
[16]–[17], which implies a very good potential for practical applications.

Figure 3: Comparison graph
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[5]. CONCLUSION

     After completion the proposed method separate data extraction from image decryption 
but  also  achieves  excellent  performance  in  two  different  prospects:  Real  reversibility  is 
understood,  that  is,  data  extraction  and  image  recovery  are  free  of  any  error.  For  given 
embedding rates, the PSNRs of decrypted image containing the embedded data are significantly 
improved; and for the acceptable PSNR, the range of embedding rates is really enlarged. 

     Basically the reversible data hiding in encrypted images is an innovative topic drawing 
attention because of the privacy-preserving necessities from cloud data supervision. preceding 
methods implement RDH in encrypted images by vacating room behind encryption, as opposite 
to  which  we proposed by  reserving  room previous  to  encryption.  Thus  the  data  hider  can 
benefit  from  the  extra  space  emptied  out  in  previous  stage  to  make  data  hiding  process 
effortless. The proposed method can take advantage of all traditional RDH techniques for plain 
images and achieve brilliant  performance without  loss of  perfect secrecy. Furthermore,  this 
novel method can achieve real reversibility, separate data extraction and greatly improvement 
on the superiority of marked decrypted images.
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