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ABSTRACT:

Applications of wireless sensor networks focused on monitoring the health status of the patients  
have been in demand and various projects are in development and implementation stages. The  
roles of security and privacy in healthcare applications have become more prominent with an  
increase  in  mobile  society  and  with  deployment  of  mobile  and  wireless  network.  While  
addressing the ways to provide smart healthcare, a technological solution to enhance health  
and social care provision in a way which complements existing services. Here an improvement  
to security of wireless medical sensor network is given. Results from this work suggest a strong 
potential for wireless sensor network by improving the quality medical care. The analysis of  
challenges from healthcare perspective in WSN’s is taken into consideration with intent of  
making healthcare applications to become within the reach of ordinary users. The basic aim of  
this research paper is to create one to two correspondences between doctor and patients. The  
patients are given a unique id for easy access which ensures correct delivery of information.  
The proposed algorithm detects the intrusions in the wireless medical sensor network and the  
algorithm efficiently encrypts and decrypts the test reports of the patients. The proposed system 
has been simulated in MATLAB 2013b and has been compared with the general simulation  
without intrusions being detected.
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[1] INTRODUCTION

Wireless sensor network technologies have the potential to change the way of living 
with  many applications  in  entertainment,  travel,  retail,  industry,  and  medicine,  care  of  the 
dependent people, and emergency management and many other areas. Wireless sensors and 
sensor networks, pervasive computing, and artificial intelligence research together have built 
the interdisciplinary concept of ambient intelligence (AmI) in order to overcome the challenges 
we face in everyday life. One of the major challenges of the world for the last decades has been 
the continuous elderly population increase in the developed countries. 

The need of delivering quality care to a rapidly growing population of elderly while 
reducing the healthcare costs is an important issue. One promising application in that area is the 
integration of sensing and consumer electronics technologies which would allow people to be 
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constantly monitored. Researchers in computer,  networking, and medical fields are working 
together in order to make the broad vision of smart healthcare possible [1]. With the use of 
wireless  sensors  this  has  become  possible.  The  self-organizing  nature,  low  battery  power 
supply, limited bandwidth support, distributed operations using open wireless medium, multi 
hop  traffic  forwarding,  and  dependency  on  other  nodes  are  such  characteristics  of  sensor 
networks that expose it to many security attacks at all layers of the OSI model. Many security-
related solutions  for  WSNs have been proposed such as  authentication,  key exchange,  and 
secure  routing  or  security  mechanisms for  specific  attacks.  These security  mechanisms are 
capable of ensuring security at some level; however they cannot eliminate most of the security 
attacks. An Intrusion Detection System is  one possible solution to address a wide range of 
security attacks in WSNs.

An IDS is also  referred to as a second line of defence, which is used for intrusion 
detection only; that is, IDS can detect attacks but cannot prevent or respond. Once the attack is 
detected,  the  IDSs  raise  an  alarm  to  inform  the  controller  to  take  action.  There  are  two 
important classes of IDSs. One is rule-based IDS and the other is anomaly-based IDS. Rule-
based IDS is also known as signature-based IDS which is used to detect intrusions with the help 
of built-in signatures. Rule-based IDS can detect well-known attacks with great accuracy, but it 
is unable to detect new attacks for which the signatures are not present in intrusion database. 
Anomaly  based  IDSs  detect  intrusion  by  matching  traffic  patterns  or  resource  utilizations. 
Although anomaly based IDSs have the ability to detect both well-known and new attacks, they 
have more false positive and false negative alarms [2]. 

T.V.P. Sundararajan et al [3] have proposed an intrusion detection system for body area 
network for health status monitoring. The proposed IDS works for the correct delivery of test 
reports wherein doctors and patients have direct association for exchange of data. This research 
paper  deals with secure  data  in  transit  and correct  delivery of  reports  directly between the 
doctors and patients. The patients do not require consulting the laboratories for their test data. 
To ensure correct delivery despite of security attacks and threats this system sends data only to 
correct destination otherwise denies the service.

This paper has been further organized in the following manner. In section 2, we discuss 
the security issues and threats to healthcare. In section 3, we discuss the projects and related 
work.  In  section 4,  we discuss  the  proposed ID Matcher  Algorithm for  intrusion detection 
system. In section 5, we discuss the results and performance of this system. In section 6, we 
conclude the research work. 

[2] SECURITY ISSUES AND THREATS

Security is  one of the most  important  aspects of  any system. People have different 
perspective regarding security and hence it is defined in many ways. In general words, security 
is  a concept  similar to safety of the system as a whole [8].  The communications in sensor 
networks applications in healthcare are mostly wireless in nature. This may result in various 
security threats to these systems. These threats and attacks could pose serious problems to the 
social life of an individual who is using the wireless sensor devices. In some cases such as 
tracking the location of a patient or person if compromised may lead to great consequences [4]. 
People with malicious intent may use the private data to harm the person. 
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Security issues in health care applications of sensor networks have been always part of 
active research. Security issues in general wireless sensor networks are a major area of research 
in recent times. The security issues can be divided into two broad levels: system security and 
information security. Some threats and attacks in the following section along with some counter 
measures [4], [6].

Threats and attacks can be classified into two major categories- Passive and Active. A 
passive attack may occur while routing the data packets in the system. The attacker may change 
the destination of packets or make routing inconsistent. Active threats are more harmful than 
passive counter parts. The intended criminal may find the location of the user by eavesdropping 
[5].  Moshaddique  Al  Ameen et  al  [7]  showed  attacks  in  healthcare  system using  wireless 
networks may be of the following:
a. Data modification- The attacker can delete, modify or replace parts or entire information 

for some illegal purpose.
b. Impersonation attack-  If  an attacker  eavesdrop a wireless sensor node’s  identity,  it  can 

cheat other nodes.
c. Eavesdropping- Opponent can intercept communication between nodes and steal data for 

malicious acts.
d. Replying- The attacker can listen to the information and resend to the receiver.

[3] PROJECTS AND RELATED WORK

Many researchers have given ways to provide security in the healthcare. S. Dagtas et al 

[9]  presented a framework for a wireless health monitoring system using wireless networks 

such as ZigBee. Vital signals are collected and processed using a 3-tiered architecture. The first 

stage is the mobile device carried on the body that runs a number of wired and wireless probes. 

This device is also designed to perform some basic processing such as the heart rate and fatal 

failure detection. At the second stage, further processing is performed by a local server using 

the raw data transmitted by the mobile device continuously. The raw data is also stored at this 

server. The processed data as well as the analysis results are then transmitted to the service 

provider centre for diagnostic reviews as well as storage. 

Oscar Gracia Morchan et al [10] presented a lightweight security system allowing for 

distributed key establishment and access control in MSNs. The heart of this system is founded 

on  the  use  of  polynomial-based  key  distribution  systems.  The  security  system  enables 

lightweight distributed key agreement and verification of cryptographically signed information, 

e.g., access control roles or identifiers, on medical sensor nodes without the need of public-key 

cryptography or a central online trust centre. As proof-of-concept, they have implemented our 

security system on a commercial sensor node platform. The performance and security analysis 

shows the feasibility of the approach to deploy resilient and robust MSNs. 
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 Gulshan  Kumar  et  al  [11]  have  shown  such  an  effective  mechanism  using  a 

combination of DES and Blowfish in CBC mode for security enhancement which provides high 

data confidentiality and authentication.

[4] ID MATCHER ALGORITHM

In Wireless Network environment, an attacker may modify the air interface to mimic a 

primary user signal’s characteristics, thereby causing legitimate secondary users to erroneously 

identify the attacker as a primary user. The security of Wireless Medical Sensor Network has 

received  attention  far  less  than  is  required.  Malicious  eavesdroppers  can  invoke  hostile 

jamming attacks, also known as Denial-of-Service (DoS) attacks, of the ongoing transmissions 

and paralyze effective communications. There are also new unique opportunities presented to 

the malicious attackers, leading to potentially devastating spoofing and integrity attacks that can 

influence both spatial and temporal behavior of the network. 

In our proposed work a method from which we can create one to one correspondence 

between doctor and patients. In our patient monitoring system for every two patients we have 

one doctor. The patients have been given a unique id for easy access. This unique id provides 

correct delivery of information. We have also simulated data encryption and the decrypted data 

in our system is in the form of actual test done for the patients.

The current generation wireless network is experiencing a large security demand from 

healthcare monitoring. Typically the era is dealing with a backward mechanism of accessing 

test reports and monitoring, wherein the patients has to go to the laboratory for taking reports. 

Moreover, the doctors can monitor their patient’s reports on the go. The transmission of test 

reports on the channel can experience a threat to security and privacy, which could further lead 

to disclosure of data to unauthorized person. The unauthorized person can forge the data or stop 

it from transmitting. 

In this section, we have presented an efficient data encryption and decryption algorithm 

for transmission of reports. The system proposed here monitors the doctors according to their 

specialties. These doctors are then placed on the network. A key of 128-bit is generated. A 

unique id is provided to patients. The patients are then placed on the network. According to the 

ids the test reports are encrypted using the 128-bit key. This encrypted test report is further 

assigned to the actual report to be sent and the data is encrypted into unreadable format. Now 

each patient placed on network is assigned id and a matching these assigned ids and ids with the 

doctors is done. 

If these ids match the reports are sent in encrypted form, and on the receiver end these 

reports are decrypted using the same 128-bit key. The proposed system is detecting intrusions 
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in the network; if intrusion is detected in the network then the data is not sent to the patients and 

the counter to number of intrusions detected is increased.

The basic steps of ID Matcher algorithm are as follows:

Sensors  are setup on the  network by calculating the x and y axis.  The sensors  are 

deployed in axis area. The key of length 128-bit is assigned. Further doctor list and respective 

specification list is assigned. A unique id is assigned to the patients. The Sensor location for 

doctors is found and speciality to each of doctors is assigned according to read information. 

Next, these doctors are placed on the network. Now, the sensors are setup for placing patients to 

the network. Ids are assigned and data of reports is encrypted using key and sent to the doctors 

and patients are assigned to network. 

The ids are matched and patients are selected for sending reports. Doctors are scanned 

according to the speciality and decrypted reports sent to assigned doctors with assigning to 

patients, else the request is ignored and intrusion is detected.

Begin Simulation

Step 1: Setup sensors

Step 2: Calculate x and y axis 

Step 3: Deploy sensor in x X y area

Step 4: Set key length to 128

Step 5: Assign doctor list

Step 6: Assign specification list

Step 7: Assign id to patients

Step 8: for   i  to 1  

Step 9: Find sensor locations for doctors

Step 10: Assign speciality to each of doctors according to read information       

Step 11: Place doctors on network

Step 12: Assign speciality to doctors 

Step 13: end for

Step 14: Setup sensors

Step 15: Calculate x and y axis 

Step 16: Deploy sensor in x X y area

Step 17: for   j  to 1  

Step 18: Assign id to patients

Step 19: Encrypt using key

Step 20: Send encrypted data
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Step 21: Assign patients to network

Step 22: end for

Step 23: Display encrypted data

Step 24: Decrypt data using key

Step 25: Display decrypted data

Step 26: for   j  to 1  

Step 27: If id matches

Step 28: Select patient for sending reports     

Step 29:        Scan doctor 

Step 30: Send decrypted reports to assigned doctor

Step 31: Assign Report to patients

Step 32: else ignore request

Step 33: end if

Step 34: end for

Step 35: Simulation over

Step 36: Save log

[5] RESULTS AND PERFORMANCE

This  [Figure-1] shows the basic interface which is graphiced for the proposed work.It 

contains the axes for conventional system and proposed system and functioning buttons for the 

features to be detected. Axes 1 shall deploy sensors with no detection of intrusion. Axes 2 shall 

deploy sensors with detection of intrusion. The top edit text bar shall depict the simulations. 

Doctors name shall be displayed and the corresponding reports in transit.
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Figure: 1. GUI for Initial Phase

This [Figure-2] shows the working of conventional doctor patient monitoring system. 

Once the system starts its simulation the doctors and patients are placed on the network. The 

system reads the data being sent encrypts it and sends on the network without intrusion being 

detected. The receiver end accepts the data and decrypts it. The data transmission here takes 

place but without any security. Conventional system given here sends the data with their report 

number.  The  data  after  decryption  has  to  be  indexed  from the  laboratory,  and  then  to  be 

collected from there, which is a tedious task

. 

Figure: 2. GUI for Conventional System

This [Figure-3] shows our proposed system simulation where the reports are being sent 

with a higher rate of security and the system is a better monitoring system. Firstly the doctors 

are placed over the network, and then the patients are placed. The reports data is encrypted 

using 128-bit key. While the data is being transmitted over the network, the path is checked for 

intrusions, if any intruder is found the data is not transmitted and the request for data is ignored.
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Figure: 3. GUI for Proposed ID Matcher System

[6] CONCLUSION

Here  discussion  of  the  security  and  privacy  issues  in  healthcare  application  using 

WMSNs is done. We highlight healthcare using wireless medical sensor networks, and discuss 

security. Our aim is to instigate security on these critical issues since the success of healthcare 

application depends directly on patient security and privacy, for ethic as well as legal reasons. 

In addition, an algorithm is proposed with better security mechanism and intrusion detection. 

Our  proposed  method  simulates  the  algorithm  by  deploying  the  sensors  in  a  secure 

environment.
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