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ABSTRACT: 
Cloud computing, one of today’s most exciting technologies, has ability to reduce 
costs associated with computing as it’s increasingly being flexible and scalable for 
computer processes. Users are unknown about their data stored on cloud. Since few 
years, cloud computing has grown to one of the fastest growing parts of the IT industry. Due 
to outsourcing of enterprise IT assets being hosted on third party cloud computing platforms, 
results in a loss of security control over the cloud hosted assets. Moreover, the lack of 
security constraints in the SLAs between cloud providers and customers results in a little bit 
loss of trust. Security being the major issue for public cloud, it hampers the growth of the 
same. 
Several methodologies are introduced for data security in cloud but still few organizations 
have less trust on cloud providers because of the lack of backup recovery, data theft or data 
privacy. In this paper, various issues of cloud computing are described with a new model 
for Data security in cloud environment. 

Keywords: cloud computing Benefits, Cloud computing issues, issues of Data security in 
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[1] INTRODUCTION 

Cloud computing is most popular and smart technology, among all other computing 

paradigm such as parallel computing, Grid computing, distributed computing. It is defined as 

on-demand network access to a shared pool of configurable resources (e.g. network) [1]. Main 

Idea behind cloud is to provide on- demand services with high reliability, Scalability and 

availability in distributed environment. 

National Institute of Standards and Technology (NIST) defines Cloud computing as: 

“Cloud computing is a model for enabling convenient, on-demand network access to a shared 

pool of configurable computing resources (e.g., networks, servers, storage, applications, and 

services) that can be rapidly provisioned and released with minimal management effort or 

service provider interaction. This cloud model promotes availability and is composed of five 

essential characteristics (On-demand self-service, Broad network  access, Resource pooling, 

Rapid elasticity, Measured Service); three service models (Cloud Software as a Service (SaaS), 

Cloud Platform as a Service (PaaS), Cloud Infrastructure as a Service (IaaS)); and, four 

deployment models (Private cloud, Community cloud, Public cloud, Hybrid cloud). Key 
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enabling technologies include: (1) fast wide-area networks, (2) powerful, inexpensive server 

computers, and (3) high-performance virtualization for commodity hardware.”[2] 

NIST also defines following 5 characteristics of cloud: 

 On-demand Self-service: Computer services such as email, applications, network 

storage or server service can be provided without requiring human interaction with each 

service provider. E.g.  Amazon Web Service (AWS), Microsoft, Google, IBM, 

Salesforce.com 

 Broad Network Access: Capabilities are available over the network and accessed 

through standard mechanisms that promote use by heterogeneous thin or thick client 

platforms (e.g. Mobile phones, laptops, PDAs etc.)[3]. 

 Resource pooling: The cloud enables your employees to enter and use data within the 

business management software hosted in the cloud at the same time, from any location, 

and at any time [4]. 

 Rapid elasticity: If anything, the cloud is flexible and scalable to suit your immediate 

business needs. You can quickly and easily add or remove users, software features, and 

other resources [4]. 

 Measured Service: It‟s in nature in cloud computing that you pay for what you use. You 

and your cloud provider can measure storage levels, processing, bandwidth, and the 

number of user accounts and you are billed accordingly. Whatever resources used by 

you is monitored by you as well as your cloud provider. So, Transparency is maintained. 

There are several benefits of cloud computing like 24/7 support, Pay as you use, 

Scalability etc. 

 Pay-as-you-use: Payments are calculated according to your usage    and actual time 

duration used that resources by you. 

 Low total cost ownership: As organization require new platform, application then they 

can on time demand. They will get allotment of resources in low cost. Main benefit is 

Organization don‟t need to set up everything they want .They will pau less and get more. 

 Multi-tenancy (Shared resources): Here, Resources are shared between multiple users. 

Resources can be shared at network level, application level, host level etc… 

 Scalability: Cloud computing provides the ability to scale tens of thousands of systems 

with ability to massively scale bandwidth and storage space. 

 Fast deployment: Infrastructure is maintained by cloud provider. So, if new application 

you want to attached then cloud will provide ready to use built in environment for 

customers for deploy their application. 
 

From above described benefits there are several other benefits like… 24/7 support, 

location independent etc.. 
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Figure 1.  Benefits of cloud computing [5] 
 

[2] CLOUD COMPUTING ISSUES 

[2.1] SECURITY 

If you put your important data in cloud – you don‟t know even where it is stored then 

you can have doubt once about your data security. Various data security issues like data theft, 

data loss etc. pose various threats to organization‟s data and software. 

[2.2] PRIVACY 

The client and provider should have same privacy policy if not better. The provider 

should assign to every user an access control mechanism defining when and who is going to 

access the data. The clients are also worried that their data might be looked at by the vendors. 

Clients also need to look at all the access log of their employees and also of vendor employees 
[6]. 

[2.3] RELIABILITY 

Servers in cloud can be slow down or it can experience downtimes. If our resident 

servers slow down then there is no worry about our data loss and all. But if it is on hand of 

cloud provider then users are highly dependent on cloud provider. 

[2.4] LEGAL ISSUES 

Information about the privacy obligations for Commonwealth contracts can be found on 

the Office of the Indian Information Commissioner‟s (OIIC) website. Providers are also 

strongly advised to consider the “Better Practice Guide – Privacy and Cloud Computing for 

Indian Government Agencies" before entering into any cloud computing arrangement [7]. 

Providers should refer to the Defense Signals Directorate's “Cloud computing Security 

Considerations” for detailed guidance on issues to consider from a security perspective [7]. 

Data location is one of the most important compliance issues faced by 
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organizations 

Nowadays. In case of data center housed within organization premises the data location 

as well as the security controls in place to protect the data is transparent [6]. 

[2.5] CLOUD INTEGRITY 

Consumer always wants that they should access cloud resources with security protocols 

(which are used in data transmission) like SSLs and HTTPs. Consumer also wants Fine 

grained access control to protect data integrity and protection of important data from hackers. 

Shared publicly available data which is protected from unauthenticated addition, updating 

and deletion. 

[2.6] PHYSICAL SECURITY 

Consumers do not always know the location of their data. Cloud Computing offers a 

high degree of data mobility. The Data can‟t be in same country where customer is residing, it 

can be anywhere in the world. They may also wish to specify a preferred location (e.g. data to 

be kept in the India) then requires a contractual agreement between the Cloud service provider 

and the consumer that data should stay in a particular location or reside on a given known 

server [7]. 

[2.7] DATA SEGREGATION 

Data segregation means separation of data of one customer to the data of another 

person. In cloud, the resources are shared by multiple customers this means that on same 

physical server multiple customer‟ data can be processed. It is difficult to ensure data 

segregation in cloud computing. If data segregation solution fail at some point of time then 

one customer can access the data of another customer. So, this is big hurdle in cloud 

computing. To ensure data leak, one should do data leak prevention (DLP) measures which are 

takes place in the infrastructure of cloud service provider [8]. 

[2.8] RECOVERY 

Every provider should provide facility of disaster recovery to recover sensitive data. 

Many unexpected problems can occur in cloud computing.  Client should aware about this 

feature while they choose cloud provider for storing sensitive data. Client should know about 

what method will be placed for recover data when disaster occur. Provider should also specify 

client about how long it will take to recover the data. 

[2.9] DEPENDENCY 

If user wants to use any application of cloud then they are dependent on provider. 

Provider should also willing to offer that services. Recently new paradigm to avoid 

dependency offer by researcher is multicloud. 

[2.10] TRUST 

Data will be shared with third party who is outsider entity of organization, so untrusted 
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cloud provider always avoided by organization. Privacy and trust both are complex notions 

for which there is no standard. It is easy for user to put offline trust then online. There are 

many different ways in which on line trust can be established. Security can be one of these (in 

some cases security does not necessarily imply trust). On the other hand, there are several 

example where if provider provide better security then only level of trust increase because it‟s 

proved now that their personal data i.e. Account number, all banking transactions etc. will be 

safe because of high security. Obtaining a security Certificate such as ISO 27000 or NIST-

FISMA would help cloud providers to improve customers trust in their cloud platform security. 

There are several Data security issues also faced by various organization in cloud. Data 

security issues can be from Provider level and from User level too. Provider should make sure 

that server is well secured from the external threats. User will put trust on those provider who 

provides best security for secure their personal data in cloud. Data stealing, Data loss, Data 

integrity, Data backup, Privacy issues, Infected applications, Identity & Access management, 

Trust factor with some legal issues are various data security issues at provider level. Not only 

provider worry about cloud and its data but user also fears for damaging or leaking about their 

sensitive data resided in cloud. Data location, Data availability, Lock in, Privacy issues of 

users and Service Level Agreement (SLA) etc... Kinds of data security issues always put user 

in stress. 

[3] BARCODE SECURITY MODEL 

There are so many ways to secure data in cloud. Before a decade, only Id and 

Password was sufficient. With this mechanism People were satisfied and they put their data 

freely. Now there are so many technologies in market for data security. i.e. Single Sign 

On(SSO), Firewalls, Encryption data in motion, Virtual private network, One factor 

authentication, Biometrics Verification, Multi-factor Authentication(MFA) etc.. 

 
Figure 2. Flowchart of Barcode Security Model 
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In our proposed model, we focus on MFA. Multi-factor Authentication is a method of 

Computer access control which a user can pass by successfully presenting authentication factors 

from at least two of the three categories: 

 Knowledge Factors: Things only the user knows (i.e. Password) 

 Possession Factors: Things only the user has (i.e. Laptop, Mobile devices, ATM card 

Etc…) 

 Inherence Factors: Things only the user is (i.e. Biometrics). [9] 

 

In our proposed model we are going to implement concept of MFA. Two Factors we 

are going to implement are Knowledge Factors and Possession Factors. User ID and Password 

in Knowledge Factor and Barcode image via email system will be in Possession factors. 

Figure-2 shows DFD of Proposed Barcode Security System. 

From Above [Figure 2] we can see that knowledge factor which user will give as input 

will be User ID and Password. If Id or Password will be blank or anyone field will be wrong then 

System will stop there until you enter correct Id and Password. Sometimes it may happen that 

user forget their Id or Password, then to reset that password one Security question‟ answer will 

be answered by user. This security question and answer were saved in database when user 

created their account. So to reset his password, he must know this answer. If he will provide 

correct answer then his password will be reset otherwise he will try once again for correct 

answer. After Resetting password he will get barcode image file (.jpeg, .png) in his registered 

mail account. So, if he provides correct password then in Second Factor which is Possession 

Factor he will provide that barcode image file from his mail account. After he provide correct 

image file, he will able to get his data resided in cloud. 

 

 
Figure 3. : Login Page of ‘Barcode Security’ Model 

User need to input their user id and password. If user forgets either of them, then one 

can click on „Forget password‟ Hyperlink. 

 
Figure 4. Security Question while Recovering Forgotten Password 
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If you forget your current Password then click on „Forget Password‟ Hyperlink of 

Login page and you will get [Figure 4] as web Form of security question. After you give correct 

answer you will be able set your new password. 

 
Figure 5. Resetting New Password 

After giving correct answer of the security question, you will able to reset your new 

password. 

 
Figure 6:  Importing Barcode after getting mail in our email id 

After providing your password, you will get an email of the Barcode as an image file 

(i.e. Jpeg, Png, Gif etc.). 

 
Figure 7. After uploading Barcode image file, a Message will be displayed. 

Above [Figure 7] shows that after successfully completion of your barcode image you 

will get a Thank you message. After this you will be able to access your stored data from the 

cloud. 

 

Figure 8. Barcode Image 
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Above [Figure 8] shows example of Barcode image which will be received in your 

registered email id. 

[3.1] ADVANTAGES OF BARCODE SECURITY MODEL 

 It is not costly as compare to the other High Security methods like Biometrics 

Verification. 

 This model is easy to implement. 

 It provides Higher Security then One factor Authentication. 

 Barcode cannot be read or predicted by human eyes so, even actual user will not able to 

read or try to modify that code. While if text based security is provided like in two factor 

Authentication (Google mail provides Two Factor Pin code Authentication), then it can 

be readable by anyone. 

 It is not costly and also reliable to everyone. 

[3.2] DISADVANTAGE OF BARCODE SECURITY MODEL 

 Sometimes user may feel bored to download and upload barcode image file. 

[4] CONCLUSION AND FUTURE WORK 

In this paper various characteristics and issues related cloud implementation is 

described. Data security is big hurdle for public cloud user. If data security approach is 

trustworthy then more number of organizations will use Public cloud. The various issues of 

cloud computing which are described in the paper can become more secure and trustworthy by 

using proposed model. 

In our proposed model we are going to implement concept of MFA. Two Factors which 

we are going to implement are Knowledge Factors and Possession Factors. This model is one of 

the small steps from our side to enhance the security in the present setup of Cloud. Presently we 

had proposed this model and tested as a small prototype, but in near future we have a plan to test 

this proposed model on live cloud. 
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