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ABSTRACT:  
 

Group messaging has a boom in today’s modern world. Various applications exist which 
support this feature. The feature is advantageous as the communication networks are 
developing with each passing day. A novel technique is proposed here in this paper where 
MANET technology is used to implement this feature. The technique makes use of Latitudes 
and Longitudes to perform the procedure of group messaging. It also supports the feature of 
online chat by finding the nearest user of this application. We make use of QR codes and 
genuine passwords for user authentication. 

 
Keywords: Group messaging, MANET Technology, Latitudes and Longitudes, QR codes. 

 

[1] INTRODUCTION 

 With the growth of wireless technologies, vehicles equipped with wireless devices can 

build a Vehicular Ad Hoc Network (VANET) [1], we simulating (VANET) as mobile ad-hoc 

network (MANET where each mobile device act as vehicle). MANETs are capable of 

improving road safety and satisfying traffic service demands, which are regarded as an 

important development to achieve automatic and dynamic information collection and fusion 

in an Intelligent Transportation System . Transportation systems play a critical role in 

virtually all facets of modern life. However, significant challenges remain in further 

improving their efficiency and safety and in developing related value-added applications. 

Opportunities to meet these challenges emerge continuously, largely owing to fast-paced 

developments in a broad spectrum of related engineering, communications, and information 

technology fields, including pervasive computing.  

 MOBILE Ad-hoc networks (MANETs) [2] have attracted extensive attentions in recent 

years for their promises in revolutionizing the human driving modes and transportation 

systems. Traffic accidents and highway congestion are a serious problem world-wide . To 

address this challenge, safety applications using expensive sensors, radars, cameras and other 

state-of-the-art technologies are currently integrated into vehicles to improve safety and 

convenience. Recently, however, communication-based safety applications have attracted 

more attention from industry and governments . This work is motivated by the fact that a 

systematic and thorough analysis of communication-based automotive application from a 

networking point of view is still lacking. As a preliminary study, we attempt not only to raise 
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awareness about the performance requirements of the automotive community, but also to 

attract sufficient attention from the networking research community. This work is motivated 

by the fact that a systematic and thorough analysis of communication-based automotive 

applications from a networking point of view is still lacking. As a preliminary study, we 

attempt not only to raise awareness about the performance requirements of the automotive 

community, but also to attract sufficient attention from the networking research community. 

 Mobile phones, as a kind of modern transport means, with the advantages of high speed 

and convenience, are important to people’s daily travel. Activities like going out, traveling to 

work, shopping, and visiting friends and relatives are often done by using motor vehicles. 

Location based Services offer many advantages to the mobile users to retrieve the 

information about their current location and process that data to get more useful information 

near to their location. Now a days in this fast life where everyone in is hurry to get some 

services.  Location based Services can be implemented on Android based smart phones to 

provide these value-added services: like providing routing information, helping them find 

nearby places, getting help from other to find some services [3].  

 Location-based services or LBS  refer to ‘a set of applications that exploit the 

knowledge of the geographical position of a mobile device in order to provide services based 

on that information.’  

 The main concern is  to provide the security to the messages send from one user to the 

other user. The encryption is applied to hide the communication between two user from the 

remaining user within the nearest user group. The identity of the user is also hidden from the 

other user while communicating with each other. 

 The messages are encrypted using Advanced Encryption Standard encryption technique 

before sending from one user to another user within the nearest group and get decrypted at the 

receiving side. In this way security and confidentiality is provided to the messages of the 

users.  

 

[1.1] MOBILE AD HOC NETWORKING  

 

 Mobile Ad Hoc Networks (MANETs) are an emerging type of wireless 

networking, in which mobile nodes associate on an extemporaneous or ad hoc basis. 

MANETs are both self-forming and self-healing, enabling peer-level communications 

between mobile nodes without reliance on centralized resources or fixed 

infrastructure. 

These attributes enable MANETs to deliver significant benefits in virtually any 

scenario that includes a cadre of highly mobile users or platforms, a strong need to 

share IP-based information, and an environment in which fixed network infrastructure 

is impractical, impaired, or impossible. Key applications include disaster recovery, 

heavy construction, mining, transportation, defense , and special event management. 

 A Mobile Ad hoc Network is a collection of independent mobile nodes that can 

communicate to each other via radio waves. The mobile nodes that are in radio range 

of each other can directly communicate, whereas others needs the aid of intermediate 

nodes to route their packets [4] [5]. Each of the node has a wireless interface to 

communicate with each other. These networks are fully distributed, and can work at 
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any place without the help of any fixed infrastructure as access points or base stations. 

The fig 1 shows an example of Manet where the laptops serve as the server and the 

mobile as nodes and the mobiles communicate with each other through the server.  

 

 
Fig. 1 A MANET sample 

 

[2] PROPOSED SYSTEM 
 

Our approach is to solve the problem in existing system by providing strong 

authentication scheme and also to provide efficient cryptography algorithm which provides 

security over that .For providing authentication we have applied three levels of authentication 

by providing login id followed by QR code and lastly the image authentication . Moreover we 

have also provided authentication on the server side. 

Our main objective is to provide security . For that we implement a server, and server 

monitor’s all activity that user will do. For security  we are going to encrypt the conversion 

that will take place between the users by using Advanced Encryption Standard scheme . This 

scheme will encrypt the messages and hence maintain the security constraints . 

We also provide a unique id to all users so that the privacy of the users is preserved and 

hence he can communicate with anyone within the intended range and get the desired help in 

case of emergency. 

 

[3] METHODOLOGY  

 

MANET is an application Developed for finding all online users and then make a group 

of people those are within some range of distance. For that we provide  some parameters like 

latitude & longitude (Indicate the Location & position ).  

The MANET application involves GPS Tracker [8] for Calculating the Latitude & 

Longitude  & that latitude & longitude is taken as input in the Application. After that the 

users who are in some intended range of distance can communicate with each other by means 

of sending messages to each other and ask each other for any help. This application also 

provides the security by hiding the identity of the users communicating with each other by 

means of messages and the person who are communicating.  

The algorithm that we have used for providing security is the advanced encryption 

standard algorithm which is as follows : 
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The Advanced Encryption Standard (AES), also known as Rijndael (its original name), 

is a specification for the encryption of electronic data established by the U.S. National 

Institute of Standards and Technology (NIST) in 2001. AES is based on the Rijndael 

cipher developed by two Belgian cryptographers, Joan Daemen and Vincent Rijmen, who 

submitted a proposal to NIST during the AES selection process. Rijndael is a family of 

ciphers with different key and block sizes. For AES, NIST selected three members of the 

Rijndael family, each with a block size of 128 bits, but three different key lengths: 128, 192 

and 256 bits. AES has been adopted by the U.S. government and is now used worldwide. It 

supersedes the Data Encryption Standard (DES) [12] [13], which was published in 1977. The 

algorithm described by AES is a symmetric-key algorithm, meaning the same key is used for 

both encrypting and decrypting the data. In the United States, AES was announced by the 

NIST as U.S. FIPS PUB 197 (FIPS 197) on November 26, 2001. This announcement 

followed a five-year standardization process in which fifteen competing designs were 

presented and evaluated, before the Rijndael cipher was selected as the most suitable .AES 

became effective as a federal government standard on May 26, 2002 after approval by 

the Secretary of Commerce. AES is included in the ISO/IEC 18033-3 standard. AES is 

available in many different encryption packages, and is the first publicly accessible and open 

cipher approved by the National Security Agency (NSA) for top secret information when 

used in an NSA approved cryptographic module [14]. 

 

[4] RESULT 

 

 The recommended application on an android mobile phone  has been tested 

successfully with the model. In this application, the messages are being transmitted and the 

security of the messeages has been maintained by the AES encryption scheme and the 

identity of the user is also being preserved  as the unique id's for each user are being 

generated and while the messages are being sent the unique id's of the users are being 

displayed instead of their names. The snapshots of the system are as follows : 

 The first page is of User verification and Registration as shown in Fig. 2. If the user has 

not registered then he can click on the register button and register himself and if the user is 

already registered then he can directly click on the user verification. 

 

 

 

Fig.2 User verification 
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Fig. 3 shows the registration page through which a user can register him. 

 

 
 

Fig.3 Registration page 

 

 

 

 

Fig.4 QR code selection 

 

 After the QR code as seen in Fig. 4, comes the Image recognition which is done by 

selecting any three images out of the given images. After getting logged onto the server side, 

the user can use the system. The following page is the one that comes after login. The page 
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shows three buttons viz. my Latlong , Online User and Nearest User . On clicking on mylatlong 

the latitude and longitude will be displayed as shown in Fig. 5. 

 

 
 

Fig.5 Main page showing My Latlong, Online users and Nearest online 

  

Finally after clicking on the user the chatting will begin and hence the chat window is displayed 

in Fig. 6 

 
 

Fig. 6 Final page showing the group messaging 
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[5] CONCLUSION AND FUTURE SCOPE 

 

 The app that we have designed will be very beneficial to locate the person within some 

range and help them to communicate with each other and get help from each other. The project 

used the concept of latitude and longitude to find the location of all person and we can also find 

the person within some range of distance and help them to find any place or service. The person 

can also ask other person in the nearest group to help him to find the path by sending message 

to them and also the identity of all people in the group is hiding from the other person in the 

nearest group. It will also provide security by applying encryption to the messages. 

 It can prove to be a good alternative to communicate with number of user and get help 

from them in relatively less time as opposed of techniques that are available and that using 

complex algorithms.  

 In future the application can also be enhanced in various ways. Just like further we can 

modify it to get the images of person within some range of distance or we could be able to hear 

the voice of person. In short future enhancement may consist of modifying the project to enable 

the audio video conferencing. Further it can also be enhanced to make communication of 

multiple person at the same time and reply to multiple person at the same time. Due to 

technological enhancement everything is possible if implemented in correct and proper way. 
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