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ABSTRACT:   

 The Internet of Things (IoT) is an environment in which objects (devices) are given unique 

identifiers and the ability to transfer data over a network without having human-to-human or human-

to-computer interaction. Convergence of wireless technologies, embedded systems (micro-

electromechanical systems) and the Internet paved way for the emergence of IoT . The concept may 

also be referred to as the Internet of Everything. More objects are becoming embedded with sensors 

and gaining the ability to communicate. The resulting information networks promise to create new 

business models, improve business processes, and reduce costs and risks. To develop an IoT 

application we need to create a reference architecture first. This paper serves as a shorthand technical 

primer giving a concise knowledge on IoT architecture. Keywords: IoT architecture, 6LoWPAN, 

CoAP, ZigBee, BLE, mDNS  

 
  

[1] INTRODUCTION  

  

                  
courtesy: http://scoop.intel.com/files/2013/04/ISF_Infographic_1600x944.jpg  

  
Fig 1: Internet of Things  
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 Mark Weiser described “ubiquitous computing,” a world in which objects of all kinds could 

sense, communicate, analyze, and act or react to people and other machines autonomously, in a 

manner no more notable than how we presently turn on a fan.1 An action creates information, 

which is then communicated and aggregated over the cloud, allowing us to analyze those data in 

the order to modify our future acts. Although there is not any universally accepted architecture, 

this one is a mix of many, given in the current literatures. I have proposed an architecture based 

on my understanding, which is open to comments and feedback from experts from all domains. 

My hope is that this paper will help a beginner in understanding the basic IoT architecture and to 

see how these different technologies collectively relate to a wider strategic framework.  

  

[2] A REFERENCE ARCHITECTURE  

  

  

 

The bottom layer of the IoT architecture is the device/objects/perception layer where sensors 

/actuators are present which gather and process information. This layer includes devices like 

sensors which gather information like temperature, location etc. and actuators to perform some 

actions. This layer digitizes and transfers data to the layer above it through secure channels. The 

big data is created at this layer. Devices can vary in their types, but to be considered as IoT 

devices, they must have some communication paraphernalia that either directly or indirectly 

attaches to the Internet.  

Some Examples of indirectly connected device are:  

• ZigBee devices connected via a ZigBee gateway   

• Bluetooth or Bluetooth Low Energy devices connecting via a mobile 

phone.  

Devices having direct connections are:  
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• Arduino with Arduino Ethernet connection  

• Arduino Yun with a Wi-Fi connection   

• Raspberry Pi connected via Ethernet or Wi-Fi   

• Intel Galileo connected via Ethernet or Wi-Fi  Each device typically 

needs an identity.  

[3.2] OBJECT ABSTRACTION LAYER  

This layer transfers data produced by the perception layer to the Service Management (cloud 

gateway) layer through secure channels. Indirectly connected devices are connected to cloud via 

a device gateway. Sensors usually have very limited capabilities in terms of networking 

connectivity. Sensors majorly utilize Bluetooth Low Energy (BLE) nowadays or are connected 

in a network using the ZigBee protocol. There are also a bunch of other protocols that can be 

found in the Local Area Network (LAN), Home Area Network (HAN), or Personal Area Network 

(PAN). All of these protocols have one thing in common—they can’t directly connect to larger 

networks like Wide Area Network (WAN) or the Internet. You need a gateway that can provide 

your sensors with a single point of contact with external networks by using WiFi, GSM, or some 

other type of connectivity [12].  Device Gateways are the centers where collected sensor data is 

aggregated, analyzed and then communicated to the cloud via wide area network technologies 

(such as Ethernet). When device-level support for HTTP is not possible or desirable, Web 

integration can take place on a smart proxy (referred to gateways hereafter) which hides the actual 

communication protocol used by devices behind a uniform Web interface, as proposed in [13]. 

Although gateways are not required for devices that support HTTP directly, they can nevertheless 

augment the functionality of single devices and improve the overall performance of sensing 

networks. Because gateways are much less constrained than sensor nodes, they can serve as 

distributed master nodes that can manage sensor networks. In addition, gateways can be delegated 

tasks that would be too expensive in terms of CPU and energy to be run on resource-constrained 

embedded devices. For example, caching data from the sensors for concurrent read accesses, 

buffer incoming request for devices, perform aggregation of data and local mashups, or manage 

security policies and access control to devices, could be all taken care of by gateways [11].  IEEE 

standards for LANs IEEE 802.11 define Wi-Fi and IEEE 802.15.4 define ZigBee networks. 

Standards for PANs include Bluetooth and BLE, and IEEE802.15.4j and IEEE 802.15.6, are the 

IEEE standards associated with the body area network (BAN). For cellular networks standards 

include GSM/UMTS and CDMA.  

  

[3.3] SERVICE MANAGEMENT LAYER    

Protocol gateways (cloud gateways) are not always successful in translating amongst protocols 

100% as protocols semantics is often not cent percent translatable. In addition, the use of web 

services on the Internet applications has become the standard which ensures that application layer 

interoperability has to be in conformance with a representational state transfer architecture of the 

web. At the beginning of the Wireless Sensors Network era, dedicated systems, where highly 

specialized but nonstandard protocols would be used within the WSN, were developed where one 

or multiple gateways would be used to translate messages and eventually connecting the WSN to 

the Internet. Though these systems were efficient in the specific application they were designed 
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for, flexibility was lacking. Developing new applications on top of them would be a tedious task 

as it may ask for the modifications in the specialized protocols within the Wireless Sensor  

Network. Therefore, 6LoWPAN standard was proposed as a possible method to bring IPv6 to 

WSNs which made sensor nodes to be natively addressable and connectable through the IP 

protocol. 6LoWPAN is an important protocol or technology which allows merging of newer and 

older Web services, and support the IoT interaction paradigm, while still running everything over 

the Internet infrastructure. Due to 6LoWPAN, today all nodes are IPv6 -compatible, which makes 

them directly accessible from any other node(device) over the Internet. This has obvious 

advantages such as rapid connectivity and compatibility with former existing architectures, 

plugand-play installation of WSNs, rapid development of applications as well as the possibility 

of integrating it with existing Web services developed for standard IP networks. In the Low power 

Lossy Networks (LLNs), we will get a range of devices having very different capabilities, from 

servers to constrained devices having 8-bit or16-bit microcontrollers with wireless network 

interfaces such as IEEE 802.15.4 compliant radios. In such a scenario, it is required to restrict the 

use of different protocols to a certain subset that can interoperate across different types of devices, 

including application layer too. Due to LLNs imposed restrictions, a direct implementation of 

RESTful architectures such as the client/server model defined by HTTP is not possible. Thus an 

adaptation is needed. The IETF Constrained RESTful Environments (CORE) working group has 

defined the Constrained Application Protocol (CoAP) which easily translates to HTTP for 

integration with the web, while meeting specialized requirements such as: multicast support, very 

low overhead, and simplicity for constrained environments. CoAP has been designed as a generic 

protocol for LLNs keeping features of the underlying architecture under consideration. The 

CORE working group, instead of making a compression of HTTP, defined a subset of the 

RESTful specification, making it interoperable with HTTP but also specializing it for constrained 

environments. Unlike HTTP, CoAP is an asynchronous request/response protocol over a 

datagram oriented transport protocol such as UDP. Similar to CoAP, there are many other 

application layer protocols such as MQTT, HTTP REST, MQTT-SN, XMPP, AMQP etc. 

Depending on the requirement of the application different protocols will be used. Service 

Management or Middleware layer pairs a service with its requester based on address and name. 

This layer enables the IoT application developers to work with heterogeneous objects without 

giving much consideration to a specific hardware platform. Also, this layer processes received 

data, makes decisions, and delivers the required services over the network wire protocols. The 

high range of scalability of the IoT requires a resource management mechanism that can register 

and determine resources and services in a dynamic, self-configured and efficient way. The most 

predominant service discovery protocols are DNS Service Discovery (DNS-SD) and multicast 

DNS (mDNS) that can discover services and resources offered by IoT devices.  

[3.4] EVENT PROCESSING AND ANALYTICS  

This layer process and act upon the events.  This layer first stores the data into a database. Then 

the data analytics task is carried out using big data analytics. Complex event processing to 

initiate near real-time activities and actions based on data from the devices and from the rest of 

the system.  

  

[3.5] BUSINESS LAYER  

The business layer manages the overall IoT system activities and services. It is at this layer 

business model, graphs, flowcharts, etc. are built based on the received data from the lower layers. 
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It is also supposed to design, analyze, implement, evaluate, monitor, and develop IoT system 

related elements. Business Layer supports decision-making processes based on Big Data analysis. 

In addition, monitoring and management of the underlying four layers is achieved at this layer. 

Moreover, this layer compares the output of each layer with the expected output to enhance 

services and maintain users’ privacy.  

Note:  The communication between all the layers are bidirectional.  

  
Courtesy : David Niewolny’s White Paper: How the Internet of Things Is Revolutionizing Healthcare                 

Fig 2. A practical implementation of the abovementioned architecture   

  

[4] CONCLUSION:  

The aim of this paper has been to outline a technically worthwhile communication architecture 

to ease the task of building an application by indicating clear interfaces between the layers.  This 

paper has shed light onto some of the most recent and emergent design paradigms related to the 

communications stack of a viable Internet of Things.   
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