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ABSTRACT:  

The dawn of the personal computer period gave birth to a new type of criminal, the hacker. 

Today there       is a new even more attractive target for hackers to capitalize on, the Android 

smartphones. These devices allow us to use internet, camera, GPS tracking, and more attributes. 

Smartphones also contain detailed records of our contacts and SMS. The hacker then uses these 

information for committing identity theft. Hence to provide security to Android smartphone we 

have developed a circular display locking application. This application provides various features 

like unlock phone using random number. Hence this application satisfies the need of today’s 
users & applications. 
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[1] INTRODUCTION 
 

      Google’s Android Operating System in Mobile phones are still relatively new, however, 

Android Operating System has been progressing quite fast. An Android phone is a smartphone 

running on Google's open-source Android operating system. Many different process make 

Android phones, including HTC, Motorola, and Samsung. Bunch of different Android phones 

are now available in market and all of the major cellular carriers in the U.S. offer Android 

phones [2]. Today’s day to day life almost every user has an Android Smartphone because of 

the features such as multitasking, ease of notifications, app market, various phone options and 

android widgets [3]. The numbers of users having smartphones equipped with GPS have 

increased quikly. Hence, it can be used efficiently for personal security or various other 

security purposes [7]. 

Most of the users keep their smartphones with them at all times, the likelihood of it 

getting left behind at a buildings, gym, or other location that they previously visited is probably 

pretty high and the chances of that left-behind-phone getting stolen and play deeply without 

their approval is probably even higher. 

The first line of protection against evil performer is lock screen. However, even with 

these solutions, major problems could still result after a mobile device is lost. The intended 

system contains an upgraded Lock Screen system, unlock phone using random number. 

authentication for the user’s convenience and provide a good security system for smartphones 
 

[2] TECHNIQUE 
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   In usually Android, every user has six different options to choose from lock screen, all of 

which offer their levels of security. If a user has a inventory Android device like the Galaxy 

S3, then there are some differences in functionality but for the most part they all act in a 

similar way [1]. First, to access the lock screen options, the universal location lean to be in 

Settings-Security. From there, one should see an option towards the top called “Screen lock,” 

which then takes us to the lock screen options once touch[1]. 

 

 

 

   

 

 

 

 

 

 

 
                         Figure 1 Existing Screen Locks 
 
[2.1] Slide to Unlock 

    Slide is the most commonly used lock screen of all it’s basically the default. This lock 

screen is not secure by any means, and only asks that the user of the phone catch the circle with 

a lock inside and slides it outside of a larger circle to unlock the device. There are no 

passwords or patterns, it’s simply a way to keep the phone from turning itself on and then 

accessing all kind of info in the pocket or purse without your knowing [1]. 

The nice thing about using Slide is that one can still entry the notifications pull down 

without having to fully unlock the phone. No other lock screen options allowed for this, as they 

are technically “secure” 

 

 [2.2] Face unlock 

   Face Unlock was explained back in Ice Cream Sandwich as a good way to unlock the phone 

using a face of the user. In order to set this option up, one has to place his face inside of a mask 

of dots using front facing camera until the device decides that the face is enough to be disable 

to lock with it. Once approved, a user will be asked to provide a backup option in case the 

phone cannot identify his face. The two backup options are PIN or pattern [1]. 

 

 [2.3] PIN Pattern and Password 

   Pattern, PIN and Password decipher are exactly as they sound. One should either create a 

pattern, a numeric PIN, or an alpha-numeric password entered in order to unlock the phone. 

These are likely the most protect of them all. If a user is not able to recognize the pattern, PIN, 

or password, then he is not allowed to access the phone [1]. 

  

[2.4] Fingerprint Checking 

Fingerprint check technology is becoming increasingly important with everyday security 

measures and can provide an easy path, effective and reliable means of identification [1]. Atrix 

smartphone, made by Motorola supplies a finger checking system. Motorola Atrix 4G has a 

function called Fingerprint Scanner. Overlapping processes on the screen and  not so fast 

speed are the main problems in this system [1]. 
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[2.5] Shaking Sensing 

A handshaking biometric-based upper reach, called OpenSesame is used to unlock the device. 

For precisely characterizing user’s shaking actions, selecting correct sensors is necessary. In 

this technique the 3-axis accelerometer is used for detecting the hand moving motion. The 

accelerometer allows smart phones to detect the motion performed on them. The accelerometer 

in smart phones measures the stimulation of the phone relative to freefall. The accelerometer 

measures the acceleration of the device in three different axes: X, Y, and Z [5]. 

[2.6] Continuous Touch-Based Authentication 

The main hypothesis of this study is that continuously recorded touch info from a touchscreen 

is distinctive enough to serve as a behavioural biometric. The smart phone records times, finger 

stress, and the screen areas covered by each finger. A continuous security application could run 

in the background and extract various functions from all available raw input. This hard input is 

readily available through the phone’s API. Based on various features, the system can then learn 

a profile of the real user and compare all screen interaction with this profile [6]. 

 

[3]  PROPOSED MODEL 

[3.1]  System Outline 

The figure below shows that the owner of the device will first generate .apk file using eclipse. 

Then governor  of the smartphone will install this .apk file in his smartphone. After installing 

this .apk file governor will proceed to set up the screen lock on his smartphone. 

The display consists of six circles. Each circle changes its colour maximal of seven times by 

retouching the circle. There is no regular order for touching the circles. Once retouching is 

done a password string is created. This password string is then confirmed by ok button. If the 

string is matched then the phone is not locked [1]. 
 

 
 

 

 

Generate.apk 

 

 

 

 

 

                                      Owner of the Smart phone, Install .apk in Smartphone 
 

                                                             Figure 2 Screen lock application 
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            Figure 3 Pre-processing in smartphone 
 

[3.2]  System Architecture 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
              Fig 4  Architecture for setting and unlocking the screen lock 
 

The above figure shows the procedure for setting and unlocking the screen lock. All the info  

like password, contact numbers, e-mail id etc. are stored in SQLite database which is created in 

screen lock display application. While unlocking the smartphone these details are verified from 

SQLite database and if the password is right then our device will unlock. If password is 

incorrect then further procedure is explained in workflow given. After setting the password the 

user will be asked to enter that same password for unlocking the device 
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[3.3]  Test cases 

 

3.3.1  Unlock the phone 

The Lock Display consists of six circles. Each circle changes its colour maximal of seven times 

by retouching the circle, so that the executer can identify the correct input. There is no regular 

order for touching the circles. Once retouching is done a password string is generated which 

can be confirmed by ok button. If the string is matched then the phone is not locked.  

 

[4]  RESULTS AND ANALYSIS 

 

This screen locking system provides various features like unlock phone using odd or even  

number, It is very difficult for the attacker to unlock the phone. In this screen locking system 

each circle can retouched maximum of seven times. There are total six circles in this lock and 

therefore it is very difficult to remember the color pattern of each circle. Attacker cannot use a 

personal data such as contacts and messages. The analysis shows that this screen locking 

system ensures protection of personal information. User can catch a thief by tracking their own 

device. The analysis of existing system and implemented system is shown in table 1. There are 

total three attempts for unlocking the phone. If owner of the smartphone fails to unlock the 

phone within three attempts then one random number is generated. Using that random number 

owner can unlock his smartphone. The snapshot of unlocking the phone using random number 

is shown 

[5]  CONCLUSION 

 

It is very difficult for the attacker to remember the color pattern of each circle for 

unlocking the phone if this screen lock system is used. This is a new approach in which all 

these features are included in a single application along with circular screen lock system. 

Hence this application satisfies the need of today’s users & applications. Some useful features 

like data backup, cell phone location, sin change notification call recording, automatic image 

capturing of the thief can be added in this application. 
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