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ABSTRACT:   
 

According to the Standards, cloud computing is a new model to facilitate mobile and network 
access on on-demand requests from the pool of computing resources. When data sharing 
comes into picture, Data owner provides common key to the group members for accessing of 
data files. The problem with this technique is if data owner deny access rights of group 
member but that group members still has the data access key, the data owner need to re-
encrypt the entire data with a new key, in order to make revoked member’s key useless. This 
makes computational over head for data owner to calculate key every time. So we propose a 
method proxy re-encryption which realizes authorization without on user’s private 
information. 
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[1] INTRODUCTION  

Cloud computing is a model, where in the available resource such as computation 
power, storage, software and network are provided as services on the internet which can be 
accessible from any of the remote location. 

Cloud Applications can be deployed in several possible ways which depends on 
organizational structure and point of location. Three models for deployment are usually 
notable, namely public cloud, private and hybrid cloud service shown in Fig 1. 
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Fig 1.Deployment of cloud 

 
The existing security solution is ignoring the delicate privacy issue with respect to data 

sharing during which cloud server is challenged to handle user’s desire for data sharing.  
During data sharing the access request reveals the user’s privacy no matter whether the 

user gets data access permission or not.  
Security approaches focus mainly on authentication in order to allow user to access its 

own data remotely in on-demand mode. Apart from the diversity of the application 
requirements, every user needs to access and share mutually authorized data files in order to 
achieve productive benefit; which brings a new challenge for the privacy in public cloud [9] 
system. 

An illustration is brought up to identify the motivation. In the cloud storage, supply 
chain management will have different set of group (e.g., Supplier, Carrier, and Retailer) in 
the scenario. Each group owns the users who are allowed to access the data files and other 
users may have reasonably other access authority. This means that any two users of dissimilar 
group need to access diverse data files from the database. There into, suppliers want to view a 
carrier’s data file, but we can’t say that the carrier will agree to its request or not. If carrier 
denies its demand, the supplier desires will not be published and returns nothing among the 
data files that are expected. It is not reasonable to disclose the private information of supplier. 

Here we proposed to come up with a scheme to address the aforementioned privacy 
issue for cloud data storage and realize authorization without compromising on user’s private 
information.  

 
[2] LITERATURE SURVEY 

� Efficient and Secure Dynamic Auditing Protocol for Integrity Verification in 
Cloud  [1]2011 
In the environment of cloud computing, data owners host their private information on 

the cloud servers and every other user try to access the hosted information from remote place.  
The expected work for secured dynamic auditing protocol is to convert the information 

unit’s data owner that holds on in the cloud. This protocol was proposed to ensure data 
integrity on every data files.  
� Cooperative Provable Data Possession for Integrity Verification in Multi-Cloud 

Storage [2]2012 
Provable data possession is one of the prominent procedures to ensure honesty while 

outsourcing data into the cloud server. In this paper, the structure of an efficient PDP scheme 
for distributed cloud storage has been addressed to support service scalability and data 
migration.. The security of this scheme can be easily proved based on the multi-prover zero-
knowledge proof system. In particular, a perfect method for choosing optimal parameter 
value is used to achieve reduction in computation cost. 
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� Privacy Preserving Data Sharing With Anonymous ID Assignment [3]2013 
A new algorithm for assigning anonymous IDs is studied with respect to 

communication and computational requirements overhead. The access to the database will be    
strictly controlled. The algorithm mainly focuses on methods that need to share simple data 
anonymously; as a result it will get a method for sharing complex data in an efficient manner. 

 
  

� Mona: Secure Multi -Owner Data Sharing For Dynamic Groups in the Cloud 
[4]2013 

Mona is a secure multi-owner scheme for data sharing of dynamic gatherings in the 
cloud. By applying the group-credentials and standard Encryption methods for dynamic 
broadcast, it guarantees that, any client in the group can impart data to others very securely 
where cloud entity is considered as an untrusted one. So, new authenticated client can straight 
away decrypt data documents that are shared, rather than contact owner of the data.  
� Private Cloud Data Security: Secured User Authentication By Using Enhanced 

Hybrid Algorithms [5]2014 
Cloud computing allows users to enjoy the on-demand applications & other services 

without worrying about loading of data and maintenance cost. Along with authentication it 
should provide security for outsourced data which are now handled and taken care by the 
third party such as cloud providers. This research focuses on the hybrid of AES and Blowfish 
for encryption. This protocol is proposed to provide protection for the data that is being 
outsourced, on the other hand introducing only minimal outcomes and economic cost 
overhead. 
 

[3] EXISTING SYSTEM 

Data owner should specify the user’s group who are allowed to view his or her 
data. Any member within the group can get the access to the data at anytime, 
anywhere without intimating the data owner. Nobody, other than data owner and 
members of the group will gain access to the data, including the cloud service 
provider. The owner of the data can add new users into the group and can also 
remove them from the group. She/he should also be capable of making the decision 
on access right revocations against any valid/ invalid member of the group. Only the 
group owner is allowed to provide revocation rights to other members of the group 
and also to admit new users in to the group.  

One good solution to achieve secure data sharing within the Cloud environment 
is that the data owner should encrypt his data files before storing it into the Cloud, 
hence the data remains secure against the semi-trusted cloud service providers and 
also from other malicious users. When the data owner wants to share his data to other 
members of the same group, he/she  sends the key i.e. used for data encryption to that 
member as a prerequisite. Any member of the group who gets the encrypted data 
from the cloud provider can decrypt the data using that key, so shared authority 
scheme need not require the presence of the data owner.  
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However, the main problem with this technique is that it is computationally 
inefficient and it places most of the work on data owner by considering user 
revocation technique into account. When data owner decides to revoke access rights 
for some members of the group, those members will not get an access to the 
corresponding data files in future.  

Since the group members still has the data access key, the data owner need to 
re-encrypt the entire data with a new key, in order to make revoked member’s key 
useless.   

If data owner want to update his/her shared file, he/ she should distribute the 
new key to other members of the group. This technique is computationally inefficient 
and it will place most of the burden on data owner incase the group has millions of 
users. Hence this solution cannot be implemented in the real-world for critical data 
such as business, government and/or medical related data. 
 

[4] PROPOSED SYSTEM  

The basic idea of our proposed work mainly focuses on proxy re-encryption scheme. 
Every individual user has to perform this scheme to attain a highly secured and efficient 
shared authority among the users. In example, if a user is willing to share his data file to other 
user, he will perform re-encryption scheme and also generates a re-encryption key. Based on 
the re-encryption key and pair wise keys from the sender, admin [7] will perform re-
encryption technique and produces cipher text as an outcome. Upon receiving the cipher text 
from the admin module, the user module will decrypt the re-encrypted data file with its 
private key to successfully receive the original file. 
 

[5] METHODOLOGY  

In this paper we are using cloud framework, which divides main idea into three main 
modules namely user module, admin module, and cloud server module. 
i. User module: This module describes the working of individual user, each user uploads 

encrypted data file into the cloud server. The user always has the authorized rights to 
share his/her data file with mutually interested users. This happens only after successful 
approval from the admin module. Later on, admin module will set the status based on 
the mutual requests from two different users. 

ii. Admin module: The admin module, it receives a sensitive request from the individual 
user when they try to access other user private information. The database status will be 
set by the admin based on the mutual access request from two different users. 

iii.  Cloud server:  we are using Jelastic Servint cloud which provides platform as a service 
to store encrypted data. . We can simply upload our code and it automatically handles 
the deployment, right from the capacity provisioning, load balancing etc. 

The work flow of our proposed method is as follows:  
1. A user generates cipher text by encrypting the message with the help of RSA/ AES 
scheme. 
2. He is also responsible for generation of re-encryption key and forwards it to the admin in 
order to achieve data sharing among mutually interested users. 
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3. Upon receiving cipher text and re-encryption key from mutually interested users, it 
performs re-encryption and shares it with other user. 
4. On successfully receiving the re-encrypted cipher, user performs decryption using his 
private key. On success both user can retrieve the original file before the encryption has 
happened.   

   The diagrammatic representation of proposed methodology is shown in Fig 2: 
 
 

 

 

Fig 2: Data flow diagram 

 
 [6] CONCLUSION & FUTURE WORK 

User privacy is implemented by using anonymous access requests [6] to inform the 
cloud server securely about the users’ access interests. By using new proxy-re-encryption 
scheme, it is very easy and is also secure to share mutually interested data files without 
revealing his/her privacy to the cloud server or to any individual .With the help of admin 
module we can ensure that performance is not degraded.   This indicates that the proposed 
scheme is can be applied for privacy preservation in cloud applications.  

The proposed work can be extended towards the revocation of users and revocation of 
user credentials and can also be extended towards multiple groups Proxy- re-encryption 
scheme.  
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