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ABSTRACT:   
 

IoT (Internet of things) is one of the omnipresent terms being heard throughout the world. IoT unifies the 

complete world using common infrastructure helping the human kind to connect and control various things 

or objects and get to know the status of the objects. IoT is still partially seen as reality, but still there are vast 

research areas and challenges to make it completely real. IoT could make a close connection between the 

man and machines, the cyber world and the real world using the various devices like sensors, actuators and 

other electronic devices. Because of this every industry is able to create various models in business, create 

new services to the customers which are decreasing the cost to a very low level. Thus to develop more of 

IoT, further availability of knowledge based data, common hardware is needed which can lead to create 

innovative products. This needs a combination of technologies or concepts like cloud computing, Big data, 

Future internet. Though IoT is able to offer great future some of the issues need to be overcome by the 

industries such as short fall of interoperable infrastructure, privacy and security, IoT management for the 

growing complexities.This paper thus provides the outlines of the IoT, the basic requirements, some of the 

IoT applications, the various research areas for IoT and finally the impact of IoT on the society with future 

vision and scope of IoT. 
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[1] INTRODUCTION 

The internet and internet of things are very commonly used. The Internet of systems has started, and 

then the internet of documents followed by the internet of people and now the internet of things has 

evolved (figure 1). 
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Figure 1: 

 

The sensor devices and the advancement of wired and wireless networks have led to a greater interest 

in IoT. Now- a- days there are various tools and techniques available for the analysis which is helping 

large corporations to have large benefits of IoT. There is vast cost reduction when the projects dealt 

with sensors are used when compared to the older methods. The complexity and the errors got 

reduced increasing the flexibility, speed and efficiency to 10-fold in the industry through IoT. IoT is 

bringing a revolution in the world of technology to such an extent that it is being used in the areas 

of wireless to nanotechnologies (figure 2). Thus it is said to be ubiquitous. 

Figure 2: common IoT devices and technologies 

 

[2] BASIC REQUISITES 

The internet of things is the embedded system being connected to the internet (figure 3). 
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Figure 3: 

 

 

The basic requisites for IoT computing can be listed as 

i) Hardware – It consists of the various devices like the sensors, Actuators, drivers, CCTV and 

embedded communication hardware. 

ii) Middleware – It concludes the various computing tools for storage on demand, analytics and 

cloud services. 

iii) Presentation – various presentation tools for visualization of the results and for interpreting 

the data can be designed for different IoT applications (fig. 4). 

In brief, the data platform to deal with IoT devices should be able to handle the requirements like 

the raw data support, variety of workloads, exponential growth of demand, the security and privacy 

aspect and the access to the cloud services [1]. 

Figure 4: 
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[3] THE VARIOUS IoT APPLICATIONS 

 

As the internet is continuously changing and evolving the human- to – human communication is 

getting shifted to machine- to – machine learning. This is very well accomplished through IoT. Thus 

IoT is able to embed the intelligence in the things or objects through Internet. There are smart 

devices, smart phones, smart cars, smart cities, smart homes and smart world as a whole. IoT got 

introduced into various industries like health care, manufacturing, utilities, insurance, consumer 

goods and retails, transportation. 

 

Figure 5: IoT applications 

 

 

[4] THE KEY RESEARCH AREAS IN IoT 

 

The advances in hardware and software make IoT a very fast- evolving area through 2021. Key 

takeaways from Gartner’s top 10 Internet of Things technologies for 2017 and 2018 include the 

following: 

 

i) IoT and Embedded system 

The “thing” in the internet of things is the embedded system or the embedded computing device 

which allows us to transmit and receive information. The data-driven world today requires reliable 

and robust software. This requires a real-time operating system. IoT is a combination of embedded 

technology, network technology and information technology. 
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ii) IoT and device management 

This area will mostly create the new data structures capable of learning and flexing to unique inbound 

data requirements by breaking the traditional data boundaries.  With IoT the major challenge is to 

enhance the basic wireless connectivity and network layers to handle such large number of coexisting 

devices. The work in this research area covers further development and enhancements of existing 

wireless systems, such as 3GPP LTE(3RD Generation partnership project Long Term Evolution) 

/LTE- Advanced and GSM(Global system for mobile communications)/GPRS(General packet Radio 

Service) networks and IEEE 802.11ah technology. 

 

iii) IoT and big data 

IoT and big data are very closely connected as the IoT generates huge amounts of data which need 

to be analyzed with big data analytics as all the IoT data is not important. IoT analytics require 

entirely new algorithms, architectures, data structures and approaches to machine learning if 

organizations are going to get the full value of the data captured, and knowledge created. Distributed 

analytics architectures, secure Internet of Things (IoT) network architectures will eventually become 

knowledge sharing networks.Big data will be collected in large amounts (volume) with different 

structures (variety) in different speeds (velocity) with lot of uncertain origin and authenticity 

(veracity). Thus most of the organizations have to adapt technologies to map to the IoT data. Thus 

they are moving towards the Platform as a service (PaaS) to handle loads of big data instead of 

maintaining their own storage infrastructure. 

 

iv) IoT and security 

The IoT is moving from centralized structure to decentralized complex networks. This is introducing 

new services and business opportunities related to power management devices, sensors and 

microprocessors. IoT security is the area of attempt concerned with protecting the devices and 

networks in the internet of things.The result of poor design, implementation and lack of training are 

the main reasons for security problems. The IoT device that needs to be accessed should be 

segmented into its own network and the network access should be restricted. This improves the 

security by monitoring the network segment [2]. The risk of data and identity theft, device 

manipulation, data falsification, IP theft and server manipulation increases as the volume of sensitive 

data increases. 

 

v) IoT and Service oriented Architecture(SOA) 
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The impact of IoT is greatly foreseen through the SOA approach. Mostly the research findings from 

IoT and wireless networks find the network operators playing the key role to guarantee the efficient 

operation, flexible application creation and effective service delivery. 

The IoT stresses upon variety of data that surrounds which leads to the fusion of heterogeneous data. 

This has become a biggest challenge in processing the IoT data which leads to the design of 

middleware platform based on Service –oriented architecture (SOA) for the combination of 

multisource heterogeneous information. 

SOA is mainly a collection of services (which is a well -defined, self-contained function that does 

not depend on the state or context of other services).These services can either transfer simple data or 

two or more services between each other. 

V)  IoT and human interaction 

This area concentrates on the end-user aspects. IoT enables tangible and ubiquitous interaction 

between the people, objects, locations and services. The focus is mainly on co-creation and validation 

of IoT user interfaces. In this area interactive environmental aware IoT services will be developed 

for various environments. Usability and security will be studied, with special focus on parental 

control and location learning and sharing. Finally visualizations will be developed for company cases 

and visualizations will be evaluated. 

 

[5] THE FUTURE VISION AND SCOPE OF IoT (OR) CONCLUSIONS 

 

In summary one vision of the future is that IoT becomes a utility with increased sophistication in 

sensing, actuation, communications, control and in creating knowledge for vast amounts of data. 

This will result in qualitatively different life styles. 

There is innumerable usefulness of IoT applications into all the domains including medical, 

manufacturing, industrial, transportation, education, governance, mining, habitat etc. 

Though IoT has abundant benefits, there are some flaws in the IoT governance and implementation 

level. The key observations in the literature are that 

 There are no standard definitions in worldwide 

 Universal standardizations are required in architectural level. 

 Technologies are varying from vendor- to – vendor 

 For better global governance, we need to build standard protocols. 
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