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ABSTRACT:   
 

Today’s World, with increasing focus over concerns of security and privacy, authentication 

mechanisms have taken a big leap from traditional password based systems to the newer OTP 

and biometric systems. But these systems require an extra framework to make the security 

effective. Therefore we present idea of 3D password systems as they are more secure and 

customizable authentication. Once System is implemented and you log in to a secure site, the 

GUI of 3D password opens up. In addition, the user can simply put textual passwords. Once 

he goes through the first authentication, a 3D object “A RUBIX CUBE “will open on the 

screen. The user will interact with 3d object “Rubix cube” by scrambling it with different 

moves of sequences which will create the password. The combinations of two authentication 

system are supposed to replace the textual passwords as they provide full cover from key 

logging attacks. The proposed system aims to build a 3D password based authentication 

mechanism to build a secure access protocol. 
 

Keywords: key logging attacks, Rubix cube, scrambling 
 

 

[1] INTRODUCTION  

Authentication plays a important role in preserving resources against unauthorized and illegal 

use. To make any System secure and immune to different attacks and frauds, authentication 

must be provided so that only legal or authorized person should access that system. Most of the 

security related applications on text-based password for authentication purpose[1]. But this all 

types of authentication cannot provide solely high security, on other hand high securities like in 

military, banking application, forensic labs, civilian, etc. So this scheme motivates us to 

increase the security level of fooling the access control system by using two different 

authentication methods in combination like graphical password with textual password.[2]. In 

this paper, we present an authentication system based on the principle of Rubik’s cube. 

[3]. The  principle of Rubik’s cube is deployed which only changes the position of the cublets 

of rubix.[3].In the proposed model, user will register and login using textual authentication and 

further interact with 3d rubix cube to create  password with setting different moves or sequence 

which difficult to crack for attacker. 

In this paper, we proposed a framework for high-end system; our method combines two main 

features into one to increase the security level for high-end applications. 

 

[2] LITERATURE REVIEW 
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In 2005 S .Wiedenbecka, J. Watersa , Jean-Camille Birgetb , Alex Brodskiyc , Nasir Memon 

proposed “PASS POINT TECHNIQUE”. This system makes user to click 5 times on given 

image. User has to select any pixel position to generate password. Weakness of this method is 

user tend to create some meaningful pattern for easy to remember, to limit the complexity. So 

Attacker can easily guess the password and can lead to pattern formation attack. In 2007,Zhao 

et al. came forward with a capture attacks resistant text-based graphical password 

scheme,S3PAS.In this Technique user have to get his password then follow some protocol to 

mingle password to obtain session Password to get access to system,but the login procedure of 

this Technique is bit complex and tedious. 

 Sobrado and Birget proposed a graphical human identification protocol that utilizes the 

properties of a convex hull called as “COVEX HULL SCHEME “in 2005.In this scheme user 

have to create mentally a convex hull of secrete icons in given set of icons on screen, then he 

has to click on newly form convex hull at any pixel position or even on boundaries on hull to 

set the password. But Sobrado and Birget found two attacks using which secrete of user can 

reveal easily. These attacks are lesser in complexity and time as compared to brute force attack. 

Imran et al. presented a capture attacks resistant text-based graphical password scheme. In these 

scheme user has to identify consecutively each pass character of his password and later have to 

respond corresponding number associated with each character password to the login system. 

The Proposed system is inflexible and insufficient  to accidental login  which doesn’t depict its 

Advance nature. 

 

[3] PROBLEM STATEMENT  

Textual passwords in the current context of computing are considered very vulnerable to 

number of attacks right from brute force to key logging and carding. So they need to be 

improvised by something that provides the optimal solution with the minimal number of 

external resources to be used. OTP is really a good candidate, but it requires an external 

supporting structure or a server that controls all the data. The undermining of such a server 

could lead to major security issues. Hence the proposed system of the 3D password is currently 

is the best candidate for utmost security with extreme ease of use. 

 

 SCOPE OF PROJECT: 

The project is specifically concerned with the authentication process so it doesn't perform any 

checks on authorization of the user. So the installation of the proposed system is at client side 

directly and any server based applications are solely responsible for handling their own data of 

authorization on their servers and at different places also. The project scope can be broadly 

defined in these aspects: 

1) Providing environment for 3D password installation without any VR devices: 

The fundamental idea of this project is to implement a 3D environment on a desktop computer 

without the use of any Virtual Reality devices like Leap Motion or anything similar. The 3D 

environment will be limited to the computer system only. The sole control in the system will be 

the mouse. 

2) Providing detachable interface with existing Java applications: 

The application is designed in JavaFX as it allows easy unification over multiple platforms. To 

take advantage of the 3D password based authentication, the user can use the portable jar 

directly in his existing application. 

3) Improvising the textual medium using visual medium: 

Many current applications use the textual medium i.e. the textual passwords for storing data 

which the proposed system aims at improvising. 

 

[4] METHODOLOGY 
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 The proposed system is aimed at replacing the traditional text password model with a new 

improved 3D password model. This stage requires combination of legacy systems as well as the 

new ones. Hence JavaFX is chosen by us as choice development program as it offers the object 

oriented features that are required. The proposed system will be built using the object oriented 

programming model. 

 

A. Ray Casting algorithm: 

The fundamental purpose of ray casting is to give the most excellent use of three dimensional 

data and not try to force any geometric structure on it. It is an explanation for most prime 

limitation of surface extraction methods, to be specific the way in which they show a projection 

of a fine shell in the appropriate space. 

There is an illumination L(x,y,z)  at each point along the line  from the source. The intensity 

dispersed along the ray to the eye is dependent on this value, a reflection function or phase 

function F, and local density E(x,y,z). The reliance on density indicates that few bright portions 

will disperse less light in the direction of the eye than a quantity of dimmer portion. 

The parameters of density function along the ray can be defined as: 

E(x(t), y(t), z(t)) = E(t) 

and the illumination from the source as: 

L(x(t), y(t), z(t)) = L(t) 

and the illumination dispersed along R from a point distance t along the ray is: 

L(t)E(t)F(cos Ø) 

where Ø is the angle between R and L, the light vector, from the point of interest. 

 

B. Algorithm for designing 3D object: 

1. Input: Align RGB-D frames h1, h2...., hk, trained object detectors I,...C. 

2. For all k in {1,...,K} 

2.1 Project all N pixels in hk into 3D points y1,...yN 

Using the camera pose approximate of hk 

2.2 For all c in{1,...,C} 

2.2.1 Run sliding window detector c on frame hk to find p(c|y), for all y belongs to {y1,...yN} 

2.3 End 

2.4 Calculate background probabilities p(cB|y) 

3. End 

4. Create voxel map V, each voxel v containing 3D points  Ώva 

5. for all voxel v in V 

5.1 Calculate ψv(xv) using p(xv|y), ꓯy belongs Ώv 

6. End 

7. For all pair of surrounding voxels {i,j} 

7.1 Calculate φi,j(xi,xj) using surface normals 

8. End 

9. Minimize E(x1,..., x|v|) using multiclass graph cuts and return voxel labels x1, ..., x|v 

 

C: Phong’s Shading Method: 

Phong shading refers to an technique for surface shading in 3D computer graphics. It is also 

called Phong interpolation or normal-vector interpolation shading. 

Specifically, it interpolates surface normal across rasterized polygons and computes pixel 

colours based on the interpolated normal and a reflection model. This technique is used in GUI 

designing phase. 

 

[5] PROPOSED SCHEME: 

1) Graphics Rasterization/Initialization Module: 
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As the system is designed to use a 3D Rubik cube so we are required to change the resolution of 

the computer from a high resolution of HD graphics to 3D convolution graphics (Graphics like 

Games/ CAD Application). This phase is necessary as convolution graphics allow cursor 

tracking in the application. 

2) Registration Module: 

The registration module is a fundamental module here. 

Step 1:First user have  to perform fundamental registration process by setting textual password. 

Step 2: user will act in the 3D space here for the first time. So this module will be fixating on 

easing up the process for the first time users of system. The user has to make some moves on 

the Rubik cube. These moves will be stored as references. The sequence in which the moves are 

made is considered here.The user is supposed to make minimum 6 distinct moves to maximum 

10 distinct moves (3 minimum attempts) in a sequence and complete the signup process. 

Example of Registration module will be: 

 

 

 

 

 

 

 

    

 

 

 

Figure: 1. REGISTRATION PAGE 

 
 
    Figure: 2. RUBIX TO SET PASSWORD 

 

3) Login Module: 

The login module will allow user to access the system if the person completes the 3D password 

verification process properly. If the user performs the moves in a proper sequence only then he 

will be allowed to access the system. 
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Example of Login module will be: 

 

 

 

    Figure: 3. LOGIN PAGE 

 

 [6] CONCLUSION 

3D Password with Rubik cube combines textual password and graphical password together. 

Integration of these authentication methods takes this system to higher secure level where one 

method alone cannot. Though, Authentication with Rubik cube is something new, but it is much 

familiar object of folk. Repositioning it in 2D environment will not be a complex task. 

Inclusion of buttons like replay, restart, and other movement buttons makes it easier to handle. 

Rubik cube is scramble within limited number of moves. These constraints prevent user from 

setting more complex password which they cannot recall easily.3D Pass reduces chances of  

brute force attack as it contains 3D Password along with textual password. It also minimizes 

chances of Shoulder surfing attack as remembering the moves of Rubik Cube from distance is 

quite difficult. 

Currently, Research is going on to bring 3D Password Authentication System on mobile system 

and completely eliminating Shoulder Surfing attack. 
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