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   ABSTRACT:   
 

Various Cyber criminals are attacking on infrastructure and botnets are common 
component of those attacks.  Botnet is the most widespread and serious threat which occurs 
commonly in today's cyber attacks.A botnet is a group of many computers which are 
affected by some virus and they are remotely controlled by hackers to launch various 
network attacks, such as Distributed Denial of Service attack, spam, identity theft and 
information phishing. The defining characteristic of botnets is the use of command and 
control channels through which they can be updated and directed. Botnet has become a 
popular and productive tool behind many cyber attacks. Recently malicious botnets evolve 
into HTTP botnets out of typical IRC botnets. Here, also we have given the comparative 
study in different types of botnets such as IRC, HTTP, and command and control channel. 
Data mining is called data or knowledge discovery is the process of analyzing data. Data 
mining software is for analyzing data. Data mining algorithms allow us to detecting 
characteristics from large amount of data where the other methods  could not apply. Here, 
a new technique for botnet detection is presented that makes use of pattern-sets generated 
by the Apriori algorithm and to provide security against such attaks here we are using RSA 
algorithm. The proposed detection technique is mainly being used for HTTP based botnet 
and here like other techniques no prior knowledge required of other botnets . Because of 
various criminal attacks we need botnet detection and hence also we have to provide security 
against such attacks. 
 

Keywords: HTTP botnet, botnet detection, Apriori Algorithm with actual time duration, 
cyber attack. 

[1] INTRODUCTION  

Botnet is considered as one of the security threats to computers. It is the center of focus in 

network security research because of various growing attacks on individuals and 

organizations. Botnet is defined as a large number of infected or compromised computers 

that are used to attack on system such as spam attacks and denial of service attacks and 

thereby infect other computers as well. Botnets surfaced in the late 90’s when programs like 

BackOrifice2000 programs and Netbus programs were used to control other computers.[1] 
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When the HTTP  protocol was born at 1999, no one thought that it will be used by one of 

the most dangerous Cyber threats used by cyber criminals called Botnet. 

Different types of botnets are there like IRC botnet, Command and Control botnet and later 

HTTP botnet is evolved. The main difference between other kind of virus and botnet is 

command and control (C&C) channel. The C&C channel allows bots to receive commands 

and perform malicious activity which harm our computer system. 

This paper mainly presents the new technique to detect HTTP based botnets with patterenset 

mining and it will provide security against such attacks using RSA algorithm. The related 

work is explained in section 2 and the proposed work is explained in section 3 and section 

4 followed by conclusion.[2] 

 

[2] RELATED WORK 

This paper presents a research work on detection of HTTP botnets by identifying the 

command and control channel.[4] Here all the network traffic is being directed by botmaster 

who is the main controller of all the botnets. The proposed framework is mainly based on 

detection with the actual time period(duration) required for detection. Mainly in these 

system we apply Apriori algorithm for detecting malicious activity with the duration 

required for the detection.  

Here we apply these algorithm on large no of data sets[3].In previous detection techniques 

they require the prior knowledge about the behavior of botnet. But here that knowledge 

does not require. So using pattern set mining algorithm we are going to detect botnet. 

 

2.1 Introduction to HTTP Botnet: 

When the HTTP protocol was born at 1999, no one ever thought it will be used by one of 

the most dangerous Cyber threats called Botnet. A bot is an application that can perform 

and repeat a particular task faster than a human. When a large number of bots infect different 

targets (e.g. Computers and Mobile Devices) and connect to each other, they form a network 

of bots or BotNet. A botnets consists of three main elements: the bots, the command and 

control servers (C&C), and a sophisticated attacker known as a botmaster who designed 

and control the botnet.[4] 

 

 

http://tools.ietf.org/html/rfc2616
http://securityaffairs.co/wordpress/12655/cyber-crime/botnet-organization-easy-and-cheap.html
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Figure 1. HTTP bot 

[3] PROPOSED SYSTEM 

This section gives the information about Apriori algorithm and actual time duration required 

for botnet detection. This section also gives information about the proposed system. 

 

3.1 Identify Network Traffic: 
These will give the information about source address, destination address and IP address. It 

will also give the information about time of packet transfer operation. 

 

3.2 Traffic Filtering: 
These section will give the information about filtering out the irrelevant traffic which is 

unwanted throughout  the procedure. Hence the data transferred from source to destination 

and destination to source will be used.[4] 

 

Figure 2: Proposed System Architecture 
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3.3 Network Traffic Separation: 
These section will separate the network traffic from each other. These is being used to 

separate the HTTP traffic from all the other traffics. How to identify the HTTP traffic ?  

The HTTP protocol is being used to send data from source to destination. Mainly for 

sending data they use either GET or POST method. If we found any of these parameters 

then only we can identify the traffic and separatess them from rest of the systems.[3] 

 

3.4 Malicious Activity Detection and generation of actual time duration:  

The malicious activity detector will use the apriori algorithm to generate the actual time      

duration and to generate the frequent itemsets. 

 

3.4.1 Apriori Algorithm 

Key Concepts : 

• Frequent Itemsets 

: The sets of item which has minimum support (denoted by Lifor ith-Itemset). 

• Apriori Property 

: Any subset of frequent itemset must be frequent. 

• Join Operation 

: To find Lk, a set of candidate k-itemsets is generated by joining Lk-1with itself.  

Step 1: Generating 1-itemset Frequent Pattern 

•The set of frequent 1-itemsets, L1, consists of the candidate 1-itemsets satisfying minimum 

support. 

•In the first iteration of the algorithm, each item is a member of the set of candidate. 

 

Step 2: Generating 2-itemset Frequent Pattern 

• To discover the set of frequent 2-itemsets, L2, the algorithm uses L1 Join L1to generate a 

candidate set of 2-itemsets, C2. 

• Next, the transactions in D are scanned and the support count for each candidate itemset 

in C2is accumulated (as shown in the middle table). 

• The set of frequent 2-itemsets, L2, is then determined, consisting of those candidate 2-

itemsets in C2having minimum support. 

 

Step 3: Generating 3-itemset Frequent Pattern 
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•Based on the Apriori property that all subsets of a frequent item set must also be frequent, 

we can determine that four latter candidates cannot possibly be frequent.[8]  

 

3.4.2 How to Calculate Time duration required for detection: 

1. Calculate hours between two addresses (Source and Destination Address). This time is 

in between sending and receiving data. 

2. Total minutes between Source IP address and Destination IP address. 

3. Total seconds between Source IP address and Destination IP address. 

4. TIME function to add under 24 hours. 

5. Universal formula to add any number of hours. 

After applying algorithm we will get the malicious activity and with the help of algorithm 

we can calculate the actual time required for the detection. 

 

 [4] CONCLUSION 

In today’s world Computer attacks are increased because of botnets, now current security 

equipment and tools will not be insufficient for efficient botnet traffic detection. Therefore, 

an effective tool that can detect malicious botnet traffic and alert the user is highly demanded. 

This paper presented HTTP botnet detection system by combining data mining technique and 

timestamp and actual time duration required for detection for botnets. In proposed detection 

technique, incoming and outgoing network traffic is monitored then network traffic filtering 

and separation is done. Apriori algorithm with the actual time duration is being applied on the 

system for the detection purpose. In addition, further research will be carried out on the 

security provided to data which is not infected and further to secure such data. 
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