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ABSTRACT: 
 

The Cryptography is a practice used in hiding the confidential information into a form in 
which the hidden information is accessed only by the intended person. Traditionally, there are 
many ways which can be used like Additive cipher, Substitution cipher, Caeser Cipher etc. for 
encryption and decryption of information. The earlier techniques referred as Ciphers, which 
are a set of steps (algorithm) for encryption and the corresponding description. The basic 
elements used were the alphabets. Here in our work, we are looking after hiding the 
information using musical notes and their frequencies so that they cannot be recognized 
which is known as Musical Cryptography. The paper focuses on developing a system which 
encrypts the information into a music and then decrypts it into its text format using the 
Genetic Algorithm. We create a population, find fitness and perform crossover to get the best 
output. 
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[1] INTRODUCTION 

From the ancient periods, we can find the use of cryptography. The earliest use is found 

carved on the wall of a tomb from the Old Kingdom Of Egypt, not thought to be serious 

attempts at secret communication but rather to have attempted at mystery or amusement for 

literates. The ancient Greeks are known to have knowledge of the ciphers. The Spartan 

military used the transposition cipher. The Romans knew something of cryptography i.e. 

Caesar cipher. The Cryptography is the study of the secure communication that prevents the 

intruders from reading the private messages and maintaining the information security such as 

data confidentiality, data integrity, authentication, and non-repudiation.[1] The change in the 

message makes it harder to read it. To read the message it must be changed back. How to 

change it back is a secret. Both The sender and the intended person should know the secret to 

change it, but the other people should not be able to. Study of the ciphertext to get discover 

the secret out of it is called cryptanalysis or cracking or code breaking. The cryptographic 

method needn’t be secret. Different people can use same way but different keys, so they 

cannot read others message. The encryption is the process of converting the plain text or the 

message into ciphertext. The Computer Security Institute report states that in 2007, 71% of 
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companies surveyed utilized encryption for some of their data in a transit and 53% utilized 

encryption for some of their data in storage. The decryption is converting the generated 

ciphertext into the original message. In simple words, it is a reverse of encryption. 

Steganography is the art of hiding the message into other by covering, protecting or 

concealing the file, message, image or video. Examples of early day steganography are 

messages written in the morse code on the yarn and then knitted into a piece of clothing worn 

by a courier. In early days of the printing press, it was common to mix different typefaces on 

the printed pages because of the printer not having the enough copies of some letters in one 

typeface. So, a message could be hidden in two or more different typefaces such as normal or 

italics. In modern steganography, messages are concealed within the lowest bits of noisy 

images or sound files. The text is made of the same color as that of the background in word 

processor documents, emails, and forum posts.[2] Cryptography and steganography have 

merits and demerits. The combination of both overcomes the demerits of each other. 

Nowadays, both are used together to maintain the information security.  

 

[2] LITERATURE REVIEW 

The genetic algorithm (GA) based on symmetric key used in musical cryptography 

algorithm is proposed to obtain an peerless sequence of musical pattern as a cipher message. 

Genetic algorithm  doesn’t only hide the message as musical piece but it also reduces the 

chance of cipher message to be detected as cipher. A new technique is used which converts 

messages to musical cryptograms which in turn are good sequences of musical patterns 

soothing to ear. It gives quite satisfactory results compared to simple substitution cipher. No 

use of cover file to hide the message which in turn solves the payload problem faced with 

steganography. The permutation and combinations required to decrypt the message makes it 

nearly impossible provided the intruder doesn’t have the key. The key is a one time pad 

which makes it hard to break. Guessing or producing the key is nearly impractical. This 

method reduces the chance of cipher message to be detected as cipher. Increase in the number 

of iterations and threshold increases the complexity. Musical piece doesn’t sound natural and 

is guessed to have message encrypted in it, it is hard to get the message without the key used 

to decrypt the message.[3]  

A system has been developed using MATLAB 2008R, in which 26 alphabets (a to z) 

and 0 to 9 numbers has been considered as -12 to 23 as musical notes. These 36 numbers in 

which there are 26 alphabets and 10 numbers, are randomly positioned and then these 

numbers are assigned musical notes -12 to 23. These notes are divide into three octaves 

(lower, middle and upper). Certain rules are predefined based on which the numbers are 

converted to vector . This vector and frequency (sound(y, Fs)) is given as an input to the 

speaker on the system. A stereo sound is played on platforms that support it and a sound card 

is used. Thus the generated music file is given to the receiver. The receiver decrypts the 

messages by some predefined rules. It is simple and less complex. It takes very less 

processing time and storage space. Very large message, including image can be sent. This 

algorithm does not require searching of any such key in any such public domain or any 

private domain. Preserves a lot of time which is used in locating the keys. This algorithm 

does not require searching of any such key in any such public domain or any private domain. 
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Use of no keys makes it less secure. Music does not sound natural. Security problems limits 

its usablity.[4]  

An algorithm is used which converts the plain text message into a musical piece by 

replacing the text characters of the message by mathematically generated musical notes. 

Particular character sequence of a  plain text message has it's own sequence of musical notes 

which mimics a musical pattern. This musical pattern is sent to the receiver as a music file. 

Encryption/Decryption key has a seed value which is sent using the asymmetric algorithm 

RSA, where the key maps the letters corresponding to a musical note. An n x n matrix will be 

used as an encryption key.The matrix will be generated using the seed value for the key on 

both sender and receiver ends. Makes use of Symmetric Key Cryptography which makes it 

more Secure compared to previous Approach. The probability of guessing the key is 1/72^72 

which makes it nearly impossible to find the key. Used for conversion of text messages 

only.[5]  

A multiple note substitution algorithm is proposed to overcome the drawback of using 

only limited number of letters in plaintext. The application of the algorithm is to produce 

cryptic message which helps in hiding the message as musical piece and also reduces the 

chance of being detected as cipher. In the encryption section, at first all possible musical 

notes corresponding to each letters in the plaintext are found with the help of the key matrix. 

There is a minimum of two possible substitutions for a letter and maximum of three possible 

substitutions for a letter .Then combinations of each note are obtained. Even though there is 

more than one combination of musical note for the plaintext, only one combinations of 

musical note is used for the creation of ciphertext. The best combination of musical notes can 

be obtained by calculating the entropy of each combination and choosing the combination 

with highest entropy. The resultant musical piece is hard to break as the key is usually like a 

onetime pad. The proposed algorithms do not put any limitation to the number of letters in 

plaintext. There are more than one possible substitutions for a letter. As the number of 

substitutions for the letter increases the space required for storage and the time required for 

calculations also increases.[6] 

 

 [3] IMPLEMENTATION 

In the proposed system Genetic algorithm is being used for Encrypting messages into 

musical notes. Genetic algorithms are evolutionary algorithms which use the concept of 

natural selection and genesis.It is used to solve search problems when the search space is vast 

and also used for  solving optimization problems. The basic idea behind using genetic 

algorithm is to generate an optimal musical sequence soothing to ears. Genetic algorithms 

have been used in field of music since ancient times. But the approach of looking towards it 

as a technique for generating a musical sequence is changed. In this paper  the concept of 

cryptography  combined with the Genetic Algorithm to encrypt messages into musical notes 

introduces the concept of Musical Cryptography. It is a traditional method being used to 

represent messages in the form of musical cryptograms. In this paper a new algorithm is 

being proposed for Encryption and Decryption rather than using the traditional methods and 

algorithms.  
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Encryption:  

 

Since the Encrypted output would be a musical piece we require set of notes. In this 

system a set of western notes are being initialized and assigned to letters of plain text. Initial 

population is being generated by assigning set of notes. This gives us the initial population 

for the genetic algorithm. All possible combinations of notes initialized  along with frequency 

values are are tested find which sequence produces more natural music. A probability matrix 

is being generated based on the standard sequence. This matrix would give us information 

about what would be the probability of each note to occur after the previous note. Along with 

the probability matrix we need one more table i.e the frequency table which contains detains 

about the the frequency values for each note along with a serial number assigns to each note 

as a primary key. Fitness value for each musical sequence is calculated based on the 

probability matrix. One with the highest fitness is selected as the encrypted output.Genesis 

rules are applied on it. Based on the rules we get the optimized output. This output is now in 

the form of musical notes. It is given to an note generation algorithm which takes the Musical 

notes and their corresponding frequency values as input. A sound would be played which is 

the final output.  

 

Decryption:  

 

In decryption the sound generated is taken as an input and based on the music the notes 

and their frequency values are retrieved from the database. The reverse process is applied to 

obtain the actual message / Plain text.  

 

Other techniques for Encryption:  

 

DES: DES is a asymmetric Key ciphering technique. DES is a block cipher, block size 

is 64 bits. DES uses either 56 bits or 128 bits. A single block of plaintext is transformed into 

ciphertext after passing through the following stages: 

1) An initial Permutation  

2) 16 rounds of a given function  

3) A 32-bit left-right swap  

4) A final permutation.  

 

The DES function is made up of P and S-boxes. P-boxes transpose bits and S-boxes 

substitute bits to generate a cipher. Since DES uses  56-bit key for encryption, 256 possible 

keys can be generated due to which brute force attack on such number of keys is 

impractical.Triple DES  was introduced later to replace the original DES. It uses 3 individual 

keys with 56 bits each. Thus the total key length becomes 168 bits. It is used in many 

financial services and industries. 

 

 AES: Advanced Encrytion Standards is a symmetric Key block cipher published by 

the NIST in December 2001.AES is a non Fiestal Structure. The key is expanded into an 

array of forty-four 32 bit words.Four different stages are used,one of pernutation and three of 



 

International Journal of Computer Engineering and Applications, Volume XI, Issue V, May 17, 

www.ijcea.com ISSN 2321-3469 

 

Dhanashree H. Parab , Akshay Nambly and Shraddhali N. Patil, Linda Mary John  23 

substitution.For both encryption and decryption, the cipher begins with an AddRound stage, 

followed by nine rounds that each includes all four stages, followed by tenth round of three 

stages.Only the AddRound stage make use of the key.The AddRound stage is, in effect,a 

form of Vernam Cipher and by itself would not be formidable.Each stage is easily 

reversible.The decryption algorithm makes use of the expanded key in reverese order. Once it 

is recognized that all four stages are reversible, than its easy to verify that decryption can 

recover the plaintext. The final round of both encryption and  decryption consists of only 

three stages.  

 

RSA: RSA uses public-key for encryption. RSA is an asymmetric algorithm as it 

makes use of a pair of keys. Public key is used to encrypt the message and private key is used 

to decrypt it.RSA stands for Rivest, Shamir & Adleman intoduced in 1977 and it is best 

known & widely used public-key scheme. RSA makes use of an expression with 

exponentials.[7] 

 

The algorithm for RSA is as follows: 

Select p, q where p and q both prime, p is not equal to q. 

Calculate n = p * q 

Calculate f(n) = (p - 1)(q - 1)  

Choose e such that 1 < e < f(n) such that e is co-prime  

Calculate d : d= e-1 (mod f(n))  

Public key PU = {e, n}  

Private key PR = {d, n}  

 

Encryption:  

Plaintext: M  

Ciphertext: C = M e mod n  

 

Decryption:  

Plaintext: M = Cd mod n.  

 

ElGamal Algorithm: ElGamal cryptosystem is also called the Elliptic Curve Variant, 

is based on the Discrete Logarithm Problem. It is based on two factors one is choosing the 

large prime number p and next is choosing the generator element g.[8]  

 

Encryption: 

 

C1= gk mod p 

C2= p*yk mod p  

Send the ciphertext C, consisting of the two separate values (C1, C2), sent together. 

 

Decryption:  
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In order to decrypt the ciphered text (C1, C2) using the  private key x, following two 

steps are has to be taken:  

Compute the inverse of (C1)x modulo p, which is (C1)-x called the decryption 

 factor.  

Obtain the plaintext by using the following formula: 

C2 X (C1)-x mod p= Plaintext 

  

[4] CONCLUSION 

Hiding messages into music being one of the traditional methods has now become a 

science that makes use of complex mathematics and calculations which helps the people to 

keep their data confidential. Making use of music for hiding messages is new approach 

towards cryptography. It overcomes the drawbacks of other traditional methods. Use of 

genetic algorithm makes the encrypted form of music more soothing to ears and makes it 

sound more natural. Thus reducing the risk of being identified by the intruder. 
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