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ABSTRACT: 

The paper gives an account of different image deduplication techniques employed at the 
client side and the server side. Deduplication is the process of removal of duplicate data. This 
technique can be used for both text and image data. This technique considerably reduces the 
data storage and also overhead of huge data transmission. Apart from the conventional 
methods of deduplication, the use of various perceptual hashing algorithms, their strengths 
and weaknesses are studied.  Perceptual hashing will be used as hashing algorithm in 
Content Aware Image deduplication. It finds identical images and also differentiates 
dissimilar images efficiently. 
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[1] INTRODUCTION 

          The world today accumulates a large amount of digital data every day. The data 

collected in each year is so huge that it is measured in zeta bytes. Naturally, the storage of 

data becomes difficult day by day. One of the foremost concerns is to use efficient techniques 

to remove redundant data, to lower the space utilization of the data and also reduce the 

bandwidth overhead caused when the data is transmitted. In classical compression algorithms, 

data is compressed but duplicate data is not removed. Deduplication is a better approach in 

this regard. Here multiple copies of the duplicate data are replaced by a single copy. 

          Image deduplication is a specialized technique for eliminating duplicate copies of 

repeating images. The deduplication techniques involving conventional hashing algorithms 

such as MD-5 (Message Digest-5) and SHA are analyzed. Followed by this the Content 

Aware deduplication involving perceptual hashing algorithms is studied. Here the images are 

analyzed on the basis of their overall content. 

 

[2] DEDUPLICATION STRATEGIES 
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          In data deduplication process duplicate data is determined and single copy of the data 

is stored along with the references to the unique copy of data. The common deduplication 

techniques partition data into chunks of data blocks. They calculate the fingerprints of each 

chunk and store it in a hash table. Each chunk that is stored, has a unique fingerprint. If the 

incoming data has the same fingerprint then only the reference to it is stored. Otherwise, the 

data is considered to be unique and stored.  

[2.1] DATA DEDUPLICATION IN CLOUD STORAGE 

Cloud storage is huge and publicly accessible storage available for use on the internet. 

Cloud backup service stores the data at the client side into a cloud storage service provider, to 

access them when required. There are many challenges facing it. One among them is vast 

storage space requirement and management of the storage space. One approach is to employ 

data deduplication strategy. Some of the strategies used in deduplication for the reliability of 

deduplicated data blocks are mentioned here. 

 

[2.1.1] I-SIEVE  

 

 The goal of I-sieve is to obtain high-performance data sieve system based on 

iSCSI (Internet Small Computer Interface) in cloud storage. I-sieve is an inline-block level 

primary deduplication system. It is a backend storage module, where the clients access it 

using iSCSI protocol. I-sieve can be perceived as a data sieve, which eliminates much of the 

redundancy seen in file systems. I-sieve consists of three functional components: [2] 

 Deduplication engine: - provides block-level data deduplication and includes hash 

table management and input-output remapping module.  

 Multi-cache module: - handles cache requests and also acts as a bridge to connect 

memory, SSD and disk devices.  

 Snapshot module: - responsible for the reliability of deduplicated data blocks. 

           I-sieve plays an important role in bridging between a file system and storage devices. 

I/O requests to the storage system are redirected to the deduplication engine first. The 

engine handles the I/O requests. I-sieve uses a cache mapping table to manage different 

metadata that caches in RAM (Random Access Memory) and SSD (Solid State Drive). 

Metadata is stored in the SSD. Frequently used metadata are stored in RAM. All 

deduplicated data are stored in disks and newly added data are stored in temporary SSD. 

Thus I-sieve has excellent performance. 

[2.1.2] VERIFIABLE DATA DEDUPLICATION  

          This is used to verify the deduplication of image storage in cloud .i.e. verifying the 

correctness of deduplication in cloud storage. Before the user uploads an encrypted image 

he calculates its hash value as a fingerprint. The fingerprint is sent to the cloud server to 
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check for the duplicates. If the storage and verification server both reply that there is no 

duplicate image, the user transfers his data to the servers. Otherwise, the image is not 

uploaded to the server. The verification step is as follows [3].The image is stored in the 

storage server and the verification server helps to verify the data. When a user wants to 

upload an image to the cloud, he uses suitable encryption technique. Similar images in the 

cloud are encrypted using the same key. The user also calculates the fingerprint for the 

encrypted image using suitable hash functions. Before uploading the image the user sends 

the fingerprint to the server to check if it is already present. If the fingerprint is not present 

then the image is uploaded. Verifiable data deduplication is useful for private-preserving 

image deduplication. 

[2.2] DEDUPLICATION IN FILE STORAGE SYSTEM 

           A large amount of the duplicate data that exists in the images takes significant storage 

space. This also increases the transmission time and retrieval time of the image file. Data 

deduplication is used to eliminate the redundant data, reduce the bandwidth and also minimize 

disk usage and cost. Techniques in file data deduplication are detailed here. 

 

[2.2.1] MODIFIED FIXED SIZE BLOCK SCHEME 

 

In this technique, whenever a user makes a request to store an image file, the 

fingerprint for the image is calculated [8]. The fingerprint is compared with the available 

fingerprints in the fingerprint library. If the fingerprint already exists, a pointer to the existing 

fingerprint is used to store the image. Otherwise, the image will be processed using fixed-size 

block image segmentation method. Here a metadata is designed for the images and the image 

blocks are organized according to it.  

          An MD-5 index table of an image file is created and it is used to reduce the retrieval time. 

Fixed-size block segmentation method divides the file into non-overlapping and fixed sized 

data blocks. The last data block is padded in order to meet the fixed-block-size. This technique 

can eliminate the duplicate data inside a file. It also reduces the transmission time and deletion 

time of image files. 

 

[2.2.2] CHUNK BASED FILE DEDUPLICATION 

 

Chunk based data deduplication can also be used for the efficient storage. In this method, data 

is divided into a sequence of bytes called chunks [5]. The chunking process is used to determine 

the redundancy. Only unique chunks are stored. Complete file chunking treats an entire file as a 

chunk and calculates hash value i.e. file index. If the incoming file matches file index, then it is 

treated as a redundant file. Fixed-size chunking breaks the file into equal-sized chunks and later 

calculates the hash value. Variable sized chunking divides file into different sized chunks and 

the chunking boundary is determined. The chunking algorithm is best for the backup system. 

This technique improves the storage efficiency and performance by enabling to handle more 

data. 



 

SURVEY ON DEDUPLICATION TECHNIQUES 

 

 
 

Manoj Manjunath, Mohith.D, N.V.Swati, Poornima Sridhar, Nagarathna .N 

 
30 

[2.3] OTHER APPROACHES TO DEDUPLICATION 

 

[2.3.1] BLOCK TRUNCATION CODING TECHNIQUE [6] 

 

          In this technique, deduplication process of images is done using CBIR (Content Based 

Image Retrieval). CBIR is an application of computer vision technique for the image retrieval 

problem in a large database. Images are compared using Block Truncation coding which is a 

fast and lossy compression technique.  

          Images are divided into blocks. Blocks of the same size are put into the same cluster. 

Large blocks are divided into smaller ones. Duplicate images are found in the same cluster. 

BTC (Block Truncation Coding) algorithm divides the images into pixels and calculates the 

mean and standard deviation for each block. Each pixel in the block is then coded based on its 

value compared with the block mean value. sBTC speeds up the duplication process. 

 

[2.3.2] HYSTERESIS RE-CHUNKING [7] 

 

Overhead from metadata affects the performance of deduplication system. Metadata 

harnessing algorithm (MHD) harnesses the metadata by merging multiple nonduplicate chunks 

into one big chunk represented by a hash value. MHD algorithm consists of 2 phases.  

• Sampling and hash merging phase:- Here multiple chunks are merged to form a single 

chunk   represented by a single hash value. 

• Hysteresis hash chunking phase:- Large chunks at the boundary are divided into 

smaller chunks. MHD lowers the metadata overhead and gives a higher deduplication 

throughput as compared with other algorithms.  

 

[2.3.2] HYSTERESIS RE-CHUNKING [7] 

 

Overhead from metadata affects the performance of deduplication system. Metadata 

harnessing algorithm (MHD) harnesses the metadata by merging multiple nonduplicate chunks 

into one big chunk represented by a hash value. MHD algorithm consists of 2 phases.  

• Sampling and hash merging phase:- Here multiple chunks are merged to form a single 

chunk   represented by a single hash value. 

• Hysteresis hash chunking phase:- Large chunks at the boundary are divided into 

smaller chunks. MHD lowers the metadata overhead and gives a higher deduplication 

throughput as compared with other algorithms.  

 

[2.3.3] DEDUPLICATION USING HISTOGRAM REFINEMENT [4] 

 

This involves the deduplication of images using CBIR (Content Based Image 

Retrieval). This approach uses features like color, texture and shape to search images from a 

large database. The image is divided into clusters using k-means clustering algorithm. This 

algorithm outputs the number of clusters, and the clusters undergo deduplication.  

          Deduplication process includes resizing of the image and applying histogram 

refinement to compute the histogram pairs. The feature vector is calculated and the data is 
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divided into clusters, where the deduplication process is applied for each cluster. The duplicate 

images from a large database are eliminated. 

  

[3]CONTENT AWARE IMAGE DEDUPLICATION 

 

          In the content aware image deduplication, the images are analyzed based on their 

content. Images which are similar in their content are treated as duplicate images. The near-

duplicate images are found using perceptual hashing algorithms.  

[3.1] PERCEPTUAL HASHING 

          Perceptual hashing is used to get the hash values of the images on the basis of their 

content. Classic hashing algorithms such as MD-5 and SHA-1 are sensitive to every bit of 

data in the images. A small change in almost identical images will result in a significant 

change in their hash values. This will not be helpful to decide the similarity in the contents 

of the images. 

          Perceptual hashing algorithms, on the other hand, are more sensitive to image 

content. They are both robust and also efficient in discrimination of distinct images. If the 

original image is added with noise or compressed or rotated or changed to keep the same 

original content, will give the same hash value. Different kinds of perceptual hashing 

algorithms are used pertaining to the requirement.  

[3.2] RING PARTITION BASED PERCEPTUAL HASHING ALGORITHMS  

          In this kind of approach, the images after being preprocessed are divided into a 

number of rings. This helps to form the secondary image which is rotation invariant. 

[3.2.1] RING PARTITION WITH DWT (DISCRETE WAVELET TRANSFORM)   

The stages involved are [9]: 

 Preprocessing the image to get the normalized image:- The images are normalized 

into the size of N*N so that the hash values obtained are of equal length different 

sized images. RGB color image is converted into a grayscale image.  

  

 Ring partition:- The normalized image obtained from the previous step is divided 

into 'n' rings and the secondary image is obtained. This is to have the hash value of 

the images invariant of the rotation of the images. 

 

 Application of DWT:- The DWT is applied to the secondary image to obtain the 

final hash value. 
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[3.2.2] RING PARTITIONING COMBINED WITH NMF (NONNEGATIVE 

MATRIX FACTORIZATION)  

The stages involved to get the hash value are [17]: 

 Preprocessing: - The image is converted to a standard size. The RGB image is 

converted to YCbCr scale image. 

 Partitioning: - The image is partitioned into rings. This is used to construct the 

secondary image. It is invariant to the image rotation 

 NMF application: - The NMF is applied to the secondary image to give the hash 

value. 

 

          Rings partitioning helps to achieve rotation invariant image for which hash value is 

computed. The content similar images which are rotated will produce the same hash value. 

The number of rings used to divide the image determines the quality of the hash. 

 

[3.3] NMF (NONNEGATIVE MATRIX FACTORIZATION) BASED 

PERCEPTUAL HASHING TECHNIQUES 

          NMF is used to obtain representations of non-negative data. It can be combined with 

Ring Partitioning method to get the perceptual hash values for images as explained before. 

Another technique using (Post Gradient NonNegative Matrix factorization) is discussed.  

 [3.3.1] PGNMF BASED PERCEPTUAL HASHING 

          The NMF can be further enhanced and used in PGNMF (Post Gradient NonNegative 

Matrix factorization). NMF lacks in convergence, but PGNMF provides strong optimization 

properties for the hash value obtained. The stages involved are [11]: 

 Preprocessing:- The loaded image is resized to 'M*M'. The RGB color image is 

converted to YCbCr image.  

 Ring partitioning:- The image is partitioned into rings and a secondary 

image is obtained. 

 Application of PGNMF:- The PGNMF is applied to the secondary image obtained 

from Ring partitioning. A coefficient matrix is obtained in this step. The matrix is 

concatenated to get the intermediate hash value. 

 Security Key:- This generates a row of vectors. The encrypted row of vectors using 

the secret key forms the final hash value. 

 

          When the images are attacked by content preserving operations the hash value of the 

original image and the slightly changed image is almost same. If the images are more than 

98% similar then there will be no wrong judgment from the algorithm. 

The discriminative capability of the algorithm is provided through the use of PGNMF. 
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[3.4] PERCEPTUAL HASHING BASED ON SVD (SINGULAR VALUE 

DECOMPOSITION)  

          SVD involves factorization of a real or complex matrix. It is further enhanced by 

QVSD (Quaternion singular value decomposition). QVSD overcomes the faulty 

interpretations which are seen in SVD. 

[3.4.1] SVD USED IN COLOR IMAGE HASHING  

      
It includes following steps [12]: 

 

 The image is resized to '256*256' using quaternions (hypercomplex numbers- they 

extend the complex numbers and are represented by four-dimensional vector). The 

color components are combined into a single hypercomplex number. 

 The quaternion matrix obtained is decomposed using the QVSD hashing algorithm. 

              From the feature vector of each block, we obtain the hash value. 

 

          The algorithm treats the color components as mutually integrated. The intrinsic color 

interaction between image components is extensively utilized by the algorithm. Further 

QSVD provides robustness for the hash value. 

 

[3.4.2] SVD COMBINED WITH CONTOURLET HMT (HIDDEN MARKOV 

TREE)  

  
          This technique is used to generate a hash value which is highly sensitive to malicious 

tampering. Following stages are involved in this technique [14]. 

The resizing and color space conversion are used. Only the luminance component of the 

image is considered. 

 The preprocessed image is randomly divided into sub-images of fixed size and need 

not be disjoint. 

 Contourlet transform is applied on each sub-image. 

 SVD is applied and the hash value is computed. 

 

          The probability of collision in the technique is low and security can be enhanced by 

the use of secret keys. 

 

[3.4.3] SVD COMBINED WITH BLOCK TRUNCATION CODING  

 
This combination can form a perceptual hash function. It includes following stages [10]. 

 Preprocessing to get the secondary image:- The image is normalized into fixed size 

of 'n*n' blocks. Gaussian filters are made to act on the image to blur the image and 

to remove the noise. The image which is filtered is divided into blocks of fixed size. 



 

SURVEY ON DEDUPLICATION TECHNIQUES 

 

 
 

Manoj Manjunath, Mohith.D, N.V.Swati, Poornima Sridhar, Nagarathna .N 

 
34 

SVD (singular value decomposition) is applied to each of the blocks. All the blocks 

are collected and secondary image is formed. 

 Feature extraction of principal image:- Here features of the principal image are 

obtained from BCT and LBA (Logical Block Addressing) algorithms. 

             A binary map sized 'n*n' and two quantized level matrices H and L are obtained. 

 Hash generation:- these matrices are used to construct the hash value. 

 

          Algorithm is perceptually more robust compared to the classical approach. The 

normalized hamming distance values helps to find similarity among the images. The 

hamming distance obtained from this algorithm for similar images is lesser than the 

hamming distance obtained from classical algorithms. 

 

[3.5] PERCEPTUAL HASHING BASED ON FEATURE EXTRACTION  
 

         The methods using feature extraction to calculate the hash values involve the 

construction of the descriptor to give unique features of the image .It is explained in the 

following technique [16]. 

 The key points of the image are identified. This will help in finding hash which is   

invariant to shift, rotation, scaling, brightness and camera position changing. The 

result of this step is an image with highlight key points. 

 The vector of key points having the key point coordinates is built. 

 The key points are described using the perceptual hash. 

 

          Data on which the hash function works is converted to a set of random numbers. Thus 

same data results in the same hash value. The false positive alarm (the method recognizing 

an image as duplicate which is actually not) and false negative alarm (the method 

recognizing an image as non-duplicate which is actually a duplicate) is reduced through this 

approach. 

 

[3.5.1] DPF (DYNAMIC PARTIAL FUNCTION) TECHNIQUE 

          The DPF (Dynamic Partial Function) activates features for given image pairs. 

Activated features are those with minimum differences in the two images which are 

compared. If a considerable number of features is similar then the images are treated as 

similar. The number of features considered is fixed in DPF. It can be enhanced by 

employing methods like Thresholding, Sampling, and Weighting [18]. 

 Thresholding calculates similar features in the images by keeping the similarity 

threshold. 

 Sampling finds the optimal number of features to be considered for each image pair. 

 The different features have different importance while finding similarity. The 

Weighting assigns proper weights for the features. 
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          To detect similar images in large datasets we need to index the images. The 

perceptual distance function and LSH (Locality Sensitive hashing) are used to index 

images. Here the probability of collision of hash values is high for similar images and low 

for dissimilar images. Hence duplication and discrimination are achieved in high rate.  

[3.5.2] FEATURE EXTRACTION WITH PCA (PRINCIPAL COMPONENT 

ANALYSIS) AND DCT (DISCRETE COSINE TRANSFORM)  

          This is combination forms a robust perceptual hash technique. The steps involved can 

be shown as [15]. 

 Preprocessing: - Only luminance part of the image is considered. The image is 

converted to a standardized size. 

 Perceptual feature extraction: - Integration of low-frequency DCT component of 

blocks and color histogram to get image features. The perceptual feature matrix is 

obtained. 

 PCA quantization: - This stage reduces redundancy in feature extraction. 

 Hash value generation: - The input from the previous step is binarized to get the 

hash value. 

             The robustness towards the rotation is not achieved through this method. 

 

 

[3.5.3]FEATURE EXTRACTION USED IN LOG-POLAR IMAGE 

REPRESENTATION 

         Log-polar transform is a part of Fourier-Mellin transform. It is used in image 

recognition and registration. The coordinates (R, θ) where R represents the radial distance 

from the center of the image and θ represents the angle from the horizontal axis, are used to 

describe the features. The process involves [13]: 

 Preprocessing:- The image is passed through Gaussian filter to give robustness to 

noise addition. The image obtained is converted to log-polar coordinates. 

 Feature generation:- The mean value is calculated along different angle lines with 

respect to the bottom of the image. The average values of all the lines give the 

feature vector of the image. 

 Post processing:- The quantization of the vector from the previous step is done and 

the obtained values are represented as 5-bit strings. The output binary hash 

sequence has 125 bits and the binary data is permuted according to the permutation 

table using the secret key. 

             The technique has the ability to rapidly discover perceptually dissimilar images. 

  

 

[4] CONCLUSION 
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          The paper initially specifies some of the deduplication techniques employed by 

people across the globe. The drawbacks of these techniques are significantly lowered using 

the perceptual hashing techniques. The emerging hardware components like SSD (Solid-

state drives) GPGPU (General-purpose computing on graphics processing unit) and 

multicore CPU are more efficient in deduplication process. 

           Many problems persist in spite of using deduplication to remove redundant data. The 

standard to transport the data, garbage collection after the deduplication technique are 

among the major concerns in this field. The security deduplication is needed especially in 

the cloud domain. Future works can include solutions for these issues. 
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