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ABSTRACT:   
 

From last few year data owner of the large personal multimedia files are storing their data 
on the cloud as it is very cost efficient as well as flexible. In above cases some of the times 
this outsourced data can reveal some personal information of owner’s private data. To 
avoid this problem we make the utilization of privacy preserving computation on 
multimedia information which is outsourced and Scale-Invariant Feature Transform 
(SIFT) feature extraction technique is applied on encrypted image data. We also made 
utilization of extracted feature descriptors in content dependent searching done by third 
party users with high level of security on image data which is encrypted. To evaluate the 
execution of framework, Cancer Image dataset is examined and utilized. Test outcomes 
will demonstrate that the proposed system is exceptionally efficient and effective for image 
search in encrypted picture information also gains high-level privacy preservation with 
SIFT feature descriptors. 
 

Keywords: Content based search, Cloud computing, Feature descriptors, Homomorphic 
image encryption, Privacy preserving outsourcing. 

 

[1] INTRODUCTION  

Because of the high utilization of data services depending on cloud, owner of data 

prefer it for storing huge size of personal information which is in form of multimedia files 

as well as computationally costly process onto the remotely located cloud server. At a 

time using the unlimited storage as well as estimation resources for the purpose of 

minimizing cost also for flexibility, storing data on cloud server as well as calculations to 

the cloud also provided huge amount of security with the privacy because of various trust 

area the data owner. Particularly, providers such as Flickr, Facebook basically use the 

outsourced private image information for conducting behavioral advertising as well as 

preference analytics for maximizing experience of user. For doing so, somewhat of 

straightforwardly dealing with the gigantic data sets, they retrieve image features as input 

to very much characterized models of data mining. 

Furthermore with, from the information owner’s side, to alleviate the overwhelming 

calculation workload in extraction of image feature as well as use on the Big Data for 
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building functional user-defined applications, for example, similitude search indexes, an 

ever increasing number of clients are slanted to outsource the computation of picture 

feature retrieving to the cloud. Obviously, the revile of main picture data to the semi-

trusted cloud service provider may essentially uncover the information owners individual 

data, for example, the individual identity, areas or even monetary profiles and so forth. To 

offer security ensures for delicate information, a clear technique is to encrypt the 

important multimedia information locally before outsourcing.  

This paper has built up an effective privacy-preserving computation outsourcing 

protocol for the prevailing scale in variant feature transform (SIFT) over huge encrypted 

picture information. Additively divides the picture randomly into two shares and 

recognize them to two autonomous cloud servers which can execute the accumulation 

procedure locally. At that point they outline another schema by utilizing the garbled 

circuit, letting the two servers commonly finds real locations of key-points using the 

difference-of-Gaussian (DoG) scale space based on encrypted picture. In the wake of 

concentrate the structure of the orientation histogram, they likewise outline a protocol to 

build encrypted versions of it through processing the orientation range rather than their 

particular values, which empowers the servers to recognize genuine main orientations. At 

last, by using the added substance property of the encrypted picture, the owner of data can 

retrieve the genuine feature descriptors from the encrypted descriptors delivered by the 

two servers while keeping them from seeing any data about the main picture. 

This paper describes about the related work done in section II, the proposed 

approach modules description, mathematical modeling, algorithm and experimental setup 

in section III and a conclusion in section IV. 

 

[2] RELATED WORK  

S. Hu, Q. Wang, K. Ren et.al in [1] has developed privacy-preserving SIFT 

outsourcing protocol depending on recently implemented secure interactive protocols 

BSMP as well as BSCP. They also analyzed as well as evaluate the security also 

effectiveness of developed system. 

S. Hu, Q. Wang et.al in [2] have analyzed previous techniques and shown that they 

have not efficiency or security. Also observed that none of the system did make the use of 

very vital characteristics of the original SIFT in terms of distinctiveness as well as 

robustness. After that they have developed a system which is efficient as well as full fills 

all the security needs without losing its key characteristics, by dividing the original image 

data randomly 

J. Zhou, Z. Cao et. Al. in [3] have developed privacy-preserving dynamic medical 

text mining as well as image feature extraction scheme PPDM in cloud-assisted e-

healthcare framework. 

Z. Xia, X. Wang et.al in [4] have developed a privacy-preserving as well as copy 

deterrence content-based image retrieval system in a cloud computing cases. The secure 

KNN algorithm is used for encryption of visual features. Similarity scores can be 

computed with the encrypted features by the cloud server that lets the cloud server to rank 

the images avoiding the communication load.  



 
International Journal of Computer Engineering and Applications, Volume XI, Special 

Issue, May 17, www.ijcea.com ISSN 2321-3469 

 

Supriya Pentewad, Siddhivinayak Kulkarni 3 

L. Zhang, T. Jung et.al. in [5] have developed POP system that makes possible to 

cloud servers for providing privacy-preserving photo sharing as well as searching service 

to mobile device users who wants to outsource photo management at the time protecting 

their privacy in photos. Designed system provides security to the outsourced photos for 

restricting access from unauthorized users. 

Z. Xia, X. Wang et.al. in [6] have developed a special tree-based index structure 

using a “Greedy Depth-first Search” algorithm for providing efficient multi-keyword 

ranked search. The developed system delivers sub-linear search time also solves the 

deletion as well as insertion of file flexibly. 

C.-Y. Hsu, C.-S. Lu and S.-C. Pei in [7] have first elaborated and implemented 

privacy preserving realization of the SIFT technique depending on holomorphic 

encryption. They demonstrated via analysis of security depending on the discrete 

logarithm issue as well as RSA which PPSIFT avoids cipher text only attack also some of 

the plaintext attacks. 

 

[3] PROBLEM STATEMENT  

For given input data-set, implement an effective as well as practical privacy-

preserving computation outsourcing protocol for the prevailing scale-invariant feature 

transform(SIFT) on huge size of encrypted image information, also utilize these retrieved 

feature descriptors in content based searching by third party users having high level of 

security on encrypted image information. 

 

[4] IMPLEMENTATION DETAILS 

4.1 System Overview 

In late a large portion of the information owners keen on outsourcing their 

tremendous measure of individual multimedia data onto the cloud as it is the cost efficient 

and adaptable arrangement. Such information is utilized by the greater part of the service 

providers or some other applications for different reason, for example, learning, searching 

or for behavioral advertising. In such cases at times this outsourced multimedia 

information may uncover the information owner’s private data. 
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Figure 1. System Architecture 

 

The protocol of privacy preserving computation on outsourced multimedia 

information when Scale-Invariant Feature Transform (SIFT) feature extraction strategy 

apply on encrypted picture information is utilized. With the assistance of these retrieved 

feature descriptors content based search is finished by outsider clients with abnormal state 

of security over encoded picture information. To test the performance of framework 

utilized Breast Cancer Image dataset and analyzed proposed framework. Test outcomes 

will demonstrate that the proposed arrangement is exceptionally effective and efficient for 

picture search over encrypted picture information and accomplishes high state privacy 

preservation with SIFT feature descriptors. 

Consider a cloud-based picture feature extraction outsourcing computation 

framework including three parties: the owner of data O, the cloud server S1, and the cloud 

server S2. In this application situation, expect that the owner ‘O’ holding a substantial 

volume of personal picture records is resource-constrained. Therefore, O might want to 

outsource both the picture data set as well as the computation-intensive SIFT process to 

the cloud by utilizing its rich storage and computation resources. Accept that S1 and S2 

are free with each other and can be considered to have a place with two autonomous cloud 

service providers such as Amazon EC2 and Microsoft Azure. To secure the privacy, O 

will first encode every picture set as well as then distribute the cipher-texts to S1 as well 

as S2. In the wake of running SIFT algorithm in the cipher-text domain through a 

sequence of secure interaction protocols, S1 and S2 will give back the encoded feature 

descriptors to the owner of data, who can inevitably retrieve the genuine feature 

descriptors from their encoded variants. 

  

[5] RESULTS AND DISCUSSION  
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5.1 Experimental Setup 

The system is built using Java framework on Windows platform. The Net beans 

IDE are used as a development tool. The system will run of normal machine it does not 

need any external hardware. 

 

5.2 Dataset 

For evacuation of the system performance cancer image data-set is used. This 

dataset has various encrypted images of cancer. 

 

5.2 Expected Results 

Table 1 shows the time consumption needed for generated outcome of the existing 

(SIFT) as well as proposed framework respectively. Time is measured in msec. Proposed 

system which is SURF is faster compared to existing system. 

 

 

 
Table 1: Time Comparison 

System Time in Ms 

Existing System (SIFT) 1300 

Proposed System (SURF) 900 

 

Figure 2 demonstrates the time graph that proves the time needed for processing 

output of the system in that we can clearly see that the time taken by the proposed system 

is very less. 

 
Fig 2: Time Graph 

Table 2 shows the accuracy needed for providing output of the existing as well as 

proposed system respectively. Accuracy is measured in percentage. Proposed system is 

more accurate compared with existing system. 

Table 2: Accuracy Comparison 

System Accuracy in % 

Existing System (SIFT) 80 

Proposed System (SURF) 90 
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Figure 3 demonstrated the accuracy graph that shows the accuracy of the provided 

by the systems. By the comparison we can say that the proposed system can provides 

output having high accuracy. 

 

Fig 3: Accuracy Comparison 

 

[5] CONCLUSION 

In this work, we will utilize another and novel privacy-preserving SIFT outsourcing 

protocol in view of recently proposed secure interactive protocols BSMP and BSCP for 

feature descriptor retrial from outsourced picture dataset. After applying content based 

search on encrypted multimedia information as well as accomplish privacy preserving 

search of image. We both examine as well as extensively analyze the effectiveness and 

security of our system. The test outcome demonstrates that the protocol beats the best in 

class and performs comparably to the available framework and furthermore demonstrates 

that this will practical for applications in real world. 
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