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ABSTRACT:   
 

Web hosting provides a service to many organizations and individuals to post their web 
based application over the internet. Hosting a website over the Internet requires some 
resources and the resources are provided by the service provider using some billing or 
metered service. Most of the attackers who want to exploit the business of an organization 
fraudulently consume their resources and increase the financial burden. Today the main 
challenge is to design a system that can detect and mitigate the deceptive resource 
consumption by the attackers. For the same, we propose a system which identifies the 
deceptive resource consumption over a website. The proposed system is using a dual 
classifier to detect anomalous request. The first classifier classifies the request by its 
purchasing history and the second classifier classifies the request by its behavior. 
 

Keywords: Distributed Denial of Service attack (DDoS), Fraudulent Resource Consumption, Web 

hosting, Support Vector Machine (SVM), Proxy Server. 

 

 

[1] INTRODUCTION  

Web servers as well as web-based applications are popular attack targets. Usually 

Web servers are available through corporate firewalls, and web-based applications are 

generally developed without following a sound security technique. Attacks that utilize 

web servers or server extensions (e.g., programs invoked through the Common Gateway 

Interface and Active Server Pages) represent an extensive portion of the total number of 

vulnerabilities. For example, in the period between April 2001 and March 2002, web-

related vulnerabilities accounted for 23% of the total number of vulnerabilities disclosed. 

Additionally, the large installation base makes both web applications as well as servers a 

privileged target for worm programs that utilize web-related vulnerabilities to extend 

across networks.  

To identify web-based attacks, intrusion detection systems (IDSs) are built with a 

number of signature and behavior based detection techniques. For example, Snort 2.0 

devotes its signatures to detect web-related attacks. It is difficult to detect the huge 

number of vulnerabilities exposed daily with the various changes in their behaviors and 
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signatures. The main objective is to detect the deceptive resource consumption over a 

website. For the same, it is essential to prepare log files before applying the mining 

algorithms and preprocess the access log to extract various features. Few researches have 

been developed for preprocessing of log files for web intrusion detection. Web usage 

mining as well as web intrusion detection has various targets and thus they vary in the 

type of data needed for mining procedure. 

To effectively identify these Internet issues, organizations must have an effective as 

well as adaptable system that can differentiate normal and harmful traffic. In this paper, 

we develop a technique which identifies the deceptive resource consumption and 

mitigates it. This technique can be used to evaluate if the client’s request is beneficial to 

the organization. 

 

[2] STATE OF THE ART  

Most operating systems services produce log files that can be used for debugging 

and supervision. This paper [1] display that how to develop an anomaly detection process 

of web server’s unexpected events using the Apache web server’s logs and applying 

supervised machine learning algorithms to derive features. Also, compare the 

performance of several algorithms that can be simply implemented in real-world 

scenarios. 

This paper [2], implements a novel approach to present anomaly detection, using as 

input HTTP queries containing parameters. First of all, this is the first anomaly detection 

system particularly modified to the detection of web-based attacks. Second, the system 

takes advantage of application-specific correlation among server-side programs as well as 

the parameters used in their invocation. Third, the parameter characteristics (e.g., length 

and structure) learn from input data. Preferably, the system does not need any installation-

specific configuration, even though the level of sensitivity to anomalous data can be 

configured via thresholds to suit distinct site policies. 

This paper [3] presented the method that can be tackled the difficulties of anomaly-

based intrusion detection systems by using both generalization as well as characterization 

techniques. Now Generalization is used to generate a more abstract description of an 

anomaly that enables one to group similar attacks. While, Characterization is used to 

assume the class of attack that is related to a group of anomalies. Using these two 

methods, it is possible to minimize the time required by an administrator to make 

decisions about the nature of the anomalies (actual attacks versus false positives) and their 

criticality. Moreover, the generalization and characterization presented can help 

application developers in investigating the location and nature of existing unknown 

vulnerabilities. 

This paper [6], develops a sliding-mode observer for real-time DDoS detection on 

network routers, which can be used for connection-oriented services. The developed 

observers calculate the traffics going through the routers and recognize those connections 

without the following-up packets depend on the real-time queue length data within the 

routers. These detecting traffics are suspicious DDoS attacks which are considered as a 

disturbance in the simplified TCP/IP model of the router. With the observers in use, when 
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DDoS attacks are launched, it has an abrupt change in the disturbance component which 

could be detected simply. The implemented observer-based DDoS detection could be 

installed inside the routers associated with the firewalls. The web server has a total image 

of the overall system, depend on which the priority service could be implemented. 

 This paper [7], describe that the Bayesian estimation method is efficient in 

examining anomalous web sessions. The implemented approach, although some degree of 

false alarms, provide promise that new attacks could be recognized without having to 

know their uniqueness in advance. Such a method would play a vital role in further 

securing web service when used in conjunction with misuse detection systems. This 

technique named as session anomaly detection (SAD), identified near about all such 

attacks without having dependent on attacks signatures. It works by first developing 

normal usage profile along with comparing the web logs, as they are generated, against 

the expected frequencies.  

 

 [3] PROPOSED APROACH 

    3.1 Proposed System Overview 

Figure 1 describes the architectural view of the proposed system. This system 

consists of a web server, proxy server, and clients. 

 

 
Figure 1. Proposed System Architecture 

 

For observing user’s behavior on websites, proxy server is used. There is need of a 

proxy server because the client cannot directly fetch the requests from web servers. Proxy 

server consists of two modules, i.e. Challenge server and Classification module. 

1. Challenge Server: When the client tries to start a session with the server by making 

the first request, its request is forwarded to the challenge server, which sends a 

challenge to every client at the start of the session. This challenge can be image 

based or any cryptographic challenge. The clients which have solved the challenge 

correctly, provided by the challenge server, can only get access to the classification 
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module otherwise, the packet is dropped by the proxy server. This approach helps to 

deal with flooding attacks. 

2. Classification Module: The user behavior access is captured in the web access log. 

From this access log, web server extracts the features of all users, which is 

categorized into two major categories. First, purchase related parameters and 

second, traffic related parameters. We use purchase related parameters for 

classification between good and bad clients and, traffic related parameters for 

classification between anomalous and legitimate users. The clients who follow the 

application full walk-through till the end, i.e. make a purchase, such type of clients 

are considered as good clients while another category is one in which client surfs 

the application without the intention of making a purchase, such clients are called 

bad clients. Good clients are the potential customers, where as, the Bad clients 

include the attackers who harm our website as well as users who surf the products, 

but do not complete the product purchase cycle. 

Bad clients cannot be considered as anomalous users because maybe in 

future they can purchase and perform a full walk-through in our web application. 

So, there is a need to classify whether it is an anomalous or legitimate client. Bad 

clients are redirected to another classifier to classify the clients into either 

anomalous or legitimate. Eventually, the legitimate client will get a chance to 

access the website, where as, the request of anomalous will be dropped. 

In this paper, we are using dual classifier. Both the classifiers in the dual 

classifier are SVM. The first SVM is used to classify good and bad clients, and the 

second one is used to further classify bad clients into legitimate and anomalous. 

SVM is a supervised machine learning algorithm which uses the labeled data for 

classification. It constructs a hyperplane in infinite dimensional space and separates 

the clients according to their respective behaviors. 

Purchase related parameter 

1. Recency of last purchase 

2. Total no. of purchase 

3. Average difference of purchase recency 

4. Frequency of order 

5. Related product view 

6. Related pattern view 

7. Page depth 

Traffic related parameters 

1. Average processing time 

2. Number of sessions 

3. Source byte 

4. Destination byte 

5. Number of failed login 

6. Number of logins 

7. Number of requests 

8. Service error rate 
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[4] RESULTS AND DISCUSSION  

4.1 Experimental Setup 
 

For the implementation of the proposed system, we need to simulate good client 

and bad client behavior in an e-commerce application. The e-commerce application is 

hosted in apache web server and the proposed system is deployed on a separate proxy 

server. We simulate the request of good clients and bad clients using jmeter on a separate 

machine and redirect the request to the proxy server using the reverse proxy technique. 

Then, perform the detection of deceptive resource consumption by the anomalous user. 

The legitimate client is redirected to the e-commerce application and the rest of the 

requests are dropped. 

 

4.2 Expected Results 

 

The performance of the system can be measured in terms of memory utilization, 

process utilization and bandwidth utilization by the clients. The below graph shows the 

memory utilization by the clients in the proposed system. The traffic which passes 

through proposed system utilizes less memory as compared to the traffic in existing 

system. 

 

 

Figure: 2. Memory utilization Graph  

 

Figure 2 shows the graphical representation of the values given in table I. 

 

The below graph shows the cpu utilization by the clients in the proposed system. 

The traffic which passes through proposed system utilizes less cpu as compared to the 

traffic in existing system. 
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Figure: 3. Memory Consumption Graph 

The below graph shows the bandwidth utilization by the clients in the proposed 

system. The traffic which passes through proposed system utilizes less bandwidth as 

compared to the traffic in existing system. 

 

 

Figure: 4. Bandwidth utilization Graph 

 

[5] CONCLUSION 

With the development of computer network and innovation in e-commerce 

technologies, nowadays most of the organizations are reliant on the web based 

applications. This dependency gives extensive chances of web-based attacks in the 

organization, for example, deceptive resource utilization, which increases financial burden 

on the organization, so it is important to recognize the attack on time. Our proposed 

system identifies the request, which fraudulently consumes the resources of a web server 

and drops such a request. When the traffic is passed through the proposed system, 

malicious users are filtered out Expected result shows the reduced resource consumption 

when the traffic passes through the proposed system compared to the consumption by the 

traffic in existing system. 
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