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ABSTRACT: 
 

NFC holds the potential of eliminating the requirement of setting up high-cost and complex IT infrastructure 

 for solutions and services. It provides flexible and secure environment for easy access  and development 

through lightweight portable devices. In NFC, a small amount of information  stored in the tag is used to 

authenticate a device. The goal of this paper is twofold. First in this paper we trying to compare various wireless 

data transfer technology standards. And Secondly this paper further gives details about the benefits of using NFC 

over other mediums for secure authentication. 
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[1] INTRODUCTION 
 

This paper is based on the comparative study of various wireless data transfer technologies, which are 

available easily on multiple platforms and are being used in our day-to-day life. These technologies include 

NFC, RFID, Bluetooth and Infrared. By Comparing these technologies we will try to conclude the 

technology which fits the best for authentication, ease of use, system requirements and is cost effective. 

Currently a new way of interaction approach by NFC technology, which is ‘touching paradigm’, has been in 

question. This interaction can be identified as "the deliberate bringing together of two devices, for the 

purpose of obtaining services". NFC as one of the enablers for ubiquitous computing is a “combination of 

contactless identification and interconnection technologies” which requires bringing two NFC compatible 

devices close to each other, essentially touching them. In accordance with, user first interacts with a smart 

object (either an NFC tag, NFC reader, or another NFC enabled mobile phone) using her NFC enabled 

mobile phone (in short: NFC mobile). After touching occurs, NFC mobile may further make use of received 

data, or may alternatively use provided mobile services such as opening a web page, making a web service 

connection etc. 

 

In this paper we will compare various aspects of these technologies and study their implementation, working 

and field of use in depth so as to get a clear understanding about the areas of implementation and better 

decision making in selection of these technologies for future use. 
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[2] NFC 

 

Near-field communication (NFC) is a set of communication protocols that enable two electronic devices, one 

of which is usually a portable device such as a smartphone, to establish communication by bringing them 

within 4 cm (1.57 in) [1] of each other. NFC-enabled devices can act as electronic identity documents and 

keycards. NFC offers a low-speed connection with simple setup that can be used to bootstrap more capable 

wireless connections.  

 

In an NFC model two devices are involved in the communication, which are called initiator and target. 

Initiator is an active NFC device which is responsible for starting the communication.  

 

[2.1] WORKING 

 

NFC uses an inductive coupling technique comparable to the transformer principle i.e. the magnetic near-

field of two conductor coils is used to pair the initiator (Polling) device and target (Listener) device. In this 

pairing of the coils of initiator and target, a passive listening device also affects the active polling device. A 

variation in the impedance of the listening device results in an amplitude or phase changes to the antenna 

voltage of the polling device, detected by the polling device.  

 

Fig 1: NFC Data transmission[2] 

 

Fig 2.: General Block diagram of NFC tag[3] 

[2.2] OPERATING MODES IN NFC 

Active and Passive are the two operating modes of NFC. In active mode, both the initiator and the target 

generate the RF signal on which the data is carried. In passive mode, RF signal is generated only by the 

initiator, and target communicates back to the initiator using a technique called load modulation. NFC uses 

two types of coding mechanism to transfer data, they are Manchester and Miller coding.  

In addition to the two operating modes, there are three operating modes for device communication. These 

three modes depend on the application. [4] 

2.2.1.  Reader/Writer Mode of operation the application transfers data in NFC forum defined message 

format. In this mode the NFC enabled mobile phone can perform read/write operation on NFC tags. In 

Reader Mode, NFC initiator reads data from the NFC tag where as in the writer mode, initiator writes data in 

to the tag. It should be noted that Reader/Writer mode of communication is not secure. 
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2.2.2. Card Emulation Mode  In card emulation mode, the NFC enabled mobile device acts as a 

contactless smart card. The examples of smart card are debit card, credit card, access cards etc. Data transfer 

in this mode is highly secure.   Card Emulation Mode is used regularly in the form of Android Pay and 

Apply Pay in USA. Card emulation mode is faster and much more secure than using a card with magnetic 

strip for transactions. 

2.2.3. Peer to peer mode supports link level communication. It supports two NFC enabled device to 

exchange information such as a text message, contact record or data of any other kind. NFCIP-1 and LLCP 

are the two standardized options in peer to peer mode. This mode of communication is secure. 

[2.3] NFC SECURITY 

 

The Major threats to NFC’s security can be categorized as Eavesdropping, Data corruption, Data 

modification, Imposter attacks(man in the middle). These attacks allow the attacker to breach the security 

aspect and manipulate the NFC transfer environment according to his will.  

2.3.1 Eavesdropping is a common threat found in all wireless communication technologies. NFC is also a 

wireless communication interface between two entities. They use RF signals to communicate, so any 

equipment with an antenna in the range can receive the signal. The attacker can extract the information from 

the signal transmitted through experimentation and periodic analysis processes. This is very dangerous in the 

case of money payments, where the users use some secret password; the eavesdropper acquires this 

information and can misuse it. It is very difficult to prevent eaves dropping as the attacker who uses a very 

precise antenna can receive the signal even if the signal strength is too weak. The only solution to 

eavesdropping is to use a secure channel for communication.   

2.3.2. Data Corruption and Manipulation : In NFC, data is sent from sender to receiver wirelessly. There 

are some specific formats for data to be sent, so that the receiver accepts and decodes it. The data which is 

not in the correct format is rejected. Data corruption and manipulation attack arises when an attacker in 

between corrupts or manipulates the data. The attacker may change the data format or change the contents in 

it, so that the data becomes useless or gets rejected as it reaches the receiver. For some coding schemes this 

attack is possible. The solution for this attack is to use a secure channel between the communicating parties. 

  

2.3.3. Man in the middle attack is one step further to data corruption and manipulation attack. In this attack 

a third party intercepts the communication between two parties. The attacker acts as a relay between the 

sender and receiver and forwards data. The attacker can corrupt, alter, or discard the data being sent. Man in 

the middle attack is very difficult to achieve in NFC links and so it is not common. The solution for this 

attack is to use active-passive communication mode.  [5] 

 

Fig 3. Man in the Middle attack[6] 

Though NFC faces these security issues but due to the physical device’s access and the range of NFC tags 

make them practically really difficult to pull off and this makes NFC the most secure platform for 

authentication compared to RFID, Bluetooth and Infrared. 
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[3] BLUETOOTH  

 

Bluetooth is a wireless technology standard for exchanging data over short distances (using short-wavelength 

UHF radio waves) from fixed and mobile devices, and building personal area networks (PANs). Invented by 

telecom vendor Ericsson in 1994. 

 

[3.1] WORKING OF BLUETOOTH 

 

The Bluetooth standard, like WiFi, uses the FHSS technique (Frequency-Hopping Spread Spectrum), which 

involves splitting the frequency band of 2.402-2.480 GHz into 79 channels (called hops) each 1MHz wide, 

then transmitting the signal using a sequence of channels known to both the sending and receiving stations.  

The Bluetooth standard is based upon a master/slave operational mode. The term "piconet" is used to refer to 

the network formed by one device and all devices found within its range. Up to 10 piconets can coexist 

within a single coverage area. A master can be simultaneously connected to as many as 7 active slave 

devices. Devices in a piconet have maximum of 8 devices. Bluetooth enables two piconets to be linked to 

one another in order to form a wider network, called a "scatternet". [7] 

 

[3.2] TYPICAL BLUETOOTH CONNECTION 

 

Establishing a connection between two Bluetooth devices: 

 

1. Passive mode 

2. Inquiry: Finding access points 

3. Paging: Synchronizing with access points 

4. Access point service discovery 

5. Creating a channel with access point 

6. Pairing using PIN (security) 

7. Using the network 

 

[3.3] SMART DEVICES WITH BLUETOOTH 

Bluetooth low energy (BLE) which works on Bluetooth 4.0 is designed to be more intelligent (hence: 

Bluetooth Smart) about managing those connections, especially when it comes to conserving energy. As of 

press time, the Apple MacBook Air, Mac Mini desktop, Motorola Droid RAZR and the Apple iPhone 

4S.Some Bluetooth Smart peripherals include the MotoACTV fitness tracker and music player, as well as an 

exercise heart-rate monitor. The Bluetooth SIG expects nearly every new smartphone and notebook shipping 

this year to include a Smart Ready radio. more than 30,000 companies innovate thousands of products with 

Bluetooth functionality each year, with more than 8.2 billion Bluetooth products in use. 

Bluetooth 1.0 can link devices within a radius of about 33 feet. Bluetooth 2.0,within a radius of about 100 

feet. Bluetooth 4.0 has a theoretical range of up to 200 feet. The Bluetooth specification stipulates a 

minimum range of 33 feet, but the maximum range is determined only by the output power of the device. [8] 

 

[4] RFID 

 

Radio-frequency identification (RFID) uses electromagnetic fields to automatically identify and track tags 

attached to objects. The tags contain electronically stored information. Passive tags collect energy from a 

nearby RFID reader's interrogating radio waves. Active tags have a local power source such as a battery and 

may operate at hundreds of meters from the RFID reader. Unlike a barcode, the tag need not be within the 

line of sight of the reader, so it may be embedded in the tracked object. 

 

[4.1] WORKING OF RFID 
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In a basic RFID system, tags are attached to all items that are to be tracked. These tags are made from a tiny 

tag-chip, sometimes called an integrated circuit (IC), that is connected to an antenna that can be built into 

many different kinds of tags including apparel hang tags, labels, and security tags, as well as a wide variety 

of industrial asset tags. The tag chip contains memory which stores the product's electronic product code 

(EPC) and other variable information so that it can be read and tracked by RFID readers anywhere.[9] 

An RFID reader is a network connected device (fixed or mobile) with an antenna that sends power as well as 

data and commands to the tags. The RFID reader acts like an access point for RFID tagged items so that the 

tags' data can be made available to business applicationsz 

  

 

1. Electronic Lock/Electronic key for RFID based lock   

2. RFID antenna for vehicular access control  

3. Hospitals and healthcare  

4. Libraries 

5. Museums 

RFID in the form of tickets used for transit will demand 800 million tags in 2016. The tagging of animals 

(such as pigs, sheep and pets) is substantial as it continues to be a legal requirement in many more territories, 

with 420 million tags being used for this sector in 2016. In total, IDTechEx expects that 8.9 billion tags will 

be sold in 2015 and 10.4 billion in 2016.[10] 

 

[4.2] TYPES OF RFID TAGS AND RANGE 

 

Low Frequency (LF) Passive RFID Tags -read distance of 30 cm (1 foot) or less - usually 10 cm (4 inches) 

High Frequency (HF) Passive RFID Tags - maximum read distance of  1.5 meters (4 foot 11 inches) 

Ultra High Frequency (UHF) Passive RFID Tags - minimum read distance of over 1 meter or 3 feet. 

Ultra High Frequency Active RFID Tags - up to 500 meter read range (1,500 feet) 

Super High Frequency Active RFID Tags - up to 100 meter read range (325 feet) 

 

[5] IrDA 

 

IrDA (Infrared Data Association) is an industry standard for wireless communication with infrared light. 

Many laptops sold today are equipped with an IrDA-compatible transceiver that enables communication with 

other devices, such as printers, modems, LANs, or other laptops. The transfer speed ranges from 2400 bps to 

Fig 5. General Block of RFID tag [11] 
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4 Mbps. 

 

There are two IrDA operation modes. The standard mode, SIR, accesses the infrared port through a serial 

interface. This mode works on almost all systems and is sufficient for most requirements. The faster mode, 

FIR, requires a special driver for the IrDA chip. Not all chip types are supported in FIR mode because of a 

lack of appropriate drivers. Set the desired IrDA mode in the BIOS of your computer. The BIOS also shows 

which serial interface is used in SIR mode. 

 

[5.1] WORKING OF IRDA 

 

IR Sensors work by using a specific light sensor to detect a select light wavelength in the Infra-Red (IR) 

spectrum. By using an LED which produces light at the same wavelength as what the sensor is looking for, 

you can look at the intensity of the received light.[12] 

 

The distance an infrared signal can travel varies. but is usually less than 50 feet for household electronics. 

Typically it is upto 1m. 

It is most commonly used in Television and air-conditioner remote controls and is actively used in thermo-

graphic cameras and other LOS (line of sight) data transfer devices. 

 

[6] COMPARISONS 

 

We will try to compare the discussed technologies with respect to some important aspects to deduce the 

functionalities and imply the field of usage and other criteria’s for a technology. 

 

[6.1] RANGE 

 

The devices need different operating ranges for different functionalities. Using a long ranged communication 

protocol everywhere is not feasible, optimal or secure. 

 

 
  

 

Bluetooth 4.0 has a theoretical range of 200 feet whereas NFC can theoretically work only in the proximity 

of 10cm. Comparing the ranges of these technologies in the form of charts. 

We can easily configure and select what kind of channel we need to use in our system.  

 

[6.2] SPEED OF TRANSFER 

 

Transfer speeds of these technologies vary immensely because of the final application domain of these 

technologies require diverse and optimal speeds. 

Transfer speeds in ideal conditions -  

Bluetooth: 25mbps  

Fig 6.Practical working ranges 
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RFID: 424kbps 

IrDA: 115kbps 

NFC: 424kbps (work going on in 1mbps sector) 

 

[6.3] COST 

 

Cost is the most important factor for selecting a particular technology over another because of its widespread 

usage and cost effectiveness in different environments.  Generally NFC tag’s cost range from 40-50INR . 

RFID tags cost very similar to the NFC tags which is 20-30INR. Bluetooth and infrared are active devices 

and need energy so the cost of operation and system cost is comparatively higher than NFC and RFID 

systems. The cost for Bluetooth ranges from 350-500INR and cost of IrDA 100-150INR is around. 

 

 

 

 

 

 

 

 

 

 

Fig 7. Cost Comparison of technologies 

 

[7] CONCLUSION 

 

The importance and scope of NFC has increased tremendously in the past few years. It is being used for 

many new field of application, which were not even considered in the spectrum of NFC in the past. NFC has 

reached the point where the future developments have started taking shape in the form of cardless payments, 

data transfer, smart applications and so on. 
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We can now conclude with facts that NFC is the best option for authentication purposes as it consumes 

phenomenally less power than any other transfer mechanism and is much more secure and abstract in 

initiation of any data transfer. NFC’s small range, cheap investment, low system requirements and support 

from major manufacturers all work in favor in NFC’s deployment in the fields where optimal and secure 

authentication with low power requirements are the priority. 
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