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Abstract: 

When Internet first came to the world it was considered a revolution and now we are at a precipice of the 

applications of Internet and time has come when we take a leap to a new revolution and that is the 

connection of people and processes i.e. Internet of Things (IoT).  It is a world where physical objects are 

integrated in the network to share information. Over the last few years, the development in IoT enabled the 

fascinating applications. The aging population is constantly rising worldwide, both in urban and regional 

areas. Hence, there is a need of IoT based remote healthcare monitoring. These systems can take care of the 

elderly people without compromising their preferences and convenience. In this paper, we identified the 

network requirements of remote healthcare monitoring systems in the terms of  bandwidth requirements, 

data generation and real-time event update. Further we studied about the protocols such as XMPP, HTTP, 

CoAP and MQTT. 
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[1] Introduction 

IoT in simple words can be described as the network that puts people, processes, devices and 

environment on one grid. This connection helps us in making the life way more convenient and easy. 

Implementing IoT is very essential in the world that demands advancements at every instant. There are 

countless helps that it can provide like Control & Automation, Location & Tracking, Remote Monitoring 

& Access, etc. 

In this vast world we often neglect the minorities or the varied groups that have no option but to 

live in their own world of depression, distress and dependency. It is high time that we use the 

advancements of technology in the empowerment of the differently abled people. Because even they are a 

varied resource and hence can contribute in their way to the society. The remote healthcare monitoring 

systems have become a major contribution to the improvement of the elderly people’ quality of life[1]. In 

developed countries, it has become a feasible solution. This reduces the expenditure related to chronic 

diseases and disabilities. Due to the use of smart mobile technology, it is expected that the people are 

ready to accept such solutions which collect real time people’s private and sensible data such as 

temperature, blood pressure and heart rate, etc.  
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The remote healthcare monitoring system provides the ability to monitor the wellbeing and the 

behaviour of the elderly people constantly. At the same time, it gives them the convenience of living in 

their own house. The system should perform tasks like detecting and preventing accidents and 

transmitting the body parameters to processing unit.  Body parameters range from non-time-critical 

information such as periodic check of heart rate, blood pressure, blood glucose level, body temperature to 

time-critical information such as ECG signal. The paper is organized as follows: IoT system architecture, 

Protocol stack, Comparison results, Conclusion. 

 

 

 

[2] IoT System Architecture 

 
   Fig. 1: 5-Layer System Architecture 

 

The 5-layer architecture[2] of IoT comprises of the technology architecture of the Internet and the logical 

structure of Telecommunications Management Network, and combined with the specific features of the 

Internet of Things. According to this architecture IoT is divided into 5 layers, which are 

● Business layer  

● Application layer  

● Middleware layer 

● Network layer  

● Perception layer 

Perception layer - The main function of the Perception layer is to gain the physical properties of objects 

by various sensors. It also includes converting this information to digital signals which is more 

convenient for network transmission. 

Network layer -  Network layer is also called as Transport layer. It is responsible for transmitting data 

received from the Perception Layer to the processing center. This is done through various networks such 

as cable or wireless networks, LAN. 

Middleware layer - Middleware layer is the Processing layer used to store, analyse and process the 

information of objects received from the network layer. Main techniques include cloud computing, 

database, intelligent processing. 

Application layer - The function of the Application layer depends in the data processed in the 

Middleware layer. The function of this layer is providing all kinds of applications for each industry. 
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Business layer - Business layer acts like management of IoT. Main task is managing the applications, 

business models and other businesses. It is also responsible for researching on business models and profit 

models. 

 

[3] Protocol Stack 

 
Fig. 2: 5-Layer Protocol Stack 

Each of the 5 layers in the 5-Layer architecture of IoT, consists of different protocols for communication 

and transferring the information between the layers. The protocols per layer performs different actions 

according to layer. In the gateway layer, the sensed data are stored locally and secured by user 

authentication as well as transmitted to the monitoring side, which acts as the receiving end of the data 

flow. HTTP, CoAP, XMPP and MQTT are used to transport sensor data to the monitoring side. 

 

1. XMPP - Originally called as ”Jabber”. XMPP stands for Extensible Messaging and Presence 

Protocol. XMPP uses the XML text format. It is used for making person-to-person 

communications natural. 

 

2. HTTP - HTTP stands for HyperText Transfer Protocol. This protocol establishes a session in 

order to start the communication. It uses 3-way handshake for establishing the connection. Once 

the session is established, the data exchange can occur. 

 

3. CoAP - CoAP stands for Constrained Application Protocol. It is an application layer protocol that 

is planned for use in resource-constrained Internet devices.  It is designed to translate to HTTP for 

integration with the web. 

 

4. MQTT - MQTT stands for MQ Telemetry Transport or Message Queue Telemetry Transport. It 

is designed for connections with remote locations where the network bandwidth is limited 
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[4] Comparison results 

 

Parameters XMPP HTTP CoAP MQTT 

Definition It is a technology 

used for real time 

communication. 

It is designed for 

client server 

computing. It is 

request response 

protocol. 

It is designed for 

interoperability 

with the web. 

It is a lightweight 

messaging 

protocol. 

Underlying 

protocol 

TCP [7] TCP UDP [7] TCP [12] 

Security Built In security 

[5] 

Less security. 

HTTPs provides 

security [8] 

Provides strong 

security [18] 

Weak in security 

compared to rest 

[6] 

Encryption Both connection 

establishment phase 

and communication 

phase are encrypted 

by SASL or TLS 

[16] 

Encrypted by 

SSL or TLS [17] 

Encryption 

provided by DTLS 

[7] 

As the MQTT 

payload is binary, 

encryption is not 

necessary. But if 

needed encryption 

is done using TLS 

[15] 

Quality of service Does not support 

QoS [14] 

Does not 

support QoS [9] 

Provides 2 QoS. 

Confirmable and 

non-confirmable 

[11] 

Provides 3 levels 

of QoS. “At most 

once”, “At least 

once”, “Exactly 

once” [9],[11] 

Response time As small delays are 

included in message 

transfer, response 

time is moderate. 

Less than 

MQTT 

More response 

time 

Faster response 

time [8] 

Bandwidth Low More [13] Low Low [8] 

Reliability More reliable since 

it has built in 

security and 

encryption 

Provides 

reliability when 

HTTPs used 

Small message 

size and loss rate 

<25% hence, more 

reliability 

Moderate 

reliability, but 

reliability 

decreases as the 

message size 

increases with 

encryption 

Delay Delay is included 

[5] 

Less delay in 

Persistent HTTP 

than non-

persistent HTTP 

More message 

delay 

Less message 

delay [3] 
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1. Security  - Among the 4 protocols discussed, XMPP provides built in security. CoAP provides 

strong security followed by HTTPs and MQTT. 

 

2. Encryption - Process of converting information to code to prevent unauthorized access. The 

protocol use TLS, SSL, DTLS for encryption. XMPP provides high encryption at connection 

establishment phase as well as at communication phase. When the messages in MQTT are 

encrypted, it increases the size of the messages which makes it difficult for transmission, whereas 

in XMPP the message size decreases after encryption.[10] 

 

3. Quality of Service - Quality of service is the performance of a computer network, particularly the 

performance seen by the users of the network. MQTT provides 3 levels of QoS, while CoAP 

provides 2 levels of QoS. 

 

4. Response time - It is the time taken to respond to event. MQTT provides faster response time 

followed by CoAP. 

 

5. Bandwidth - It is the range of frequency that is used to transmit message. Lower the bandwidth 

better performance. All the above protocols mentioned, have low bandwidth usage. 

 

6. Reliability - Reliability means the quality of being trustworthy. XMPP is more reliable as it 

provides high security mechanism with encryption at 2 phases. As in case of CoAP, the message 

size is less and the loss rate is below or equal to 25%, it provides more reliability also[3]. 

 

[5] Conclusion 

 When healthcare monitoring system are considered, more emphasize is given on the security and 

encryption, Quality of Service, less delay and high reliability. From the above protocols studied and 

compared, XMPP protocol provides high security with encryption at connection establishment phase and 

at communication phase. MQTT provides 3 levels of QoS : “At most once”, “At least once” and “Exactly 

once”. Considering the reliability and delay the CoAP protocols provides more reliability and less delay. 

In remote healthcare monitoring system, CoAP remarkably reduced the bandwidth requirements[4]. For 

small size of data, it reduced the number of packets sent[4]. Depending on the various application in 

healthcare for monitoring people, suitable protocol can be used.  The advanced automation and analytics 

of IoT allows more powerful emergency support services. IoT has the potential to add a new dimension to 

our life by enabling communications with and among smart objects, thus leading to the vision of anytime, 

anywhere, anymedia, anything communications. 
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