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ABSTRACT:   
 

Cloud Computing is a flexible, rate-effective, and legitimate platform for all the industries or 

IT enabled customers offerings the services on the net. Nevertheless, cloud computing 

represents an added degree of threat on the grounds since most of the important services are 

commonly outsourced to a third party linked to cloud network, which makes it even more 

difficult to preserve the level of information security. Steganography is the system of hiding, 

encapsulating or understanding the hidden information with the help of digital media. The 

digital media with hidden understanding within are known as stego media and the 

information without hidden understanding are known as cover media. Steganography can be 

used for hiding each the legal as well as unlawful information. For example:, civilians can use 

it for maintaining private documents even as the federal government may just use it for the 

security motives of the country. In this paper the author has mentioned a new technology 

called steganography that can be used for the securing and protecting the data from the 

unauthorized user that is used in cloud computing.  

The main aim of this paper is to present the new techniques and securing the valuable 

information from the unauthorized users accessing them that are stored in the cloud data 

storage centers.  
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[1] INTRODUCTION  

 The importance of Cloud Computing is increasing daily and it's getting a high 

concentration in industries as good as various other scientific communities. A gained 

knowledge with the aid of Gartner [1] viewed Cloud Computing the first among the prime ten 

most privileged applied sciences and has a better prospect in upcoming years by using the firms 

and the corporations. Cloud Computing allows for ubiquitous, flexible, on demand community 

access to a shared pool of configured computing resources (i.e.., storage, utility, server, 

community and services) that can be quickly provisioned and released with minimal 

management effort or service supplier interplay. Cloud Computing appears as a computational 

paradigm as good as a distribution structure and its predominant purpose is to furnish cozy, 

rapid, effortless information storage and web computing service, with all computing resources 

visualized as services and delivered over the web [1][2][3]. The cloud enhances collaboration, 

agility, scalability, availability, capacity to adapt to fluctuations in line with demand, speed up 

progress work, and provides capabilities for rate reduction through optimized and efficient 
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computing [4][5]. Cloud Computing combines numbers of computing concepts and technology 

corresponding to Service Oriented Architecture [SOA]. Virtualization and various other applied 

sciences with confidence over the web are offering online usual industry purposes through 

browsers to fulfill the customers need of computing resources, in the meantime their application 

as good as information are saved on the server [5]. In some points, Cloud Computing represents 

maturing of those on hand applied sciences and it’s an advertising and marketing term to show 

off the maturity and the services they presents [6]. Although there are such a large amount of 

benefits of adapting to Cloud Computing, there are additionally few massive barriers to 

embracement. Some of the significant barrier to adoption is protection as good, followed by 

means of issues regarding compliance, privacy and authorized works. Considering that cloud 

computing represents rather a recent computing mannequin, there's a high amount of 

uncertainty about how the arrangements are accomplished at all levels (e.g., community, host, 

software, and knowledge stages) that can be completed and how software and safety is moved 

to cloud computing which is its top main issue [9][10]. Security concern relates to areas such as 

the external data storage, lack of manipulate, dependency on the “public” web, multi-tenancy as 

well as integration with inner safety mechanism. When compared to average applied sciences, 

the cloud contains many distinct facets, equivalent to its having a massive scale and the case 

that resources which belongs to cloud vendors are thoroughly allotted, impartial and entirely 

virtualized. More than a few normal security aspects comparable to authentication, identity, and 

authorization are not wholly sufficient for cloud in their present structure [6]. Protection 

controls in Cloud Computing are, not much special than, security controls in an IT atmosphere. 

Cloud computing could gift exclusive variety of risks to a group than the traditional IT 

solutions and integrating protection mechanism into these solutions are most likely recognized 

as making them more rigorous [4]. Dragging touchy knowledge and vital purposes to public 

cloud atmosphere is of excellent trouble for those various establishments which might be 

relocating at the back of their information core’s networking constitution underneath their 

control. To alleviate these disorders, Cloud resolution supplier will have to be certain that 

buyers will nevertheless have the identical security and privateness controls over their utility 

and the services offered to consumers that their institution are secure and they are able to get 

their service degree agreements, that they may be able to approve compliance to auditors [7]. A 

danger is an abilities assault that may result in a misuse of data or assets, and the time period 

vulnerability refers back to the flaws in a system that makes it possible for an assault to be 

victorious. There are some surveys that focus on one provider mannequin, or they focus on 

listing cloud security problems often without distinguishing among vulnerabilities and threats.  

    One of the crucial customary disorders regarding protection within the cloud regardless of 

the colossal business and technical benefits of the cloud, is the safety and privacy concern has 

been probably the most important hurdles preventing its preferred adoption. Peculiarly for 

outsourced information offerings, the cloud owners distinctive manage over their information is 

eventually relinquished to the CSPs [11]. Hence, from the owner’s point of view, every time 

their outsourced information contains sensitive individual understanding, similar to economic 

and medical files, social network profiles, and it can now not be viewed as confidential as 

earlier. 

Threats that are new and distinct to cloud computing in respect of various protection and 

privacy considerations are as follows;  

• Outsourcing: customers may lose to manipulate their data. Suitable mechanisms are needed to 

restrict   cloud vendors from utilizing patron’s information in a method that has no longer been 

agreed upon previously.  

• Extensibility and Shared accountability: there is an alternate-off between extensibility and 

protection responsibility for patrons in specific delivery models.  

• Virtualization: There needs to be a strong mechanism that has strong isolation, mediated 

sharing and communications between digital machines. This might be achieved by using a 
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bendy access manipulate method to put into effect access policies that govern the control and 

sharing capabilities of VMs within a cloud host. 

Multi-tenancy: disorders like entry insurance policies, utility deployment, and data entry and 

safety must be taken under consideration to provide at ease multi-tenant environment.  

• Service level contract: The predominant goal is to construct a new layer and to create a 

negotiation mechanism for the contract between vendors and purchasers of offerings as good 

because the monitoring of its fulfillment at run-time.  

• Heterogeneity: specific cloud vendors will have one of a kind tactics to provide protection 

and privacy mechanisms, as a result producing integration challenges.  
 

[2] CHARACTERISTIC OF CLOUD COMPUTING 

The main characteristics and services inside the cloud mannequin make cloud computing an 

extraordinarily targeted and attractable infrastructure, which provides its purchasers a large 

array of functionalities and resources with the avoidance of capital expenditures.  

Some of the important characteristics of cloud computing are as follows; [12] 

a. On demand access: The consumer can demand and access any required resources at any 

point without any interaction of the cloud service provider. 

b. Broad Network access: Continuous connection of Internet is one of the important 

requirement of cloud computing. All the computing devices can be connected to any 

number of computing devices. 

c. Pool of resources: In cloud computing all the resource from multi-tenants can be 

brought together under one pool. Hence the required resources can be allotted to the 

consumer easily. 

d. Flexibility of services: As per the requirement and demand of the consumer all the 

services can be flexibly allocated and released. 

e. PAYGO (Pay as you Go): All the required and demanded resources by the consumer 

are charged according to their usage. Hence no resources are misused by any consumer. 

 

Three major types of services provided inside the cloud model are [1]:  

 

a. Cloud software application as a provider (SaaS) - The service provided to the client is to use 

the provider’s applications strolling on the cloud infrastructure.  

b. Cloud Platform as a provider (PaaS) - The services supplied to the purchaser is to install 

onto the cloud infrastructure purchaser-created or bought application using programming 

languages and tools supported with the aid of the provider. 

c. Cloud Infrastructure as a provider (IaaS) - The services offered to the consumer is to 

provision processing, storage, networks, and different fundamental computing assets where 

the patron is able to set up and run arbitrary application, which is able to comprise running 

methods and purposes.  

 

[3] CLOUD TYPES 

Following are the different types of clouds; 

 

a. Public Cloud- The cloud infrastructure is made available to most people or a tremendous 

industry team and is owned by using group selling cloud offerings.  

b. Private Cloud- The cloud infrastructure is operated completely for a single institution. It 

could be managed by means of the institution or a third party and may exist on premises. 
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c. Group Cloud- The cloud infrastructure is shared through a couple of corporations and 

supports a specific group that has normal issues (e.g., mission, safety specifications, policy, 

or compliance considerations).  

d. Hybrid Cloud- The cloud infrastructure is composition of two or more clouds (personal, 

group, or public) that remains precise entities however collectively by using standardized or 

proprietary science that makes it possible for information and application portability (e.g., 

cloud bursting for load balancing between clouds). Cloud computing offers its client’s 

unending performance and resources within a large kind of cloud environments. Probably 

the most attractive services supplied within cloud computing is cloud storage. Cloud storage 

enables consumers to store their knowledge on the cloud carrier supplier’s servers instead of 

storing their knowledge on their own servers. Having the potential to store information on 

the provider supplier’s servers enables customers to with no trouble entry their information 

from any geographical area the place the Cloud carrier provider’s network or Internet is 

obtainable. 

[4] LITERATURE REVIEW AND STEGANOGRAPHY 

Managing information-at-relaxation plays a vital function in cloud computing. The predominant 

drawback with information-at-leisure in cloud computing is lack of proper management; even 

an unauthorized user may have permission for entering the data in a shared environment. 

Nowadays the storage instruments are powered through encryption methodologies which hinder 

unauthorized access of information to share extents. If the encryption and decryption keys are 

accessible to malicious users encryption methodologies fails to furnish authorized access. An 

extra approach to furnish protection in information-at-relaxation is to cover data in the back of 

pixel, following the suggestion of stenography. This paper targets to provide a better protection 

by way of steganography. 

 

Literature Review 

   Image steganography and cloud computing safety area is one of the standard areas for 

researchers, many concrete and amazing research milestones are finished on this field. A few of 

positive works are as follow: 

 

G. Shaik Abdullah and B. Muthulakshmi [13], used the cryptography techniques to develop a 

durable model that adds a lot of challenges in distinguishing any hidden and encoded 

information. The main problem addressed was Data security and data storage, and security was 

applied by the cloud service provider. Garima Saini and Naveen Sharma developed the 

algorithms that are used for encrypting and hiding data within the audio file to provide 

maximum data security to the data using DSA and DES algorithms. The major problem 

addressed was data security and privacy and the security was applied for client’s data. 

Sugumaran [14], developed a symmetric layer that was inserted for encrypting the secure data 

using symmetric algorithm using the block based symmetric cryptography. The major focus 

was on the data security and privacy and the security was applied on the cloud customer site. 

Padmapriya [15], developed the classical substitution cipher same key used for encryption and 

decryption for data security and privacy using the technique of Inverse Caesar Cipher. In this 

model the security was applies on the cloud customer and cloud provider. Monikandan [16], 

described both the substitution and transportation methods of cryptography, using the classical 

encryption techniques developed for data security, privacy and authenticity. The security was 

placed on customer site only. 

 

Steganography 
     The word steganography virtually means that coated writing as derived from Greek. 

Steganography is that the art of concealing the existence of data among apparently innocuous 
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carriers. In broad sense, term Steganography is employed for concealing message among a 

picture. Steganography works by commutation bits of useless or unused in regular laptop (such 

as graphics, sound, text, or maybe floppy disks) with bits of various, invisible info. This hidden 

information will be plain text, cipher text or maybe pictures   

    Steganography is the art and science of human activity that hides the existence of the 

communication. In distinction to cryptography, wherever the "enemy” is allowed to find, 

intercept and modify messages while not having the ability to violate sure security premises 

warranted by a cryptosystem, the goal of steganography is to cover messages within different 

"harmless" messages in a very means that doesn't enable any "enemy" to even find that there's a 

second secret message gift.  

    This basic principle idea of stenographic systems is to communicate high confidential 

information or any message between the cloud and its consumer. There are variety of 

straightforward package tools been printed for e.g. concealing files within the least vital bits of 

digital pictures or for reworking PGP messages into files resembling pure random computer 

memory unit sequences 

     In steganography process, the data is hidden behind different images so that the information 

can be safe from the unauthorized users. Thus it can also be called as image steganography. It 

uses the cover image which is the main source for hiding the information and carrying it from 

one location to another. Once the message or the information is covered with the cover image, 

it will generate the new image which is called as stego image and which will be in the 

encrypted form. The stego image will look similar to the cover image, thus making confusion 

for the unauthorized users. To extract the information from the stego image, stego key will be 

generated. With every stego image its corresponding stego key will be generated. 

 

Following diagram shows the architecture of steganography. 

                               

[5] TYPES OF STEGANOGRAPHY 

Steganography techniques based on type of cover object used. Following are the different 

types of steganography [17]. 

 

a. Image Steganography: When image is taken as carrier for hiding secret information 

then it is called image Steganography. In this technique to hide the information we use 

pixel intensities.  
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b. Text Steganography: By altering certain characteristics of textual elements or by 

altering the text formatting we can achieve text Steganography. Text Steganography is 

not used often as it has very small amount of redundant data.  

c. Audio Steganography: In audio Steganography audio is taken as carrier for hiding the 

secret information. It is very significant medium and uses various formats such as 

MPEG, WAVE, and AVI etc. 
 

[6] APPLICATION OF STEGANOGRAPHY 

In the business world audio information concealment, video information concealment and 

text information concealment may be used as a secret statement or plans for a replacement 

invention. Audio information concealment may also be employed in company world. 

Information concealment in video and audio is of interest for the protection of proprietary 

digital media and to the government for system security and for covert communication. It may 

also be employed in rhetorical application for inserting hidden information in to audio files for 

the authentication of spoken words and alternative sounds and within the music business for the 

watching of the songs over broadcast radio. For catching corporations, causation associate 

degree authentic bedding letter with authorization signature and date, hand-written within the 

securities market, to authorize the shopping for or commercialism of stocks. 
 

 [7] CONCLUSION 

 

Steganography is the most recent headway and additionally an extremely decorated 

system of concealing the information in today's situation where the cloud is generally 

utilized by all clients and their information keep synchronized to the cloud practically 

unfailingly. Steganography application can be utilized on systems for information 

security without utilizing outsider obstruction. The cloud computing application can 

insert just constrained measures of information into pictures. In the future new 

developments can be done in the application there by improving the ability from a 

couple words to enormous information records by supplanting the steganography 

medium that is, pictures with sound or video documents. In this paper, author have 

proposed a technique, where information is encoded utilizing picture as an encryption 

key and to produce this encryption key from the picture, we utilized differential 

development calculation for the multi-level division. Results are contrasted and verified 

with other cryptographic techniques. 
 

REFERENCES  

[1] Gartner Inc Gartner identifies the Top 10 strategic technologies for 2011.Online. Available: 

http://www.gartner.com/it/page.jsp?id=1454221. Accessed: 15-Jul-2011  

[2] Zhao, Gansen, et al. "Cloud computing: A statistics aspect of users." IEEE International Conference 

on Cloud Computing. Springer Berlin Heidelberg, 2009. 

[3] Zhang, Shuai, et al. "Cloud computing research and development trend." Future Networks, 2010. 

ICFN'10. Second International Conference on. IEEE, 2010. 

[4] Jaatun, Martin Gilje, Gansen Zhao, and Chunming Rong, eds. Cloud Computing: First International 

Conference, CloudCom 2009, Beijing, China, December 1-4, 2009, Proceedings. Vol. 5931. 

Springer, 2009 

[5] Rajasekaran, V., and M. Suganya. "An Analysis of SPI Security Issues for Cloud Computing." 

Biometrics and Bioinformatics 5.12 (2013):425. 

 



International Journal of Computer Engineering and Applications, Volume XI, 

Issue VI, June 17, www.ijcea.com ISSN 2321-3469 

 

Saju Mathew and Dr. T. Anuradha  7 

[6] Li, Wenjuan, and Lingdi Ping. "Trust model to enhance security and interoperability of cloud 

environment." IEEE International Conference on Cloud Computing. Springer Berlin Heidelberg, 

2009. 

[7] Rittinghouse, John W., and James F. Ransome. Cloud computing: implementation, management, 

and security. CRC press, 2016. 

[8] Sugumaran, M., B. Bala Murugan, and D. Kamalraj. "An architecture for data security in cloud 

computing." Computing and Communication Technologies (WCCCT), 2014 World Congress on. 

IEEE, 2014. 

[9] Ew Approach to Hide Text in Images Using Steganography” in International Journal of advanced 

Research in Computer Science and software Engineering, ISSN: 2277 128X, Volume 3, Issue 4, 

April 2013 

[10] Rosado, David G., et al. "Security analysis in the migration to cloud environments." Future Internet 

4.2 (2012): 469-487. 

[11] Li, Ming, et al. "Toward privacy-assured and searchable cloud data storage services." IEEE 

Network 27.4 (2013): 56-62. 

[12] Saju Mathew, Dr. T. Anuradha, “E-Learning with Cloud Computing: A Next Generation 

Technological Learning”, International Research Journal of Computer Science (IRJCS), Issue 08, 

Volume 03, August 2016, ISSN: 2393-9842 

[13] G. Shaik Abdullah and B. Muthulakshmi, “Public Analyzing For Shared and Secure Information 

Storage in Cloud Using Steganography”, IJRIT International Journal of Research in Information 

Technology, Volume 2, Issue 11, November 2014, Pg. 82-90 

[14] Sugumaran, M., B. Bala Murugan, and D. Kamalraj. "An architecture for data security in cloud 

computing." Computing and Communication Technologies (WCCCT), 2014 World Congress on. 

IEEE, 2014 

[15] Praveenkumar, Padmapriya, et al. "Data puncturing in OFDM channel: A multicarrier stego." 

Information Technology Journal 13.12 (2014): 2037. 

[16] Arockiam, L., and S. Monikandan. "Data security and privacy in cloud storage using hybrid 

symmetric encryption algorithm." International Journal of Advanced Research in Computer and 

Communication Engineering 2.8 (2013): 3064-3070. 

[17] Shivani Kundra, Nishi Madaan, “A Comparative Study of Image Steganography Techniques”, 

International Journal of Science and Research (IJSR), Volume 3 Issue 4, April 2014, ISSN 

(Online): 2319-7064. 

 

 

 
 
 
 
  
 
 
 

 


