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ABSTRACT: 

 
The Internet has turned our existence upside down and has dramatically revolutionalized 
many different fields. Emails, social networking sites, surfing all have become a part and 
parcel of our lives. Emails are the fastest way to send information from one place to another. 
Whatever may be the work on the Internet, emails are involved everywhere. But, nowadays, 
emails are getting more prone to exploitation due to malicious attacks which include spam 
mails. Spam is flooding the whole internet with many copies of the same messages so as to 
force people who would not otherwise choose to receive such messages. So, in this study, 
Analyzing the performance of certain classifiers like Naive Bayes, Support Vector Machine, 
K-Nearest Neighbor and Decision Tree with the help of a dataset is done. These classifiers 
help in detecting spam emails with the help of keywords. Boosting grants power to these 
classifiers to improve their accuracy of prediction in most of the cases. Adaptive boosting also 
known as Adaboosting is used after the result of every classifier. This is implemented with the 
help of WEKA interface. The results have shown a comparison of all the three algorithms 
with boosting on the same dataset. 
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[1] INTRODUCTION 
 

E-Mail is an efficient method of communication because it saves a lot of time. This makes it 

as one of the feasible and efficient means of communication. E-mail offers a way for web users 

to simply transfer information globally. E-mail presents a super way to send these millions of 

commercials free of charge for the sender and the unlucky fact is that these days emails are 

appreciably exploited. Generally receiving an e-mail from unknown supply comprises of 

contents that are of no importance to the user. As a result, due to these e -mails, many people 
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are getting cluttered with all the unsolicited bulk e-mail also referred to as “spam” or 

“unsolicited mail”[3]. 

Spam often causes unwanted information or bulk information to get transmitted to the email 

accounts. Spam Mail could be set of electronic spam involving nearly identical messages sent 

to numerous recipients by email. Spam emails conjointly embrace malware as scripts or 

alternative executable file attachment. Spam is waste of time, storage space and communication 

bandwidth. If spam continues to increase, it will be unmanageable in the near future to handle 

such huge spam. 

Automatic e-mail filtering looks like to be the foremost effective methodology for countering 

spam at the moment and having a good competition between spammers and spam-filtering 

ways. In the past, most of the spam might be faithfully treated by the interference of e-mails 

coming from sure addresses or filtering out messages with sure subject lines. Spammers began 

to use many difficult ways to beat the filtering ways like victimization of random sender 

addresses and/or append random characters to the start or the tip of the message subject line. 

Spam emails vicinity unit is used for spreading a virus or malicious code, for fraud in banking, 

for phishing, for advertising and much more. 
 

To avoid spam mail or inappropriate emails, some powerful unsolicited mail filtering 

strategies are used. Machine learning approach has been widely studied and there are various 

algorithms which will be employed in e-mail filtering. It includes Naïve Bayes, Support Vector 

Machines, Decision tree, K-nearest neighbor. Also, improvements are made in the results of 

these classifiers using boosting techniques which gives good results.  
Adaptive Boosting is a machine learning meta-algorithm. It is used in conjunction with many 

other types of learning algorithms to improve their performance. The output of the learning is 

combined in the weighted sum that represents the final output of the boosted classifiers. It helps 

in tweaking the other classifiers used throughout in favor of those instances which are 

misclassified initially by the rest of the classifiers. When AdaBoost is used it treats other 

classifiers as weak ones, itself being out of the box. 

The remainder of this research paper is organized as follows: related work is reviewed in the 

subsequent section which gives us a short description of the methodology used. Section 3 gives 

a brief information about the classifiers. Section 4 is a prerequisite about the WEKA interface 

and its implementations. Thus, the results are given in Section 5 of the implementation on the 

dataset with the concluding part in Section 6. 
 
 
 

[2] RELATED WORK  
Many researchers have worked on the spam filtering techniques. Detection of spam has 

become the need of an hour. This is done with the help of different machine learning classifier 

techniques. This paper demonstrates the explication, details, and description of different spam 

classification techniques. 

The different classifiers under machine learning used in this paper are Naïve 

Bayesian(NB), SVM(Support Vector Machine), Decision tree, KNN(K-nearest neighbor). 

Boosting is also performed to increase the accuracy. Adaboosting, as mentioned earlier, is used 

to give better results in most of the cases. 

An attributed data set[4] is used which helps in the keyword detection and accordingly 

classifies it into spam. This is done with the help of WEKA interface. Boosting is applied with 

the same result. It increases the accuracy which further helps in concluding that which classifier 

is the best. 
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[3] CLASSIFICATION ALGORITHMS 

 
A. Naive Bayesian 

 
The Naive Bayesian (NB) classifier is a statistical classifier i.e frequency of each word 

is calculated as per its occurrence in the body of the email. Bayesian spam filtering could be a 

terribly powerful technique for managing spam. It is based on the concept of independent 

assumption between its predictors and it is a part of supervised learning. The Naive Bayesian 

classifier which is based on the Baye’s theorem is useful to detect spam with the help of the 

posterior probability. Email consists of two parts which are header and body. The NB classifier 

is mainly implemented on the body of the emails. Before applying NB classifier pre- processing 

of the corpus is required. This can be done by extracting the words through the extraction 

process[8].  
 

There are two different phases of email classification process in which the first phase is 

Training phase and the second is Classification phase. In the first Training Phase, each and 

every email is first individually categorized to a category (spam/ham). That is why HTML tags, 

stop words, special characters, articles, proverbs are removed. Next task is to calculate the 

frequency of words and then save it to the database for the selected category. In Classification 

Phase, newly arrived mail is first converted to lower case and then, stop words, HTML tags, 

 

special characters, articles, proverbs are removed. Extracts the keywords from emails and then 
calculate the probability of these words from the learning data set. If the spam probability is 

higher than the mail is spam otherwise, it is no spam/legitimate mail[09]l. Following is the 
Baye’s theorem,  

p (c/d)=p (c) * p (d/c) / p (d) 

 

In Bayes theorem, the posterior probability can be calculated by using likelihood, prior 

probability, and evidence. 
 

Posterior probability=likelihood*prior probability/Evidence 
 

 

B. SVM 
 

Many email services today provide spam filters that are able to classify emails into spam 

and non-spam email with high accuracy. In this, SVMs are used for building spam filter. 

Training a classifier to classify whether a given email is spam or non-spam. In particular, each 

email is converted into a feature vector [8]. 

Support vector machines (SVMs) are comparatively a new approach that has speedily 

gained popularity as it achieves correct results for a big variety of machine learning issues. 

Support Vector Machines is additionally a supervised learning technique for automatic pattern 

recognition. SVM learns from a training data set to a classifier that separates a group of positive 

samples from a group of negative samples by introducing the maximum margin between the 

two knowledge sets, with two totally different labels for each category[1]. 

Support vector machine algorithms divide the n-dimensional space into two regions 

employing a hyper plane. Support Vector Machines supports the thought of hyper-plane. A 

hyper-plane is one that separates collection of objects having completely different category 

memberships, the SVM modeling rule finds optimum hyper-plane with the peak margin to 

separate 2 categories. The margin is the longest distance between the samples of the 2 

categories and space is computed between the nearest instances of each category to the margin, 

that is known as supporting vectors. Rather than victimization linear hyper planes, several 
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implementations of those algorithms use kernel functions. These kernel functions cause non-

linear classification surfaces, like polynomial, radial or sigmoid surfaces. 
 
 

C. Decision Tree 
 

Decision tree learning is a method commonly used in data mining as well as machine 

learning. A tree is built using a list of features and values. For a given list of features, the 

information gain is calculated. The feature with the highest information gain is used as the root 

node. The branches of the root node are labeled with the values of the feature in the root node. 

This process is repeated until all examples are classified. The decision tree can be used for 

various classification problems. At each node of the tree, the algorithm chooses an attribute that 

can further split the samples into subsets. Each leaf node represents a classification or decision.  
The goal is to create a DT model and train the model so that it can predict the value of a 

target variable based on several input variables. Each interior node corresponds to one of the 

input variables; there are edges to children for each of the possible values of that input variable. 

Each leaf represents a value of the target variable given the values of the input variables 

represented by the path from the root to the leaf. A tree can be "learned" by splitting the source 

set into various subsets based on attribute value prefixed. This process is repeated on each 

derived subset in a recursive manner which is called as recursive partitioning. The recursion is 

completed when the subset at a node all has the same value of the target variable, or when 

splitting no longer adds value to the predictions [7][5]. 

 

D. K-Nearest Neighbor (KNN) 
 

KNN is an approach of searching for an arbitrary number of points closest to a given point. 

The K in the KNN algorithm is the nearest neighbor we wish to take a vote from. The choice of 

the parameter K is very crucial in this algorithm. The K-Nearest Neighbour algorithm is similar 

to that of the Nearest Neighbour algorithm with the only exception that it looks at the closest K 

instances to the unclassified instance. The class of the new instance is given by the class with 

the highest frequency of the K instances. Doing this is useful because then the influence of the 

anomalous instances is reduced. Choose K by trial and error method, for which optimal result is 

obtained. The proximity (the state of being near) is calculated by finding the Euclidean distance 

[10] as follows:  
 
 
 
 
 
 
 
 

 

For instance: Calculating the proximity of the user's mail from the dataset where k=10.So, from 

the majority of those 10 emails prediction is done whether a mail is spam or ham one. KNN 

gives a better accuracy than many algorithms, but it has a higher complexity as proximity from 

each mail is calculated [10]. 

 

[4] EMPIRICAL ANALYSIS 

 

Many of the researchers have been working on these techniques of how to avoid spam 

but the spammers have always had the upper hand. So, we have taken a dataset on the interface 

and after the result of one classifier on the dataset, we have applied the adaboosting technique. 
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A. Email dataset used  
Email dataset[4] used is taken from the UCI machine learning repository. Dataset is 

in the .arff format meaning attribute relation file format. In this work, we have taken a small 

dataset which acts as input to the WEKA interface for normal classifiers as well as boosting. 

Attributes are used so that it becomes easy to find the words when given an input to the 

interface. The dataset used is split in a random ratio on the WEAK interface where one part of 

the split ratio is used as a training dataset and the other part is used a testing dataset. 
 

B. Adaboosting 

 

Adaboosting, as mentioned earlier, is done with the help of the WEKA interface. In this, 

initially the dataset[4] is taken and four classifiers as mentioned in Section 3 are applied on the 

dataset. The result obtained from this is taken and boosting is applied with the same result. 

Thus, a more accurate result is obtained with the help of this meta-algorithm. 

 

[5] RESULT 

 

We summarize the performance result of the four machine learning methods in term of 

accuracy with and without boosting. Table 1 Summarize the results of the four classifiers by 

 

selecting the 58 features and 4601 instances. In terms of accuracy, we find that decision tree 

method is more accurate, with and without boosting. We find that the decision tree has 

maximum accuracy percentage among the four classifiers while the Naive Bayesian has low 

accuracy as compared to other classifiers. 

 

 

Algorithm Accuracy without boosting Accuracy with boosting 

Naïve Bayesian 77.97% 79.28% 

SVM 92.23% 93.85% 

KNN 88.55% 90.78% 

Decision Tree 92.87% 95.08% 

  
 

Table 1: Performance of four machine learning algorithms by selecting top 58 features 
 

[6] CONCLUSION 

 
In this paper, we have discussed 4 spam detection techniques that are used to classify the 

emails into the two different categories. We have also discussed the possible techniques to 

boost the efficiency and speed of these classifiers. 
 

In the used dataset [4], Decision tree performs best among all the classifiers. The thing to be 
noticed here is that efficiency of these machine learning classifiers differs according to its 
applications. Although the techniques used have many advantages, it certainly does come with 
some disadvantages. The Naïve Bayesian technique has comparatively less accuracy than the 
rest of the classifiers. The reason for less accuracy is that there is an independent assumption 
between its predictors but in the practical scenario, the dependencies exist. In the future, as it is 
an adaptable and scalable project we would continue our study to detect the threats found in 
emails. 
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