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ABSTRACT: 

 
Cloud Computing is a distributed architecture that centralizes server resources on a scalable 
platform so as to provide on demand computing resources and services Due to the 
unprecedented success of internet in last few years, computing resources is now more 
ubiquitously available. And it enabled the realization of a new computing concept called 
Cloud Computing. Cloud Computing environment requires the traditional service providers to 
have two different ways. These are infrastructure and service providers. Infrastructure 
providers manage cloud platforms and lease resources according to usage. Service providers 
rent resources from infrastructure providers to serve the end users. Cloud Computing has 
attracted the giant companies like Google, Microsoft, and Amazon and considered as a great 
influence in today’s Information Technology industry. This paper is basically suggested the 
basic idea of the secured-cloud-computing. In this paper, we are showing a future work for 
cloud’s security and few solutions for the issues of cloud security. This paper may provide the 
brief overview of the several techniques for the security of cloud data also with its limitations. 
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[1] INTRODUCTION 

Cloud Computing is a distributed architecture that centralizes server resources on a scalable 

platform so as to provide on demand computing resources and services Due to the 

unprecedented success of internet in last few years, computing resources is now more 

ubiquitously available. And it enabled the realization of a new computing concept called Cloud 

Computing. Cloud Computing environment requires the traditional service providers to have 

two different ways. These are infrastructure and service providers. Infrastructure providers 

manage cloud platforms and lease resources according to usage. Service providers rent 

resources from infrastructure providers to serve the end users. Cloud Computing has attracted 

the giant companies like Google, Microsoft, and Amazon and considered as a great influence in 

today’s Information Technology industry.  

Cloud computing is a way of leveraging the Internet to consume software or other IT services 

on demand. Users share processing power, storage space, bandwidth, memory, and software. 

With cloud computing, the resources are shared and so are the costs. Users can pay as they go 

and only use what they need at any given time, keeping cost to the user down. Cloud computing 

is very much a business model as well. Providers of cloud computing solutions, whether they 

are software, hardware, platform, or storage providers, deliver their offerings over the Internet. 

There are no shrink wrapped boxes containing discs or hardware for you to buy and set up 

yourself. Cloud providers typically charge monthly recurring fees based on your usage. 

Cloud computing, at its simplest, is a collection of computing software and services available 

from a decentralized network of servers. The term “cloud” has long been used as a metaphor for 

the Internet, and there are many popular services and Web sites which you may already be 

enjoying, without being aware that they are cloud-based. Social networking sites, Web-based 

email clients like Yahoo! and Gmail, Wikipedia and YouTube, and even peer-to-peer networks 

like Skype or Bit Torrent are all applications that run in the cloud. 

 

 

 

Figure: 1. Architecture and Uses of Cloud Computing. 

 



 

International Journal of Computer Engineering and Applications, 
Volume XI, Issue IX, September 17, www.ijcea.com ISSN 2321-3469 

 

Mohini Gour, Abhigyan Tiwari, Dr. Amit Shrivastava, Dr. Manish Manoria 28 

In other words, there is no one centralized location or organization that controls them, and 

nothing is required to utilize them besides a Web browser and an Internet connection. 

Enterprise cloud computing is cloud computing for the business world. Instead of purchasing 

and installing the physical infrastructure necessary to run software programs, a business instead 

consumes resources on a software-as-a-service basis. Running individual applications such as 

Microsoft, SAP, or Oracle will require hardware and an extensive infrastructure to support it: 

office space, power, networks, servers, storage, cooling, and bandwidth, not to mention the 

experts needed to install and run them. Cloud computing offers a streamlined, simplified 

solution to this complexity and the capital expenditure it necessitates.  

A simple example of cloud computing is Yahoo email, Gmail, or Hotmail etc. You don’t need 

software or a server to use them. All a consumer would need is just an internet connection and 

you can start sending emails. The server and email management software is all on the cloud 

(internet) and is totally managed by the cloud service provider Yeah, Google etc. The consumer 

gets to use the software alone and enjoy the benefits. The analogy is, 'If you need milk, would 

you buy a cow?' All the users or consumers need is to get the benefits of using the software or 

hardware of the computer like sending emails etc. 

 

[2] TYPES OF CLOUD PROVIDERS  

There are following types of services are provided  by the cloud providers:- 

 

2.1 Software as a Service (SaaS)  

SaaS is a model of software deployment where a provider delivers its software as a service to 

be used by customers on demand. Under the traditional SaaS model, an application resides at an 

offsite data centre where the service provider maintains data, servers and related hardware. 

End-users access the application remotely via an Internet browser. The SaaS model is 

predicated on a "one-to-many" or multi-client delivery model whereby an application is shared 

across clients, providing opportunities to customize the system to the needs of each customer. 

2.2 Platform as a Service (PAAS) 

PaaS delivers cloud-based application development tools in addition to services for testing, 

deploying, collaborating, hosting, and maintaining applications. It hides all the complexity of 

managing the underlying hardware, provides all the facilities required to support the complete 

lifecycle of building and deploying web applications and services entirely from the Internet. 

With PaaS, users can develop new applications or services in the cloud that do not depend on a 

specific platform to run, and can make them widely available to users through the Internet. The 

accessibility of  PaaS offerings enables any programmer to create enterprise-scale systems that 

integrate with other web services and databases. 

2.1.3 Infrastructure as a Service (IAAS) 

IaaS solutions provide users with physical or virtual resources that satisfy the requirements of 

the user applications in terms of CPU, memory, operating system and storage. Such Quality of 

Service (QoS) parameters are established through a Service Level Agreement (SLA) between 



SECURITY AFFAIRS OF CLOUD COMPUTING  

  

 

Mohini Gour, Abhigyan Tiwari, Dr. Amit Shrivastava, Dr. Manish Manoria 29 

the customer and the service provider. The end user has full controls over the virtualised 

computer instance, and can customise the instance accordingly. Unlike purchasing the physical 

servers,  IaaS is usually charged on a utility basis depending on the consumption of the 

resources. 

 

 

 

Figure: 2. Service Structure of Cloud Computing. 

 

 

[3] TYPES OF CLOUD 

3.1 Public Cloud 

Public clouds are owned and operated by a third-party cloud service provider, which deliver 

their computing resources like servers and storage over the Internet. Microsoft Azure is an 

example of a public cloud. With a public cloud, all hardware, software and other supporting 

infrastructure is owned and managed by the cloud provider. You access these services and 

manage your account using a web browser. 

3.2 Private Cloud 

A private cloud refers to cloud computing resources used exclusively by a single business or 

organisation. A private cloud can be physically located on the company’s on-site datacenter. 

Some companies also pay third-party service providers to host their private cloud. A private 

cloud is one in which the services and infrastructure are maintained on a private network. 

3.3 Hybrid Cloud 

Hybrid clouds combine public and private clouds, bound together by technology that allows 

data and applications to be shared between them. By allowing data and applications to move 

between private and public clouds, hybrid cloud gives businesses greater flexibility and more 

deployment options. 

 

[4] SECURITY IN CLOUD COMPUTING 

The cloud-computing have comes along with various opportunities and  issues at the same time. 

Among the issues, the security issue is taken to be the most complicated issues for the cloud-

computing within its path for achieving the success. The security issues for the cloud-



 

International Journal of Computer Engineering and Applications, 
Volume XI, Issue IX, September 17, www.ijcea.com ISSN 2321-3469 

 

Mohini Gour, Abhigyan Tiwari, Dr. Amit Shrivastava, Dr. Manish Manoria 30 

computing technique are little bit dynamic and huge. The data-security infrastructure for the 

cloud-computing networks has been suggested. In this major discussion were on the security 

challenges associated to the cloud-data-storage. Also few patents are the regarding the security 

techniques for data-storage. 

Four kinds of issues are there that are raises during discussing the security of the cloud that are 

described below: 

4.1. Data Security Issues 

when we talk about data storage in the cloud computing or on premise application deployment 

model, the sensitive data of every enterprise continues to reside within the enterprise boundary 

and is focus to its physical, logical and personnel security and access control guidelines. 

Though in Software-as-a-Service model or public cloud the enterprise data is stored outside the 

enterprise boundary, by the CSP. So as a result, the CSP must agree to implement additional 

security checks to ensure data security and need to prevent breaches because of security 

vulnerabilities in the application or through malicious employees. These all above concern 

issues require to use a strong encryption techniques for the protection of the data because the 

some traditional encryption which have been used since, are not as powerful as we need. The 

data protection needs to be implemented in order to secure data from the following 

uncertainties. 

4.2. Data locality issue 

 In the data storage model of cloud computing environment the user the applications provided 

by the service provider and process their data but in this scenario the user does not have any 

knowledge about where their data is being stored, in many situations this can be a legal issue. 

4.3. Data confidentiality issue 

Confidentiality is a set of rules or an agreement that bounds access or location restriction on 

certain types of information so in cloud data reside publically so Confidentiality refers to, 

customer's data and computation task are to be kept confidential from both cloud provider and 

other customers who is using the service. We must make sure that user's private or confidential 

information should not be accessed by anyone in the cloud computing system, including 

application, platform, CPU and physical memory. It is clear that user's confidential data is 

disclosed to service provider on the following situation only. 

4.4. Data availability issue 

when keeping data at remote location which is owned by others, data owner may face the 

problem of system failure of the service provider. And if cloud stops working, data will not be 

available as the data depends on single service provider. Threats to data availability are 

flooding attacks causes deny of service and Direct /Indirect (DOS) attack. Cloud computing is 

to provide on-demand service of different levels. If a certain service is no longer available or 

the quality of service cannot meet the Service Level Agreement (SLA), customers may lose 

faith in the cloud system. 

[5] KEY BENEFITS OF CLOUD COMPUTING 

5.1 Flexibility  
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Cloud computing allows universities to expand or contract computing power as required and 

allows "bursts" of computing power to be  utilised on an "on-demand" basis. This flexibility 

helps ensure resource-intensive processes will not slow down other business processes and 

computing services are always operating at optimal cost. 

5.2 Scalability  

 Cloud computing enables universities to quickly scale up their IT operations as provisioning of 

new computing resources and software applications can be delivered at a desired pace. 

Furthermore, constraints on pre-purchasing of resources to meet peak requirement in traditional 

IT no longer exist. 

5.3 Economics  

Traditional IT has multiple fixed and variable cost elements. In order to fulfill business 

requirements and sustain day-to-day business operations, universities must invest a large fixed 

amount for initial IT infrastructure establishment and continue to spend variably for software 

and hardware maintenance. By outsourcing IT functions to the cloud, universities can leverage 

the features of a lean IT structure to reduce the overall IT expenditures involved in software 

licensing, infrastructure development, on-going support and upgrades. 

5.4 Inherited Resiliency  

 Cloud computing removes single points of failure since the Internet is a highly resilient 

computing environment. Some competitive service providers also add extra functionalities to 

enhance resiliency. For example, the "Availability Zones" and "Elastic IP Address" features of 

Amazon.com EC2 allow multi-location of application software and dynamic IP address re-

mapping mechanism in an event of service interruption. 

5.5 Highly Automated 

Cloud computing services are maintained by dedicated IT professionals of cloud service 

providers. As a result, universities' IT staff no longer need to worry about complex details 

behind the delivered computing services, such as hardware maintenance, constant software 

update, etc. 

 

 [6] CONCLUSION 

One of the biggest security worries with the cloud computing model is the sharing of resources. 

The advancement of cloud computing is dramatically changing the horizon of information 

technology and ultimately turns the utility computing into a reality. However, it provides a 

large array of benefits, but many challenges in this domain, including automatic resource 

positioning, energy management, information security are only attracted the research 

community. There are still so many issues to be explored. Opportunities are enough in this 

arena for some groundbreaking contribution and bring significant development in the industry. 
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