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 ABSTRACT:  
 

Deduplication Cloud storage services is technique to reduce the amount of storage space an 

organization needs by saving just one copy of the data and pointing, commonly used to reduce the 

space and bandwidth requirements of services by eliminating redundant data and storing only a 

single copy of them. De-duplication is frequently effective when multiple users involve to use the 

same data to store on cloud storage, but it raises issues relating to security and ownership. 

However, many users are likely to encrypt their data before outsourcing them to the cloud storage 

to preserve privacy, but this hampers deduplication because of the randomization property of 

encryption. However, most of the times suffer from security flaws, since they do not consider the 

multiple changes in the ownership of outsourced data that occur frequently in a practical cloud 

storage service. In this paper, we propose a factious prose server-side de-duplication scheme for 

encrypted data This prevents data leakage not only to put an end to the validity or operation users 

though they previously owned that data, but also to true-but-curious cloud storage server. In 

addition, the proposed scheme guarantees data integrity against any tag inconsistency attack. 

Thus, security is enhanced in the proposed scheme. The efficiency analysis results demonstrate 

that the proposed scheme is almost as efficient as the previous schemes, while the additional 

computational overhead is negligible.  

Keywords: Deduplication Cloud storage services, Google Drive, eliminating redundant data and storing, 

Cloud storage, storage Management Technique, 

1.INTRODUCTION 

Cloud computing provides scalable, low-cost, and location-independent online services 

ranging from simple backup services to cloud storage infrastructures. The fast growth of data 
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volumes stored in the cloud storage has led to an increased demand for techniques for saving 

disk space and network bandwidth. To the reduce resource utilise, many cloud storage services, 

such as Dropbox [1], IClouds, amazon, and Google Drive [4], employ a deduplication 

technique, where the cloud server  

stores only a single copy of redundant data and provides links to the copy instead of storing 

other actual copies of that data, regardless of how many clients ask to store the data. The 

savings are significant [5] and reportedly, business applications can achieve disk and 

bandwidth savings of more than 90%. However, from a security perspective, the shared usage 

of users’ data raises a new challenge. 

As customers are concerned about their private data, they may encrypt their data before 

outsourcing in order to protect data privacy from unauthorized outside adversaries, as well as 

from the cloud service provider [7], [8],[9]. This is justified by current security trends and 

numerous industry regulations such as PCI DSS [10]. However, conventional encryption makes 

deduplication impossible for the following reason.  

Deduplication techniques take advantage of data similarity to identify the same data and reduce 

the storage space. In contrast, encryption algorithms randomize the encrypted files in order to 

make cipher text indistinguishable from theoretically random data. Encryptions of the same 

data by different users with different encryption keys results in different cipher texts, which 

makes it difficult for the cloud server to determine whether the plain data are the same and de-

duplicate them. Say a user Alice encrypts a file M under her secret key skA and stores its 

corresponding ciphertext CA. Bob would store CB, which is the encryptionof M under his secret 

key skB. Then, two issues arise: (1) how can the cloud server detect that the underlying file M 

is the same, and (2) even if it can detect this, how can it allow both parties to recover the stored 

data, based on their separate secret keys? 

Straightforward client side encryption that is secure against a chosen-plaintext attack with 

randomly cho-sen encryption keys prevents deduplication [11], [12]. One naive solution is to 

allow each client to encrypt the data with the public key of the cloud storage server. Then, the 

server is able to de-duplicate the identified data by decrypting it with its private key pair. 

However, this solution allows the cloud storage server to obtain the outsourced plain data, 

which may violate the privacy of the data if the cloud server cannot be fully trusted. 

1.1  CONTRIBUTION 
 

We propose a deduplication scheme over encrypted data. The proposed schemeonly makes 

sure that authorized access to the shared data, which is considered to be the most important 

challenge for mostly secure cloud storage services [22] in the environment where ownership 

changes accordingly. It is achieved by exploiting a group key management mechanism in each 

ownership group. As compared to the previous chromosomalschemes over encrypted data, the 

proposed scheme has the following advantages in terms of security and efficiency. 

1.2  ORGANIZATION 
 

The rest of the paper is organized as follows. In Section 3, the system architecture and security 

requirements are described. In Section 4, the cryptographic background is provided and the 
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general framework of deduplication over encrypted data is defined. In Section 5, we propose 

our scheme’s construction. We analyze the efficiency and security of the proposed scheme in 

Section 6 and 7, respectively. In Section 8, we conclude the paper. 

2. RELATED WORK 

In the former approach, most of the existing schemes have been proposed in order to perform 

a PoW process in an efficient and robust manner, since the hash of the file, which is treated as 

a “proof” for the entire file, is vulnerable to being leaked to outside adversaries because of its 

relatively small size. Whereas, in the latter approach, data privacy is the primary security 

requirement to protect against not only outside adversaries but also inside the cloud server. 

Thus, most of the schemes have been proposed to provide data encryption, while still benefiting 

from a de-duplication technique, by enabling data owners to share the encryption keys in the 

presence of the inside and outside adversaries. the encrypted data is given to a user, data access 

control can be additionally implemented by selective key distribution after the process. 

However, not much work has yet been done to address dynamic ownership management and 

its related security problem. 

2.1 DEDUPLICATION OVER UNENCRYPTED DATA 

when an attacker temporarily compromises a server and obtains the hash values for data in the 

cloud storage, he is able to download all these data. This is because only a small piece of 

information about the data, namely, its hash value, serves as not only an index of the data to 

locate information of the data among a huge number of files, but also a “proof” that anyone 

who knows the hash value owns the corresponding data. Therefore, any users who can obtain 

the short hash value for specific data are able to access all the data stored in the cloud storage. 

Harnik et al.[11] proposed a randomized threshold to avoid an attack on cloud storage services 

thatuse server-side data deduplication by stopping data deduplication. However, their method 

did not employ client-side data possession proofs to prevent hash manipulation attacks. 

Mulazzani et al. [22]demon-stated the hash manipulation attack and conducted a practical 

evaluation of such an attack in Dropbox, which is one of the biggest cloud storage providers. 

Specifically, the authors showed that spoofing the hash value of a file chunk added to the local 

Dropbox folder allows a malicious user to access files of other Dropbox users, given that the 

SHA-256 hash values of the file’s chunks are known to the attacker. 

To overcome these attacks, Halevi et al.[21] introduced and formalized the notion of proof-of-

ownership (PoW), where a user proves to a server that he holds a file using Merkle trees, rather 

than only a short hash value for it. Specifically, Halevi et al.’s scheme encodes a file using an 

erasure code that is resilient to the erasure of up to faction of the bits, and then, builds a Merkle 

tree over the encoded file. Then, a challenge-response protocol between the server and the 

client verifies the ownership. PoW is closely related to proof of retrievability and proof of data 

possession. However, proof of retrievability and data possession often use a pre-processing 

step that cannot be used in the data deduplication procedure. 

Additionally, all of the above deduplication schemes allow the cloud server to store the data in 

plaintext form and send plain data to users on receipt of request messages after the PoW 

procedure. Thus, the cloud server should be fully trusted by all the users in the systems, which 
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constitutes a the significant security threat in the pragmatic cloud storage services where the 

cloud server may learn every customer’s private information and maliciously exploit it. 

2.2 DEDUPLICATION OVER ENCRYPTED DATA 

In order to preserve data privacy against inside cloud server as well as outside adversaries, 

users may want their data encrypted. However, conventional encryption under different users’ 

keys makes crossuser deduplication impossible, since the cloud server would always see 

different ciphertexts, even if the data are the same, regardless of whether the encryption 

algorithm is deterministic. 

Convergent encryption, introduced by Douceur et al.[15], is a promising solution to this 

problem. In convergent encryption, a data owner derives an en-cryption key K H(M), where M 

is data or a file to be encrypted and H is a cryptographic hash function. Then, he computes the 

ciphertext C E(K; M) via ablock cipher E, deletes M, and keeps only K after uploading C to the 

cloud storage. If another user encrypts the same message, the same ciphertext C is produced 

since encryption is deterministic. Thus, on receipt of C from other users after the initial upload, 

the server does not store the file but instead updates meta-data to indicate it has an additional 

owner. If any legitimate owners request and download C later, they can decrypt it with K. 

1. DATA DEDUPLICATION ARCHITECTURE 
 

In this section, we describe the data deduplication architecture and define the security model. 

According to the granularity of deduplication, deduplication schemes are categorized into 

(coarse-grained) file-level or (fine-grained) blocklevel schemes. Since block-level 

deduplication can easily be deduced from file-level deduplication, we consider only file-

leveldeduplication for simplicity’s sake. Thus, a data copy refers to a whole file in this paper. 

 

 

Fig.1.shows the architecture of the data deduplication system, which consists of the following entities. 

 

3.1 SYSTEM DESCRIPTION AND ASSUMPTIONS 

1) Data owner: This is a client who owns data, and wishes to upload it into the cloud 

storage to save costs. A data owner encrypts the data and outsources it to the cloud 

storage with its index information, that is, a tag. If a data owner uploads data that do 

not already exist in the cloud storage, he is called an initial uploader; if the data already 

exist, called a subsequent uploader since this implies that other owners may have 

uploaded the same data previously, he is called a subsequent uploader. Hereafter, we 
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refer to a set of data owners who share the same data in the cloud storage as an 

ownership group. 

2) Cloud service provider: This is an entity that provides cloud storage services. It consists 

of a cloud server and cloud storage. The cloud server de-duplicates the outsourced data 

from users if necessary and stores the de-duplicated data in the cloud storage. The cloud 

server maintains ownership lists for stored data, which are composed of a tag for the 

stored data and the identities of its owners. The cloud server controls access to the stored 

data based on the ownership lists and manages (e.g., issues, revokes, and updates) group 

keys for each owner-ship group as a group key authority. The cloud server is assumed 

to be honest-but-curious. That is, it will honestly execute the assigned tasks in the 

system; however, it would like to learn as much information about the encrypted 

contents as possible. Thus, it should be deterred from accessing the plaintext of the 

encrypted data even if it is honest. 
 

 

 

 

 

3.2 THREAT MODEL AND SECURITY REQUIREMENTS 

1) Data privacy: Unauthorized users who cannot prove ownerships should not be able to 

decrypt the ciphertext stored in the cloud storage. Additionally, the cloud server is no 

longer fully trusted in the system. Thus, unauthorized access from the cloud server to 

the plaintext of the encrypted data in the cloud storage should be prevented. 

2) Data integrity: The deduplication algorithm should guarantee tag consistency against 

any poison attacks. That is, the deduplication algorithm should allow the valid owners 

to verify that the data downloaded from the cloud storage have not been altered. 

 

2. PROPOSED DEDUPLICATION SCHEME 

 

In this section, we propose a secure deduplication scheme for encrypted data that has dynamic 

owner-ship management capability. The proposed scheme is constructed based partially on a 

randomized conver-gent encryption scheme[20] in order to randomize the encrypted data, 

which renders the proposed scheme secure against the chosen-plaintext attack while still 

allowing deduplication over the data. The proposed scheme is further integrated into the re-

encryption protocol for owner revocation. The owner revocation is executed by re-encrypting 

the outsourced ciphertext and selectively distributing the re-encryption key to valid (that is, not 

revoked) owners by the cloud server. Fig. 2 shows the overview of the proposed scheme and 

its corresponding security goals. 

To handle dynamic ownership management, the cloud server must obtain the ownership list for 

each data, since otherwise revocation cannot take effect. This setting where the cloud server 

knows the own-ership list does not violate the security requirements, because it is allowed only 
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to re-encrypt the ciphertexts and can by no means obtain any information about the data 

encryption key of users. 

 

Fig. 2. KEK tree for ownership group key distribution 

 

 

 

 

4.1 KEY UPDATE 

When subsequent users upload data which is the same as the previously uploaded by the initial 

uploader, the corresponding ciphertext should be re-encrypted to prevent subsequent users 

from accessing the previous encrypted data in order to provide backward secrecy. In contrast, 

when users who have valid ownerships request the cloud server to delete or modify the data in 

the cloud storage, they should be revoked from the ownership list and deterred from accessing 

the data after data deletion or modification in order to provide forward secrecy. 

When multiple users upload or delete the same file at the same time, they are handled in a batch 

way. Specifically, the ownership list for the file is updated based on the ownership changes, 

and the correspond-ing ownership group key and ciphertext are updated once. Then, they are 

securely delivered following the proposed algorithms. We note that this can be handled 

straightforwardly without any security degradation. 

 

4.2 COMPARISON 

Table 1 shows the comparison results of the se-cure data deduplication schemes,that is 

convergent encryption (CE) [15], leakageresilient (LR) deduplication [19], and randomized 

convergent encryption (RCE) [20]in terms of the data deduplication overencrypted data, tag 

consistency, and dynamic owner-ship management. 
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TABLE 1 

Comparison of secure deduplication schemes 

 

 

Since all the schemes allow data owners to encrypt their data and enable deduplication over 

them, they can guarantee the data confidentiality or privacy against the cloud server and 

unauthorized outside adversaries. With regard to data integrity, convergent encryption cannot 

guarantee the integrity of de-duplicated data in the face of a poison attack, whereas the other 

schemes preserve it by adopting an additional mechanism that enables data owners to check 

the tag consistency of the received data. 

 

 

 

3. SIMULATION 

In this simulation, we measure the communication cost of the deduplication schemes. We 

consider the on-line cloud storage systems connected to the Internet. Almeroth et al.[23] 

demonstrated the group behavior in the Internet’s multicast backbone network (MBone). They 

showed that the number of users joining a multicast group follows a Poisson distribution with 

rate, and the membership duration time follows an exponential distribution with a mean 

duration 1=. Since each owner group of data or files can be seen as an independent network 

group, where the owners in the group share common outsourced data, we show the simulation 

results following this probabilistic behavior distribution [23]. 

We suppose that user join and leave events are independently and identically distributed in 

each ownership group following Poisson distribution. The ownership duration time for 

outsourced data (that is, from data upload time to deletion time) is assumed to follow an 

exponential distribution. We set the inter-upload time between users as 12 hours ( = 2) and the 

average ownership duration time as 10 days (1= = 10). 

 

5.1 IMPLEMENTATION 

Figs. 3 and 4 show the total communication costs that the cloud server incurs to send on data 

requests from owners in the secure deduplication schemes that support tag consistency (that is, 

LR[19] , RCE [20], and the proposed scheme) in a single ownership group during 100 days. In 

this simulation, we suppose the owners send data request messages immediately after 

ownership changes in the ownership group to measure the communication cost incurred by 
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dynamic ownership changes for a fair comparison with regard to the security perspective. The 

communication cost, which is measured in bytes, includes those of theciphertext and of 

rekeying messages for non-revoked owners. 

 

Fig. 3. Communication cost in LR, RCE, and the proposed scheme 

 

 

 

Fig. 4. Communication cost in RCE and the proposed scheme 

 

4. SECURITY 

In this section, we prove the security of the pro-posed scheme in terms of the security 

requirements discussed in Section 3.2, that is data privacy, data integrity, backward and 

forward secrecy, and collusion resistance. 

In our trust model, the cloud server is no longer fully trusted even if honest. Therefore, plain 

data should be kept secret from the cloud server as well as from unauthorized users who cannot 

prove ownership. 

In the deduplication scheme, data integrity may be threatened by a poison attack on tag 

consistency. Without loss of generality, we suppose an attacker and another user u have the 
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same data M. The attacker maliciously generates ciphertext C′ from M′(̸=M), and uploads it 

with a tag T generated from M initially. 

To provide collusion resistance, unauthorized users who have not valid ownerships of cloud 

data should not be able to decrypt them even if they collude. In the proposed scheme, in order 

to decrypt the ci-phertext and obtain the plain data, users should have knowledge of both the 

data encryption key L and the ownership group key GK. Even if some unauthorized users may 

be able to obtain the data encryption key9, it is impossible to have the ownership group key 

GK. This is because the KEK assignment for ownership group key distribution in the binary 

KEK tree is information theoretic, that is KEKs are assigned randomly and independently of 

each other. 

Whenever any ownership change occurs in an ownership group, the ownership group key is 

rekeyed immediately and the data are re-encrypted using the updated group key. Even if the 

unauthorized users collude with each other, they cannot obtain the current ownership groupkey, 

since none of the KEKs in their path keys in the KEK tree is used to encrypt and distribute the 

ownership group key. Therefore, the proposed scheme is secure against a collusion attack of 

the unauthorized users. 

 

5 RESULT 

 

PRIVATE CLOUD 

 

 

Fig 5: Screen shot of User File uploading 
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Fig 6: Screen shot of Users who are Registered 

 

Fig:7 Screen shot of Users who are Requested for Viewing Data Uploaded 

PUBLIC CLOUD 

 

 

Fig 8: Screen shot of  Files Uploaded by Users 

 

 

 

Fig 9: Screen shot of Files Downloaded 
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CONCLUSION 

This may happen when the unauthorized users have possessed the data at some time instance 

and stored the derived key encryption key K until the moment of request; or, they could receive 

it from the other colluders.encrypted data in cloud storage. In this study, we proposed a novel 

secure data deduplication scheme to enhance a fine-grained ownership management by 

exploiting the characteristic of the cloud data management system. The proposed scheme 

features a re-encryption technique that enables dynamic updates upon any ownership changes 

in the cloud storage. Whenever an ownership change occurs in the ownership group of 

outsourced data, the data are re-encrypted with an immediately updated ownership group key, 

which is securely delivered only to the valid owners. Thus, the proposed scheme enhances data 

privacy and confidentiality in cloud storage against any users who do not have valid ownership 

of the data, as well as against an honest-but-curious cloud server. Tag consistency is also 

guaranteed, while the scheme allows full advantage to be taken of efficient data deduplication 

over encrypted data. In terms of the communication cost, the proposed scheme is more efficient 

than the previous schemes, while in terms of the computation cost, taking additional 0:1 0:2 

ms compared to the RCE scheme, which is negligible in practice. Therefore, the proposed 

scheme achieves more secure and fine-grained ownership management in cloud storage for 

secure and efficient data deduplication. 
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