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ABSTRACT:   

 
The concept Internet of Things(IoT) is a major developmental area of interest in the 
computer, information science and communication technology. Since IoT is  used to the 
higher extent in soo many fields, using of IoT matters but the thing is how  secure IoT 
communication is, hence security will acquire great effect in the domain of IoT. IoT, features 
and its systemic structure, analyzes the security problem of IoT in each and every layer of IoT 
communication like perception layer ,network layer and an application layer in the system of 
IoT, It puts forward the construction of secure IoT using MQTT protocol, as it offers the 
corresponding secure strategies based on the existing problems in the field of IoT. Hence, 
presented ideas to form the consistent security system for IoT. Since IoT is broadly used in 
many fields. Therefore the secure communication of IoT construction must be concentrated 
using the corresponding secure strategies like MQTT. HTTP has been majorly used for data 
transfer. However, in the networks of IoT, this protocol causes a high overhead. To solve this 
issue, transfer protocols have been reviewed. When HTTP and MQTT has  observed and 
compared,  the performance of HTTP with that of MQTT is high and MQTT offers less 
overhead too. Hence, enhancements using MQTT has made to secure the IoT Network 
Technology for secure and better performance. 
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[1] INTRODUCTION  

         From recent years, with the development of computer science, communication 

technology and perception recognition technology, the network of things has made a 
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great advancement. The Uprising can find applications in many fields, from the earlier 

wireless sensor networks such as the military reconnaissance to the present intelligent 

transportation, smart grid, smart healthcare, smart agriculture, smart logistics and so 

on[1].  In future, the IoT will realize the interconnection between individuals and the 

expansion between things at any time and in any place, by which a lot of exposed 

information in public places will be transmitted through the network layer and 

application layer. However, if the information is lack of effective security measures, it 

is easy to be illegally eavesdropped or stolen or interfered which leads to pose for 

various new threats on the national infrastructure, social and personal information 

security which prevents the Computer Network technology development. As a result, it 

is an urgent task- to solve the information security problem in  IoT.  Researches on the 

security issues of IoT may obtain some progress by using some protocols like MQTT 

for IoT Applications[2].  

IoT has three characteristics:  

1. Comprehensive awareness 

2. Reliable transmission and  

3. Intelligent processing.  

IoT network structure is divided into perception layer, network layer and application 

layer, depending on the three basic characteristics above.  

 The perception layer, ties between physical world and the virtual world, and is a 

basis for IoT, whose main objective is to achieve reliable sensing.  

 The Network layer provides pervasive access, processing, storage,  information 

transmission. 

 The Application layer will analyze and process the received information to take 

the right decision and control the intelligent management, services and 

applications[1].   

[2]  LITERATURE SURVEY: 

 

Many approaches[2][4] are made which helps to understand the importance of 

security aspect in the layers of IoT and survey has done using several protocols like 

MQTT. 

The comparison also made to prove that MQTT is favorable to IoT applications 

than HTTP shown below in figure 1. HTTP have greater overhead in the field of IoT 

and can be overcome by using MQTT. 

HTTP is assumed to be applied in communication of IoT. It must transfer a large 

number of tiny packets. HTTP leads to higher Protocol overhead which causes serious 

problems, like large delays and consumption of more network resources.    

As HTTP is operated over the TCP/IP, reliable and effective communication is 

provided. Where as connections are established by TCP and will be released on every 

access, because the accessed data is transferred based on URL and IP address. During 

this communication more frequently establishment of connection and release of a 

connection, in IoT causes greater overhead and consumes more network resources.  
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  Figure 1: Overhead Comparison 

 

MQTT takes over such protocol overheads in HTTP. It describes sequences of MQTT 

in IoT communication. 

IoT applications must be sufficiently secured along with the handling of large amount 

of sensitive data. Many breaches based on security have been reported in IoT solutions, 

so developers must focus on security when designing and implementing such IoT 

solutions. 

Observations: 

MQTT have the following transfer modes based on required reliability:  

QoS0 : Non assured transmission of data, QoS1 : Assured transmission of data, and 

QoS2 :  Assured services on applications. 

 From the reliability point of view, Quality of Service-1 is similar to HTTP. 

 HTTP is a symmetric protocol, MQTT is an asymmetric for lightweight 

applications. 

 In most of the IoT communication, the non-intelligent distributed devices 

communicate with a server with intelligent ability, hence asymmetric 

communication is provided.  

 Because, MQTT is proved to be more suitable than HTTP.   

 MQTT consists of two message sets over the network connection, ‘Publish’ and 

‘Subscribe’. 

 

[3] RELATED WORK : 

 

IoT applications are often sold with old embedded operating systems and software’s. 

Later the purchasers also fails to change the default passwords on the smart devices  

or may fail to select high secure password sufficiently. To improve the security, IoT 

devices must be directly accessible all over the Internet, by the segmentation into its 

own network with the access restricted.   

Why the security is essential for Internet of Things? 
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In this digital and global market security is prominent day to day, in bank transfers, 

buying stuff’s using online payment or to access personal documents and other things 

over the internet.  

The concept of the IoT is to connect each and every object in order to make process 

highly efficient, comfortable. But on connecting devices like cars, homes, machines 

will expose lots of secret and sensitive data. There are many kinds of data, which are 

not exposed for the public but should be protected through the pillars of information 

security such as integrity, confidentiality and availability. So more and more data is 

collected daily and more devices residing around us face security issue which is more 

crucial and important in the field of data transmission. 

IoT Security Challenges/Limitations: 

 IoT devices will have limited computing power and memory capacity. 

 Hence, it is a great challenge to use complex cryptographic algorithms which 

needs more resources. 

 Another challenge is to update each and every device often and often. 

 The security critical things call for immediate security updates, and is difficult 

to roll out to all devices at a time.  

 The security must present while developing IoT applications because the 

acceptance depends on easy installation work and maintenance works. 

Objectives of IoT security using MQTT protocol: 

 Iot Security with MQTT is divided in several layers.  

 Every layer avoids different kind of attacks.  

 The main goal of this protocol is to provide lightweight and easy to use 

communication protocols for IoT. 

 The idea behind security is harder and no good mechanisms to embed non-

standard security and rather than building up of generally accepted standards.  

The following are the different levels covered briefly about IoT security 

considerations: 

Network Layer 

A physical secure network is the basic level for any communication between 

consumers and broker to provide trustworthy connection. This is suitable for 

gateway applications and are connected to devices on one side and with the 

broker on the other side. 

1. Transport Layer 
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Transport Level is the middle layer for transmission of data. 

In Transport Level the security goal is to provide confidentiality. 

TLS/SSL is used for transporting data encryption.  

It provides a security by authenticating the data both sender and receiver side  

by using the client certification authentication. 

2. Application Layer 

Application Level mainly deals with the database or storage repository. 

The MQTT provides a customer’s identification number and username or 

password credentials which helps to authenticate devices in the application 

level.  

Authorization and what each device must do in the hands of broker, and handles 

it. 

To use database/payload encryption in the application layer 

To make the transmitted data secure with high transport encryption. 

[4] SYSTEM MODEL: 

 

In the below Figure 2, the System architecture describes the MQTT protocol 

which is highly bandwidth-efficient and uses less battery power. 

 

 
    Figure 2: System Architecture 

 

The MQTT protocol uses a pub/sub type of architecture in contrast with 

HTTP protocol with its request/response consequence.  

Publish/Subscribe is an event-driven process which enables messages to be 

published to the clients. The central communication part is the MQTT broker, it is 

the in charge of dispatching messages between the senders and receivers. The 

client’s will publish a message to the broker, which includes a topic in the 

message. The topic is the information routing for MQTT broker. Each client who 

wants to receive messages will subscribe for a particular topic and then the broker 
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will share all the message’s with the related topic to the client. Hence, the clients no 

need to know each other, but only the communication takes place over a topic. 

Therefore, the above architecture enables more scalable overcomes without any 

dependencies among the data producers and data consumers. 

Proposed Algorithm 

• Step   1: Install Raspberry Operating System on the Pi board. 

• Step 2: Install MQTT related packages using several commands. 

• Step 3: Then establish IoT communication between the physical devices such as 

Raspberry Pi and Sensors like temperature sensor. 

The measured sensory data will be stored in the Raspberry storage which acts as 

a publisher. 

• Step 4: The MQTT has a broker called Mosquitto Server, which receives data  

and distributes to all  the subscriber's. 

• Step 5: The subscriber's are created like mobile phone ,laptop which are going 

to subscribe for a message with the server on a particular topic. 

• Step 6:  Once the subscriber subscribe for a topic, will be keep on receiving the 

messages for every trigger in the sensor values. 

• Step 7: Every data will be encrypted and decrypted with a key based security 

mechanism to establish security in IoT communication using MQTT, since 

MQTT undergo less overhead compared to other protocols. 

 

Securing Algorithm for an IoT Application: 

 

The Paillier cryptographic algorithm is an  asymmetric algorithm for the public 

key cryptography and it is a homomorphic cryptosystem. 

 

 

https://en.wikipedia.org/wiki/Asymmetric_algorithm
https://en.wikipedia.org/wiki/Public_key_cryptography
https://en.wikipedia.org/wiki/Public_key_cryptography
https://en.wikipedia.org/wiki/Homomorphic_encryption
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[5] RESULT 

 
 

Fig A.1: Subscriber-1 subscribing for temperature 
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The above fig A.1 represents Subscriber-1 subscribing for temperature. The below 

snapshot depicts the another subscriber subscribing for the topic automation and 

obtained the result of temperature details using a particular IP Address as shown in 

FigA. 2. 

 

 
 

Fig A.2 :  Subscriber-2 subscribing for temperature using Network IP Address 

The below Fig A.3 snapshot shows that the publisher publishing the topic message   to 

all the subscribers using the mosquitto server or broker. 

 

 
Fig A.3 : Publisher publishes the temperature for those who have subscribed 

The below Fig A.4 snap gives the view of encrypted data and how the data the topic 

message which has been published by publisher has sent to the receiver i.e., subscriber 

end through MQTT protocol also to all the subscribers using the mosquitto server or 

broker.  
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Fig A.4 : Encrypted sensor data and the original data received 

 

Fig A.5 : Experimental setup at the Publisher end 

The below Fig A.5  shows that the experimental setup for the proposed work which 

has sensor connected to the Arduino board, which consists of the code dumped in it 

for recording the temperature details and is transmitted to Raspberry pi, it receives 

through the receiver and use for further processing like distributing to all the 

subscribers, MQTT protocol has installed in Raspberry pi which acts as a publisher.  

` 
Fig A.6 : Encrypted data transferring at the network layer 

In this above fig A.6, shows the encrypted data transfer, the temperature values are 

transferred to the subscribers in this encrypted format at the network layer, which 

cannot be eavesdropped by the hackers. Along with this encrypted data the hash key 

has been generated using MD5 for the integrity  of the message transfer. 
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Fig A.9 :  Subscriber-2 receives the Temperature and humidity value in an Android device 

 

 [6] CONCLUSION 

Due to the rapid development of the IoT in the recent years, using IoT is not only 

an important aspect but ‘how secure IoT is’ is very much important Hence, 

construction layers are analyzed and enhancements has made to provide security 

using MQTT protocol which is meant for IoT applications. 

The proposed work, "Security Considerations For IoT Application Layers using 

MQTT" concentrates on Security in IoT applications among the layers which can 

eliminate different security problems in each and every layer of IoT. HTTP has 

been used widely for data transfer. Whereas, in the networks of IoT, HTTP offers 

greater overhead. To solve this issue, other related transfer protocols have been 

analyzed. When the HTTP and MQTT protocols have been observed and compared,  

the performance of HTTP with that of MQTT is less and  offers greater overhead 

too. Hence, enhancements using MQTT has made to secure the IoT Network 

Technology for secure and better performance along with the security constrained 

methodologies. Since IoT is growing faster in the recent world, there is a need for 

securing the network technology using preferable protocols because security cannot 

be provided for individual devices since IoT devices have less computing power 

and low memory capacity. Therefore, MQTT has been taken great privilege in 

providing security among IoT communication. 
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