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ABSTRACT:   

 
Software Engineering is a profession to provide high quality software to the customers. It is a 
systematic approach to analysis, design, implementation, maintenance and re engineering of 
software. But there are many risks involved in creating high quality software. Risks have no 
exact values. They are based upon uncertainties. There is indeed a long list of evil things that 
is depressing software projects from a long time period. In order to successfully manage 
software projects, we must learn to identify, analyze and control software risks. Although 
controlling risks have a cost, but if the risks are not addressed and does indeed bite us. But 
there is no magic solution to overcome these risks. In this paper we are most concerned about 
the study of risk factors by having strong knowledge of software engineering and management 
practices. 
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[1] INTRODUCTION  

Software project management is necessary to develop a high quality software product. 

Software project management involves the activities of planning, organizing, directing, 

monitoring and controlling. We are concerned with the risk factors which will affect the 

management activities and the developing project will not proceed according to the plan. The 

term “Risk” is a problem which can threaten the success of the software project. But we often 

assume that everything will go exactly, it is planned. [1] The bitter fact about software 

engineering is that we can never predict the surprises so when the unexpected things happen, 
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they throw the project off track. To reduce the chances of failure, there is need to analyze all 

the factors which can harm the development of the project. Risk analysis involves the three 

activities: Risk Identification, Risk Estimation, and Risk Evaluation. Risk Identification 

consists of a list of all the risks factors that can have adverse effect on the success of the project. 

Risk Estimation consists of finding out the likelihood and impact of each risk factor. Risk 

Evaluation advises to provide ranking to the risks and determine risk aversion strategies. For 

effective risk analysis, the project team should be encouraged to identify all the risks as early 

as possible. We need to assess the unique importance of each risk. Some factors may cause 

very high risks and might not be ignored and some factors may cause very low risk and can be 

just avoided. The probability of risk occurring is known as Risk likelihood. If risk occurs, its 

effect on the project in the form of a problem will be known as Risk Impact. Finally the 

importance of the risk is known as Risk Exposure. [2].The relationship between risk likelihood 

and risk impact can be expressed in terms of the following equation. 

Risk Exposure = Risk Likelihood X Risk Impact  (1) 

 

 

[2] RISK MANAGEMENT 

Risk management is primarily concerned with the process of development of software 

and it is very less concerned with the final product. Risk Management process can be divided 

into 4 parts. Risk management includes the following activities: 

 

Fig. 1. Various Risk Management Activities 

 

 [3] SURVEY OF RISK FACTORS WHICH AFFECT THE SOFTWARE 

PROJECT DEVELOPMENT 
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Risks in software industry were not addressed until Boehm [2] proposed approaches for 

software risk management. Unanticipated problems frequently cause major problems to 

projects, such as cost overruns, schedule delays, quality problems and missing functionality 

[3]. Boehm provides a list of 10 risk factors [2], which are: 

• Personal Shortfalls 

• Unrealistic time & cost estimates 

• Developing the wrong software functions 

• Developing the wrong user interface 

• Gold Plating 

• Late changes to requirements 

• Shortfalls in externally supplied components 

• Shortfalls in externally performed tasks 

• Real time performance shortfalls 

• Straining Computer Science Capabilities. 

In software engineering, Risk analysis is the process where all the risks are gathered and 

focus on them individually. At this stage irrelevant risks that are most likely not going to happen 

are put to the bottom of the list. Risks should be ranked with priority. The purpose of this 

activity is to achieve an outcome by evaluating all the risks and finding best possible solutions  

manage the risks. Normally risk is defined as a category such as “Low Risk”, “High 

Risk” or “very high”, “normal” [4]. 

 

Figure: 2. Software Risk Grid 
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Table 1. Details of various Software Risk Factors 

 

Risk Factor Level of 

Impact 

Description Reference 

1. Personal Shortfalls 

2. Unrealistic time & cost 

estimates 

3. Developing the wrong 

software  

4. functions 

5. Developing the wrong user 

interface 

6. Gold Plating 

7. Change  requirements 

8. Shortfalls in externally 

supplied components 

9. Shortfalls in externally 

performed tasks 

10. Realtime performance 

shortfalls 

Very 

High 

 Lack of qualified personnel,  Incorrect 

estimates of time and  budget, development 

functions which are wrongly  specified, 

difficult user interface, Adding unnecessary 

features, Uncontrolled and unpredictable 

functions and features, Poor quality of system 

components, Poor quality of tasks held 

outside  the  organization, Poor performance 

of resulting system, Lack of technical 

facilities leads the project failure. 

Boehm[2] 

1. Scheduling and timing risks 

2. System functionality risks 

3. Subcontracting risks 

4. Requirement management 

risks 

5. Resource usage and 

performance risks 

6. Personnel management 

risks 

Very 

High 

A new list of six risk dimensions which are 

better than Boehm’s original list of risks. 

Previous studies provide risk management 

deliberations but are very weak to explain the 

true impact of risk management. Few studies 

provide systematic models of risk 

management. 

Janne Ropponen 

and Kalle 

Lyytinen[5] 

 

1. Cost overruns 

2. Schedule delays 

3. Quality problems 

4. Missing functionality 

Very 

high 

New risk management is optimized called 

Riskit method. The main features of the 

method are its sound theoretical foundations 

and its focus on qualitative understanding of 

risks. 

Farahad 

Kyoomarsi 

et.al.[3] 

1. Complexity 

2. Work environment 

3. Deliverables 

4. Environmental 

5. Resources 

Very 

High to 

Very 

Low 

A new risk management Framework: ProRisk 

is applied to small and large projects which 

requires a detailed analysis of the 

organization and develop a complete set of 

risk factors. It is an open system which allows 

users to develop their own specialized 

models. A demonstration version of ProRisk 

is available online. 

Geoffrey G. Roy 

[6] 
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1. Time 

2. Cost 

Very 

High 

A cost effective framework for software 

process appraisal, specifically targeted at 

Indian software Small-to-Medium-sized 

Enterprises (SMEs). The framework 

explicitly focuses on organizations that have 

little or no experience in software process 

improvement (SPI) programs. The results of 

the study can be used by organizations to 

achieve the CMMI standards.  

A. M. Kalpana 

and A. E. 

Jeyakumar [7] 

1. Unreliable information 

2. Incomplete information 

3. Deliberate misinformation 

4. Misunderstanding 

5. Misunderstanding of 

relevance  

6. Imprecise information 

7. Weak implications 

8. Inaccurate mode 

9. Improper modeling 

10. Data uncertainties 

11. Risk contributor omissions 

12. Lack of knowledge 

High A new type of Artificial Intelligence software 

for risk analysis model is called Fuzzy Fault 

Tree (FFT). The FFT employs "Fuzzy 

Weibull" membership functions which have 

been demonstrated in a working prototype. 

FFT is designed to accomplish the following: 

1. Analysis cost 

2. Identify uncertainties  

3. Account for vagueness 

 

D. P. Weber [8] 

1. Time 

2. Cost 

Very 

high 

For better risk analysis data can be collected 

through questionnaires. RAD model can be 

used for risk analysis. Rapid application 

development is used to construct the software 

in efficient manner and mitigation steps each 

risks were defined. 

 

T. Abdullah et al. 

[9] 

 

  

[6] CONCLUSION 

Risk management provides the benefit to the software development industry by 

providing the success to the development organizations [10]. Tools are available to aid the 

management of various risks. K. Jeet et al. [11] propose a tool to manage software schedule 

overrun. Risk analysis provides the structured mechanism to administer the visibility of threats 

to project success. Software developers are concerned by sharing which risk factors does and 

which risk factors does not affect among multiple projects will help upcoming software projects 

to avoid reiterating the issues of the past. This paper discussed risks associated with software 

development projects. As researchers are working in the area of risk management and as more 

and more data is collected, the refined the models and techniques become. From the literature 

sourced to write this paper, we conclude that development teams with well designed schedules 

and realistic milestones will be more productive if they plan to handle all the risks in the initial 

stage of product development. 
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