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ABSTRACT: 

In the field of computer network, cryptography and steganography are the well-known features of 

security. Both the techniques, if used single handedly has feebleness. So, providing acceptable level 

of security is essential for data transmission. The paper proposes a hybrid mechanism that employs 

Advanced Encryption Standard scheme to encrypt data and an LSB Steganography algorithm to 

embed the data in a gray scale image and gives lossless compression form of the resultant image. 

Python is used to implement the proposed hybrid algorithm to create lossless image format. 

MATLAB is used to simulation results which show that it has good embedding capacity and security 

with a little decrease in PSNR value.  

Keywords: Advanced Encryption Standard Cryptography, Least Significant Bit Steganography, 

lossless compression 
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[I] INTRODUCTION: 

Day by day the data security is increasing as number of users is increasing and humongous data 

transfer is happening over the insecure internet as transfer media. So data scientists are innovating 

new data security methods which give better security and lesser time complexity of the algorithm. 

Generally cryptography and steganography are used to secure data. 

Cryptography is the method of changing the data in a cryptic way so that without decoding the data 

unauthorized users cannot read it. It can be implemented by using private key or public-private key. 

But it will raise suspicion as the data will not be meaningful after encryption. Though the mechanism 

gives high security, it increases processing time and in turn it makes the whole process costlier. 

Steganography is the method of hiding data in an innocuous media. There are many Steganography 

algorithms developed to communicate secret messages. Messages to be transmitted and media for 

hiding messages can be of the type text, image, audio and video. It is a weak security method 

compared to cryptography. If these two methods are combined then the shortfalls of these two 

methods can be cover. An efficient and effective solution is shown in Fig 1. In this type of hybrid 

security method, the message to be transmitted, will be encrypted and then will be concealed in a 

media using steganography method and then compressed using lossless compression method to get 

the Portable Network Graphics format. The stego object will be sent to the intended user through 

internet. Generally it will not create any suspicion. If any intruder gets the stego object, steganalysis 

is required to get the cipher data hidden in the stego object. Then cipher data has to be decoded using 

decryption methods to convert it to  a meaningful data which can be useful for the intruder. But this 

process will be time taking and so it will be a costly affair[1]. 

The objectives of the proposed hybrid method are:- 

1. Time for execution should be reduced 

2. Noise in stego object should be minimized 

3. Embedding capacity should be increased  

4. Robustness to be increased 

This paper is prepared in Six Sections. Section I provides the brief introduction to the topic, Section 

II contains some of the existing hybrid methods and their strengths and weaknesses in Figure 1. 

Section III explains the proposed hybrid method, Section IV handles the result and its analysis, 

Section V concludes the paper with the remarks on the proposed method. 

 

[2] REVIEW OF LITERATURE:  
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Figure 1: Table contains related papers details with their strengths and weaknesses 

In this proposal Advance Encryption Standard is used for the encryption of the secret message and 

Least significant bit method is used to hide the secret message.   

 

[3] PROPOSED METHOD: 

The proposed method, first user needs to create a key and inform all the other users from whom data 

will be received. The sender selects the image. If the image is a color image, then we need to convert 

it into gray scale. Now the secret message will be encrypted using Advance symmetric encryption 

method with the key published by the receiver. Then the encrypted secrete message will be hidden 

inside the gray scale image using the Least Significant Bit steganography method.  Lastly before 

sending the image through the internet sender compresses the image using discrete cosine 

transformation. The proposed method contains five main modules 

At the beginning, at receiver’s end 

1.  Key Generation Module 

2. Inform key to all senders 
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 At the sender’s end 

3. Encryption Module 

4. Steganography Module 

At the receiver’s end 

1. Steganalysis Module 

2. Decryption Module 

Encryption module 

In this proposal AES is selected as an encryption method. Here messages are fragmented into blocks 

of a fixed length, and each block is encrypted autonomously. 128 bits of blocks are used here. A 

sequence of 128 bits are used as input as well as output blocks. The Cipher Key for the AES algorithm 

is a sequence of 128, 192 or 256 bits.  

Each bit of the sequence is numbered as 0 to (block length -1). ‘i’ the index will be in one of the 

ranges  

0≤ i < 128, 0 ≤ i < 192 or 0 ≤ i < 256  

based on the block length. A byte is considered as basic unit in AES algorithm. Here sequence is 

represented as array of bytes. The bytes in the resulting array will be referred as an or a[n] where n is  

0 ≤ n < 16(Key length = 128 bits)  

 0 ≤ n < 24(Key length = 192 bits 

 0 ≤ n < 32(Key length = 256 bits) 

considering for all the above cases  

block length = 128 bits 

The concatenated values of its individual bit values (0 or 1) between braces in the order {b7, b6, b5, 

b4, b3, b2, b1, b0} are used here. These bytes are taken as finite field elements using a polynomial 

representation:  

 

The 128-bit input sequence i0, i1, i2, i3, i4, i5, i6, …….. gives the  bit ordering within bytes 
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So in general,  

an = {i8n, i8n+1, …, i8n+7} 

State, a two dimensional array of bytes is used internally. It consists of four rows of bytes, each 

containing Nb bytes, where Nb is the block length divided by 32. Each individual byte of state (s) 

has 2  indices, row number r in the range 0 ≤ r < 4 and its column number c in the range 0 ≤ c < Nb.  

So State(s) is represented as sr,c or s[r,c]. For this standard, Nb=4,  

i.e., 0 ≤ c < 4 

When we will start cyphering or de-cyphering,  the input array, in[], is copied to the State array:  

s[r, c] = in[r + 4c] for 0 ≤ r < 4  and 0 ≤ c < Nb, 

32-bit words are formed by 4 bytes in each column of State, where the row number r provides an 

index for the four bytes within each word. Hence the state is an one-dimensional array of 32 bit words 

(columns), w0...w3 

w0 = s0, 0 s1,0 s2,0 s3,0        w2 = s0,2 s1,2 s2,2 s3,2 

w1 = s0,1 s1,1 s2,1 s3,1        w3 = s0,3 s1,3 s2,3 s3,3 

Finite field elements can be added and multiplied in AES algorithm. The addition is performed with 

the XOR operation ie, modulo 2 and in the polynomial representation, multiplication in GF(28) 

corresponds with “the multiplication of polynomials modulo” an irreducible polynomial of degree 8. 

“A polynomial is irreducible if its only divisors are one and itself” - irreducible polynomial for AES 

is 

m (x) = x8 + x4 + x3 + x +1 

The modular reduction by m(x) ensures that the result will be a binary polynomial of degree less than 

8, and thus can be represented by a byte.  

Steganography module 

In this module the encrypted message is hidden in the Least Significant Bits of the gray scale image.  

Key generation  

Step 1 : generate the key 

 Step 2 : send the key to other senders 
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Encryption Module 

Step 1 : Select the message to be secretly hidden in an image 

Step 2 : encrypt the message with key using AES algorithm 

Steganography module 

Step 1 : Select the cover image 

Step 2 : Substitute the LSB of the image with the bits of the encrypted message 

Decryption Module 

Step 1 : select the stego Image 

Step 2 : separate the message by finding find the LSBs to get back the encrypted message 

Step 3 : decrypt the message with the key and AES algorithm 

[4] ANALYSIS OF RESULT: 

The following measures are used to analyze the image quality after applying the proposed method 

by selecting the given two images as cover image and “abcd123pqr456mpl123456” as secret 

message.  

a) Mean Square Error(MSE) 

The formula for calculating the MSE is as follows: 

MSE = 
1

𝑀∗ 𝑁
∑  𝑀

𝑚=1 ∑ [𝑥(𝑚, 𝑛) −  𝑦(𝑚, 𝑛)]2𝑁
𝑛=1  

If the MSE is high then the resultant image will be of poor quality 

b) Peak Signal-to-Noise Ratio (PSNR)  

The formula for calculating the PSNR is as follows: 

PSNR = 20 log10 [MAXPIX/RMSE] 

RMSE = √𝑀𝑆𝐸 

If the PSNR value is high then the quality of the resultant image is of good quality 

c) Structural Content(SC) 

The formula for calculating the SC is as follows: 

SC = 
∑    

 ∑ (𝑓(𝑢,𝑣))
2 

 

∑    ∑ (𝑓(𝑢,𝑣))
2 

 

 

If the SC value is high then the quality of the resultant image is of poor quality. 

d) Average Difference(AD) 

The formula for calculating the AD is as follows: 
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AD = 
𝑎𝑏𝑠(∑    ∑ (𝑓(𝑢,𝑣)−𝑓ˊ(𝑢,𝑣)) 

 )

𝑚∗𝑛
  where m,n are rows and columns of image matrix , 

𝑓(𝑢, 𝑣) is the original image and 𝑓ˊ(𝑢, 𝑣) is de-noised(filtered) image of the noisy 

image. 

If the AD value is low then the quality of the resultant image will be good. 

e)  Maximum Difference(MD) 

The formula for calculating the MD is as follows: 

MD = max (max(f(u,v) - fˊ(u,v))),  f(u,v) is the original image and fˊ(u,v) is the 

filtered image of the noisy image 

If the MD value is large then the quality of the resultant image will be poor. 

 

       
Image_1: Dog_original                Image_2:Bird_original 

 

    

 Image_3: Dog_hidden_msg               Image_4: Bird_ hidden_msg 

 

Original 

Images 

Size of original 

image 

Size of stego 

image 

MSE PNSR AD MD 

image_1 5.09KB 9.71KB 0.3144 53.1565 0.0022 10 

image_2 25.4 KB 36.9 KB 0.2677 53.8542 0.0013 7 

Figure 2: qualitative analysis of the stego image 
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From Figure 2, it is clear from the values of MSE and PNSR that the quality of the resultant image 

is reasonably good.  

[5] CONCLUSION: 

The proposed method holds good if the key size is not very large. Moreover the processing time 

will be more than the simple encryption method. But it is secure than the one layer of security 

enforced by applying only encryption method on the data. If the secret data is small then it has to 

be compressed and ECC should be used in place of AES. In that case it is required to check the 

processing time of the method as it is the vital parameter for the cost of processing. 
 

 

 REFERENCES: 

[1] V. Miller.(1986) Uses of elliptic curves in cryptography. In Advances in Cryptology, Crypto 85, 

Springer Verlag LNCS 218, 417-426.  

[2] N. Koblitz. (1986) Elliptic curve cryptosystems, Math. Comp., 48,  

[3] Karim S, Rahman MS (2011) A new approach for LSB based image steganography using secret 

key. In proceedings of 14th International conference on computer and information Technology, pp. 

286-291 

[4] Gupta S, Goyal A, Bhushan B (2012) Information hiding using least significant bit steganography 

and cryptography. In I.J. Modern Education and Computer Science 6: 27–34 

[5] Nivedhitha R, Meyyappan DT, and Phil M (2012) Image security using steganography and 

cryptographic techniques. In International Journal of Engineering Trends and Technology, Vol. 3, 

pp 366–371 

[6] Islam MR, Siddiqa A, Uddin MP (2014) An efficient filtering based approach improving LSB image 

steganography using status bit along with AES cryptography. In proceedings of 3rd International 

conference on informatics, Electronics & Vision, pp 1-6 

[7] Shingote PN, Syed A, Bhujbal PM (2014) Advanced security using cryptography and LSB matching 

steganography. International Journal of Computer and Electronics Research 3(2):52–55 

[8] Chaudhary D, Gupta S, Kumari M (2016) A novel hybrid security mechanism for data 

communication networks. International Journal of Information Privacy, Security and Integrity 

2(3):216–231 

    

 

 


