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ABSTRACT:   

 
Cloud Computing is a completely new-paradigm because of its low-cost, tremendous performance, 
on-demand access, authorization with many other wide range of luxurious features. The prosperity 
of cloud fetches not only opportunities to organizations, but also composed more convenience for 
people’s daily life. Based on a systematic literature review, this paper introduces the detailed 
analysis of cloud security issues and put forward the best-security key management approaches. 
We have identified many models of security, but in particular, we briefly present the most popular 
one techniques of Security by Key Management. In this paper, we aim at classifying and evaluating 
the security challenges, techniques and various algorithms used for cloud security. Our work 
provides initial experimental data of cloud attacks against a key network and shows that the 
network performance degrades dramatically only when several attack intensity approaches to the 
maximum. We have developed the evaluation of the techniques that have been applied to conserve 
the security of the existing data. Moreover, we then qualitatively analyze an internal comparison of 
an individual approach separately. To develop suitable security solutions for such environment, 
this paper give a comprehensive functionality-wise comparison study and key-mechanism based 
security-reachable methods from the outlook of the completion of security requirements. 

 
Keywords: Cloud Computing, Data Security, Key Management, Cloud Security Architecture, 
Cloud Challenges and Threats 

 

[1] INTRODUCTION  

Throughout the history of computer science, people had actually run the programs or 

applications from downloaded software on a physical computer or server in their own buildings 

because we didn’t have a facility of the internet [1]. Due to the technological constraints, only 
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sequential problems have been implemented at that particular time. It needed a lot of computer 

hardware and time-sharing problems. Many of the jobs remained idle, because of the slow 

processing power and the nature of underutilization. At that time, we thought computer servers are 

greatly under consumption, only 20% of the servers work effectively from the time. We are 

expecting that machines should be working all day and night and give 100% output speedily. But 

now in the age of virtualization, it shares the resources outside of the OS environment. It means 

every application has its own server and can be used at any time, but it consumes a part of that 

server box. It helps to divide the system resources between virtual machines. Recently, there has 

been an increased interest in the rapid growth of Big Data [2] [3] and Cloud Computing. It not 

only brings convenience to people’s daily life, but also great prospective to the ventures [4]. Now 

we live in the age of Big data, data is becoming double after every two years. From 2005 to 2020, 

it predicts that data has been increased from 130 Exabytes to 40,000 Exabytes which about 300 

times approximately. These types of data are produced from business informatics, Government, 

social networking sites, scientific research, various documents, audios, videos, a variety of picture 

clicks and all.  

No doubt, this cloud paradigm has so many charming features, but sometimes users feel 

hesitate to transfer their business sensitive data to the cloud because of its serious security issues. 

By managing cloud security risks, it needs to adopt effective security-based approaches for 

assessing and mitigating cloud security threats. Cloud service providers should be able to crack the 

difficulties and challenges which are facing by cloud users and to present a viable solution that 

eliminates these probable threats and vulnerabilities. This paper proposes various security 

solutions [5] by different approaches and techniques, which influence clients from the security 

burdens, by trusting the Third party [1]. The virtual machines and hypervisors used in cloud 

services may also have susceptibilities which can become a more serious problem in terms of 

multi-tenant environment, where a single virtual machine can destroy all users on the same 

physical server. The various security concerns and upcoming challenges are related to the cloud 

servers, credential management, tampering, integrity, confidentiality and data loss [6]. By 

analyzing these concerns, our contribution is well-addressed and surveying these potential privacy 

or trust hazards and offering a high security and trustworthy environment. 

 

[2] GRID AND CLOUD COMPUTING 

Grid Computing came out in early 1990’s as a high performance computing system, it can 

be thought of as a distributed system called “super virtual computer” which builds on many 

networked loosely coupled computers. It unites pool of servers, storage systems and network into 

a single large virtual system for resource sharing dynamically at run time. In reality, grid 

computing is the backbone and supporting environment for the cloud. With the amazing facility 

[29-32] of on-demand resource provisioning, cloud computing goes one-step further from the grid. 

This utility computing helps to meet the demands of millions of users because we just have to pay 

for what we use on shared servers. Cloud computing is empowered by virtualization technology, 

which maximizes the computing power by allowing one server to complete several tasks 

concurrently. Companies like Amazon web services, Microsoft Azure, IBM cloud, etc. provide 

both centralized and decentralized, allowing public access to their resources via web technologies. 
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Figure: 1. A General View of Secure Cloud 

Cloud Computing, as an emerging “computing as a utility” paradigm has opened up the new 

era of future computing and develops rapidly in both academia and industries due to its vital 

characteristics. It reshapes the way of purchasing infrastructure for the IT companies such as 

reducing capital expenditure (CapEx) and operational expenditure (OpEx) [7]. Mainly for the 

medium and small industries with restricted financial plans, they can easily enjoy scalable services 

on-demand and productive enrichments by utilizing these cloud-based services. Using cloud 

computing services, users can store their significant data on cloud servers without terror and have 

right to use their data wherever they can with service of internet without the worries of data 

leakage, system breakdowns, vulnerabilities, losing valuable data etc. Management of these 

security risks, it requires security accomplishing methods which involves both cloud service 

providers and customers that helps to fit the dynamic nature of clouds which are featured by on-

demand self service and rapid elasticity. In Figure-1, a generalize view of secure cloud which 

notifies how the cloud service providers and client can communicate securely with each other. 

This proposed survey has been well-organized together various approaches and utilizing 

them to achieve the mission of security and provides a complete view of storing and processing 

the data at different levels in the cloud. There are many ways of security-attaining approaches, 

but we reviewed one technique i.e. Security by Key Management. After reading a lot of research 

papers regarding this, we only observe the overall existing finest techniques which provide the 

best way of preserving security. All these security mechanisms and available techniques can store 

and secure the data from the beginning and transmitting to the cloud in encrypted form. This 

paper critically reviews these secure schemes and outlines using qualitative content analysis 

techniques. 

 

[2.1] Architecture 

Virtualization has changed the things tremendously, it helps to reduce the server 

maintenance overheads and provides a free mechanism of resource utilization based on 

computational demands. Virtualization is a major step towards cloud environment which is 

managed by system administrators and trusted authority agents. The technology provides broad 

network access using resource pooling, on demand self-service with rapid elasticity. It affects high 

availability, dynamically scalable, managed computing power and ease for capital investment.  

This cloud stack offers the services from the bottom layer to top layer, each layer represents one 

service model [14]. IaaS (Infrastructure as a service) is a layer in which computing resources are 
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aggregated and managed physically or virtually to end users. These users can deploy and run the 

software, operating systems and other abstracted hardware. This includes Amazon EC2 and 

Rackspace Cloud. PaaS (Platform as a Service) is a middle layer which allows customers to 

develop applications using API and configurable remotely running on cloud infrastructure. Google 

App Engine and Microsoft Azure gives environment for programming of software executions. 

SaaS (Software as a Service) locates in the top layer and offers applications that running on a 

cloud can deliver services such as enterprise resource planning (ERP) or accounting. Google Apps 

and Salesforce CRM are the service providers.  

However, these three models [8,9] make up the foundations of the cloud operations; it is 

converging to Anything-as-a-service (XaaS). These combinations of services can support anything 

or everything in the form of a wide range of services including large scale resources and specific 

requirements [10]. Each service model has its own advantages and implementations as 

demonstrated in Figure: 2, which complicate the development of security that raises new concerns. 

By complete understanding and clearly documented architecture of delivery models, we come up 

with various security concerns and upcoming threats and  

 

 
Figure: 2. An Architecture of Cloud Computing 

 

vulnerabilities [11, 12] which are addressed in different security models. This distributed 

environment proposes unique security challenges to maintain the security, integrity and 

confidentiality. Table-1 shows, analysis of security concerns, according to particular delivery level 

model that presents service providers, user-specific requirements and threats or vulnerabilities in 

applications, virtual or physical layer. 

 

[2.2] Preliminaries / Definitions: 

 Trusted third party: These are the responsible players which preserve the secure 

computational storage and network capabilities in the form of services to cloud customers. 



International Journal of Computer Engineering and Applications, 
Volume XI, Issue XII, Dec. 17, www.ijcea.com ISSN 2321-3469  

         Sakshi Chhabra and Ashutosh Kumar Singh  303 

These are certification authorities (CA) which uses cryptography and security measures 

during transmission of data to authenticate and verify the identity of the sender efficiently. 

 Data Outsourcing: Outsourcing means customers lose their control on their data and tasks 

physically called loss of control and this approach brings down both Capital Expenditure 

(CapEx) and Operational Expenditure (OpEx) to customers. Mainly, this problem has 

become the challenges of cloud insecurity. So to overcome by this, providers must be honest 

and gives secure computing and data storage with assurance. 

 

 

Table 1: Security Concerns & Threats Specifications for Delivery and Deployment Models in 

Cloud 

Levels Delivery Models Service 

Providers 

Users Security Concerns Threats & 

Vulnerabilities 

Application 

Service 

Level 

(Service-

on-

demand) 

SaaS (Business 

applications, 

Services &API) 

-Palerra 

- Okta 

- Proof Point 

- White hat 

Security 

- Qualys 

End-users can go 

for lightness of 

ASP (Application 

Service Provider) 

or ISV 

(Independent 

Software Vendor) 

- Service 

Availability 

- Audited data 

security controls 

- Secured & 

disaster-tolerant 

data centers 

- Device 

Authentication 

- Traffic flow 

Analysis 

- Session 

Hijacking 

- Interception 

- Exposure in 

network 

Virtual 

Level 

(Resources-

on-

demand) 

PaaS 

IaaS 

(Virtualized 

resources and 

Virtualization 

technology) 

-Salesforce 

- Long Jump 

- Open Shift 

- CloudBees 

- Engine Yard 

Developers to 

design, test and 

implement their 

software on a 

cloud 

infrastructure 

- Access control 

- Authentication 

- Compliance & 

Forensics audit 

- Impersonation 

- DDOS 

- Programming 

Flaws 

-Connection 

Flooding 

Physical 

Level 

(Physical 

assets-on-

demand) 

Hardware (Cloud 

Physical 

Infrastructure) 

-Bluelock 

- CSC 

-GoGrid 

-Openstack 

-Savvis 

Organization that 

owns 

infrastructure for 

managing data, 

runtime, 

middleware and 

OSs. 

- Hardware 

Security 

- Network 

Resources 

protection 

- Contractual 

obligations 

- Regulatory 

Compliance 

Requirements 

- Network 

Attacks 

- Hardware theft 

- Hardware 

Interruption 

- Natural 

disasters 

-DDOS attacks 

 

 Confidentiality: Confidentiality is fundamentally related to privacy, because it helps to keep 

something personal from unauthorized agents. In cloud, it refers to both: data confidentiality 

and computational confidentiality. Creating a trusty environment by applying services and 

privacy policies established in SLA, it is important for developing trust between clients and 

third party service providers. 

 Integrity: Integrity can be in two phases: data integrity which points out data should be 

honest and correctly stored, with no additions or deletions in real data. Computational 

integrity ensures to get reliable results without any distortions by malicious or unauthorized 

agents. Integrity also controls the physical network environment, maintaining rigorous 

authentication processes and detecting corruptness. 

 Availability: It ensures the availability of useful information only by authorized parties when 

needed if it is accessed by right people. The sensitive information has its own value when it 

is admittance by its right time. Because denying access to information is a very common 

attack nowadays as DDoS attack is refusing to access the data from the website. 
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 Data owners: This is a user who owns data files and wishes to outsource them to the 

external storage server (i.e., the public cloud). It is responsible for defining and enforcing an 

access policy on its own files by encrypting them under such an access policy. Furthermore, 

in order to make efficient utilization of the outsourced encrypted data files, the data owner 

also needs to finish/delegate the task of generating some searchable information for 

encrypted files. 

 Multi-tenancy: Cloud has adopted this facility from grid systems. It consists of multiple 

users that share the universal platform of VMMs, but each one accesses its own VM with 

intrinsic SLA, unlike security patterns and billing policies. Due to multiple tenants working 

on the same hardware, chances of leaking data are more, but virtualization technology tries 

to provide a boundary between each others. 

 

[2.3] Challenges for building a secure Cloud system design 

 Consumer’s loss of Control because it is accessed by cloud providers merely: Nowadays, 

hundreds or thousands of vulnerable privileged accounts have been hacked by unauthorized 

users on the network [13]. Making the security policies and access control rules, user identity 

management, enforcements are come under the handling of cloud service providers. So, 

clients/end user’s lose their control over data, applications, resources which are located with 

providers. When using such services, users must have consent upon “Terms of Service” which 

helps to protect user privacy. For minimizing this challenge, end-users have to know about 

these situational awareness terms- Monitoring: By enabling this, users and providers both can 

handle and act on attacks like infrastructure remapping, risk adaptable access control, remote 

attestations etc. Always utilize different clouds to store their data like “Don’t put all your eggs 

in one basket” because redundancy could increase the risk of exposures. 

 Hard to balance both risk and trust in the cloud: As we know, critical data is located in the 

cloud provider infrastructure and trusting in them arises risk alternatives. It is so hard to balance 

these two things: trust and risk. So, at the time of taking critical decisions authenticity is very 

important by both sides. By resolving these issues, create policy language for making the 

trustworthy environment. Likewise, it needs physical isolation between other communities; 

check the eligible policies by validation tools. In assessing the risks, certification provides 

consumers with additional assurance. 

 Different user’s running processes on the same physical servers: In web hosting service, multi-

tenancy is also an issue that poses a new challenge to defend user data against unauthorized 

access. Multiple tenants share a pool of resources which increases inflexibility because of its 

globalization storage. For minimizing these issues, CSP should try to increase the trust in terms 

of tenants or use SLAs to enforce the trusted behavior. CSP can also try to make strong 

isolation techniques between tenants and QOS should also be increased. 

 Cloud Standards are needed across developing organization to accomplish interoperability: 

Standards are needed across accelerating cloud’s successful adoption and solving the 

interoperability concern to increase the stability and security matters. Basically, these cloud 

stand needs to extend the developing nature of the enterprise and can deliver the materials with 

best practices within companies. This ITU-T’s Focus group has given standardized structural 

information for establishing more secure and reliable cloud. These standards are for many 

domains like Quality of Service, network architecture, metering and billing, resource 

provisioning, security, identity management and privacy policies [15, 16]. Figure-3 illustrates 

properly secure cloud architecture by testing the cloud environment with major measures based 

on performance, security and privacy.  
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Figure: 3. Cloud Security Architecture Model 

 

 Data Leakage problem can be accomplished by unauthorized agents from a computer or 

datacenter to the outside world: Intentionally or unintentionally transmission of unauthorized 

information to third party agents following some malicious activities. In the area of network 

sharing it is the concerned problem done by cloud parties and users has to suffer from sensitive 

information loss. For diminishing this, there are many techniques for solving this major 

challenge, but in [33] developed a model for evaluating the guilty agents using various data 

allocation strategies based on some probability criteria. There is one more technique, i.e. Data 

Leakage Prevention which helps a network administrator to control what type of data end user 

can relocate.  

 Maintaining an effective audit and fraud detection by forensics team: Still potential damage is 

staggering because every new day hackers are stealing the confidential data in terms of 

terabytes and selling it on the black market. This becomes a foremost fear, so cloud 

organizations should need to investigate the security violates and analyze audit logs across all 

cloud applications and sight in individual application. Here, forensics team can help us to travel 

to the scene of the crime to collect the evidence themselves and taking care of corporate cloud 

accounts. 

[3] SECURITY BY KEY MANAGEMENT 

While many enterprises are staring to take benefits of the cloud, but data security lingers a 

top alarm. We don’t share the key of our car with strangers just like we can’t allow outsiders to 

have access the encrypted keys. So, CSP upholds exclusive controls over the keys with any key 

management techniques. Protecting encryption keys with multiple layers of security or split the 

keys between multiple custodians to reduce internal threats. SafeNet KeySecure helps to lock up 

our secure data from unauthorized admittance. Figure-4, demonstrates the overview model of 
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cloud key administration. Table 2 defines the notations which we have used in this paper. Out of 

the variety of approaches and methods we only review the best one here as follows. 

 

 
Figure: 4. Cloud Key Management Model 

 

[3.1] Reliable group key management scheme – W-SESSION RELIABLE GROUP 

SCHEME [19]. 

The authors are proposing a reliable scheme for the group key management for broadcast 

encryption. It is a novel scheme in which only legitimate members can only recover the group key 

with the help of some short clue memos and member computations, even for the long-term sessions. 

The mechanism of w-session reliable group key organization is key updations when any rightful 

member joins or leaves their key group and key recovery processes. They assumed that session 

changed at that particular time when member-join or member-leave occasion occurs. Sometimes, 

the frequent rekeying processes may be too costly and as well time taking process. So, in this 

scheme they used forward and backward secrecy for strict access control to decrease the 

computational overheads. This scheme represents a tree-based-hierarchical structure from bottom-

up and uses their clue-message of session information. This session information holds the updated 

history of the precedent sessions of the key hierarchy. There is the universe of users µ= {us1, us2,…, 

usn} and i be an index to symbolize a session i € N. Assume GrM be the group manager and Gri € µ. 

Definition 1 (w-RGK Scheme): This algorithm is run by the following conditions: 1) Correctness. 

 € µ. 2) Reliability.  € Gri. 3) Forward/Backward & Group key mystery.  

 

Table 2: Description of Notations to be used in this paper 

Notation Definition 

µ Set of users. 

nb Size of key in bits 

 Node sk  in the tree key in session i 

PRFn  a pseudo random function that gives a result of size l on input M 
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of length j 

Mk an encrypted message M with key k. 

p|r concatenation of string p and r 

€ Belongs to 

PRF Pseudo random function 

C(R( )). C(x) and R(x) are the left and right halves of the output of 

random function (PRF). 

EeCr(d,k) and 

DeCr(d,k) 

Asymmetric Encryption and Decryption functions for data and 

key. 

SyM(d,k) and SyMd 

(d,k) 

Symmetric Encryption and Decryption functions for data and 

key. 

EcKusr, DcKusr The user’s public and private keys 

EKuCloud , DeKuCloud The user’s public and private keys of uCloud module 

Path(UusrID
1
CApp , 

UusrID
n
CApp )|| 

Hierarchical path form from 1 to n. 

RNDn Random Numbers 

GP2 Multiplication Abelian Group 

Rij Public Key Matrix of  i,j. 

sk Secret key 

(c1,c2) ciphertext 

 

Initially, they used a binary tree with various nodes and each node has a key Nk at an illustration of 

session i which is denoted by . Each group’s user is symbolized by a child and each member 

preserves their corresponding keys from the child node to the root of a tree. At the time of members 

joining or departation event, this scheme can handle automatically and update through the rekeying 

process with the one way pseudo random function (PRF). In the member-join function, new member 

allocates to an empty child node by the server and revise all the keys on the trail between the child 

nodes to the root node by using the PRF function. If usi is a newly joined member, then  got 

revised using the function . These values of nodes are updated from leaf 

nodes to upward on the way to the root node  ( = GKi) using the one-way PRF and calculate the 

new ones locally.  In the member-depart function, When any user usi leaves the key member group 

at session i-1 then the new key of node rj is produced as  = C(R( )). This scheme also facilitates 

the recovery of lost session keys, containing the group keys that have been revised throughout the 
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missing sessions. The member can get better recovery of the lost keys from child node to the root 

node using brute-force PRF with  computations in a reasonable time for each revised key. 

 

[3.2] A user-centric scheme for cloud data protection under key management [20]. 

Under the design of key management, it is the main challenge to protect the data by encrypting and 

decrypting the keys. A user-centric key scheme is proposed by the researchers for generating the 

secure and convenient mechanism to be developed and help the users who suffer from the leakage 

problem. They secured their model with QR code and 2D Barcode between text contents and images 

and it is supported by number of android phones and mobile applications. The size of QR code 

message can be up to 7089 characters and for the binary format it can up to 2953 bytes. This user-

centric cloud contains four main components: mobile phone, Enterprise access controller, public 

cloud and PC application. The mobile phone should be secured because it keeps the whole secret i.e. 

private key and user can upload their sensitive data without any risk. They never store their private 

key on cloud or PC’s or workstations, they only stored on user’s mobile devices in the form of 2D 

dimensional barcode images which can simply decrypted by users. They also have proposed three 

situations: Personal usage, Home surveillance and Enterprise. There is a unique username and 

password for access in cloud applications.  

 

 
 

In the phase of personal usage, regular files were protected by encryption and upload their files on 

cloud with unique identification. They used RSA algorithm and choose a random number RND2 for 

encryption by symmetric function. After this, user-centric cloud delivers the encrypted file and key 

jointly to get the digital signature with mashup of all these: 

 

SGNTRE2=DeCr (hsh(SyM(File, RND2) ||EeCr (RND2, EcKusr)), DeKuCloud), where hsh is a hash 

function.  

In the phase of home surveillance, it stores the video streaming in cloud with the help of IP camera. 

The IP camera application generates the QR code image by both public and private keys. After this, 

a random number is produced RND3 as encryption session key and then user-centric cloud come to a 

decision whether the RTSP connection can be established by symmetric encryption function. Thus, 

the digital signature should be: 

 

SGNTRE3= DeCr (EeCr (RND3, EcKusr) ||config, DeKuCloud) 

With this RND3, it decrypts the streaming frames and video can easily display to the users. 
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In the phase of Enterprise, they established a tree-like structure for basic data sharing with multiple 

levels. As we know, enterprise property is not a personal belongings and owner should be able to 

access the whole data by their private key and client’s public key. Thus, any path from top to 

bottom is searched by depth-first search, encrypted private keys, session key, digital signature 

SGNTRE4 , encrypted file, sharing mechanism to same level provided by the user-centric cloud.  

 

SGNTRE4= DeCr(hsh(Path(UusrID
1
CApp , UusrID

3
CApp )|| EeCr(DeK

2
usr , EcK

1
usr )|| EeCr(DeK

3
usr , 

EcK
2
usr )|| . . . ||EeCr( RND2, EcK

3
usr )|| EsCr(File, RND2)), DeKuCloud). 

They achieved security by the mobile device which is called the root of trust. If user’s mobile has 

been stolen then they can instantly delete their data or change the mobile device number as soon as 

possible. Therefore, personal, family and enterprise users can sense the protection level and store 

their sensitive data without any terror. 

 

[3.3] A scheme with Hyper-combined and Hyper-elliptic curve based approach [21]. 

A key management scheme in large-scale cloud storage systems based on these two 

approaches: Hyper-combined and Hyper-elliptic curve, which explains the large scale key 

issues and fixes the security threats and vulnerabilities. It detailed the concept of key 

distribution, key updating and key agreement, manages with public and private keys. They 

proposed their idea of combined public keys and encryption mechanisms with the 

assistance of identity and signature. This whole model composed of six algorithms: 

Initialize, key generation algorithm, public and private key encryption, decryption, identity 

and signature algorithm and attestation algorithm.  

1) Initialization algo: They created a Jacobian group on finite field Fnr and hyperelliptic curve HC: 

x2+g(y)x=f(y) on Fnr. An element S in JB (HC, Fnr) creates cyclic group GP1 with bilinear 

mapping GP1×GP1   GP2 and GP2 is multiplication abelian group.  
2) Public and Private key generation algo: The random sequence vector is generated by the line 

mapping (l1, l2,…, lj) and column permutation (c1, c2,…, cj) from public key factor matrix 

Pubky=Rpky= lcR =Rl1,c1 + Rl2,c2 +…+Rij,jj and scalar multiplication of JB(HC,Fnr) produces a 

private key sk=sRpky. 

3) Publickey Encryption algo (Encryptpublcky): Through the matrix vector and public key matrix, 

they selected a random number integer rnd to calculate the ciphertext i.e. c1=he (Rpky, nd) c2=nR0 

and c3=M XOR h(c1). Get ciphertext from C= (c1,c2) with identification of ID. 

4) Private key Decryption algo (Decryptprvtky): As user got ciphertext, then utilize their private key 

Rpky to calculate the decrypted variable n1=he(pky,c2): n1=he(pky,c2)=he(Rpky,rd). 

5) Private key encryption and signature algorithm (Encryptprvtky): With the help of plaintext, the user 

calculates the hash function and then selects a random integer rd. They calculate the signature 

variables S1=rdR0 and S2=rdhRpky + h.prvtky to arrange the signature S= (S1,S2). 

6) Public key decryption and attestation algorithm (Decryptpublcky): After signature with identity ID 

they can get the matrix vector and public key matrix. Then it recomputed the hash value of the 

information and verify them with e(S2,R0) and e(Rpky,m). If two are equal, then signature is valid 

and attestation has been done.  

These authors have also done with end-to-end secure key distribution with the help of various nodes. 

Node N sends the key establishing request to the next node N+1. Then, this upcoming node checks 

whether message is lawful or able to receive the request packets. Finally, update with key 
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establishing request packets based on the history of node collections. On the basis, various similar 

approaches are compared in Table-3. 

Table 3: Comparison of presented Techniques for Key Management Schemes 

 
Literature 

Reference 

Method Implementation 

View 

Computing 

Techniques 

Control Pros Cons 

Junbeom 

Hur et. al 

[2016][19] 

A reliable 

group key 

mechanism 

which 

allows 

authorized 

users can 

recover the 

secret using 

short hints. 

Used Crypto++, 

VMAC(AES)-64 

and self-healing 

key management 

scheme based on 

polynomial 

function 

Key 

updations 

with 

backward or 

forward 

secrecy, w-

session 

reliability 

Scalability, 

reliable, access 

control, 

performance 

for 

communication 

and 

computation 

overhead 

This proposed 

w-RGK 

scheme 

manages the 

key reliably 

for broadcast 

encryption 

None 

Yung-Wei 

Kao et. al 

[2013][20] 

A user-

centric key 

management 

for security 

of cloud 

service and 

upload their 

sensitive 

data. 

Employed with 

three scenarios: 

personal storage, 

home surveillance 

and enterprise 

storage 

Utilised 

RSA with 

private and 

public keys, 

2D Barcodes 

Key backup 

and data 

sharing 

This extends 

the capability 

of complex 

access control 

and users can 

feel free to 

store their 

sensitive data. 

Here users 

do not know 

the security 

level of 

cloud 

services 

Piotr K. 

Tysowski 

et. al 

[2013][17] 

A hybrid 

attribute 

technique 

re-

encryption 

based key 

management 

technique 

for secure 

and scalable 

mobile 

applications 

in cloud 

Executed with 

commercial 

platforms like 

Google Android 

mobile and the 

Google App 

Engine (GAE) 

with JCE classes 

are supported 

Proxy-based 

re-

encryption 

integrates 

with CP-

ABE. 

Scalability, 

accessability 

and key 

distribution 

It reduces the 

expenses of 

user 

revocation in 

a mobile user 

environment 

Needs to 

express how 

performance 

affects 

multiple 

users in 

mobile 

based 

applications. 

SONG 

Ningning 

et. al 

[2014][21] 

A hyper-

combined 

key based 

cloud 

storage key 

management 

scheme 

Based on open 

source secure 

socket layer 

(SSL) code 

library and 

hyperelliptic 

curve module. 

Introduces 

the idea of 

combined 

public key 

and 

encryption 

mechanism 

based on 

identity and 

signature 

Scalability, 

high efficiency 

and reliability 

Increases the 

performance 

in cloud 

storage key 

and fixes the 

security 

vulnerabilities 

of collusion 

attacks. 

No 

comparative 

results are 

shown to 

prove better 

with respect 

to other 

methods. 

 

[4] EVALUATION AND ANALYSIS 

The functionality-wise analysis of diverse cloud defense models presented here in terms of 

security requirements in Table: 4. These are the features that represents whether a particular 

security-achieving obligation is performed or not, in terms of “Yes” or “No” respectively whereas 

“-” represents that a particular requirement is not discussed. This comparison covers most of the 

probable security concerns by giving functions and techniques that are superior as much as 

necessary to deal with cloud security issues. 
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Table 4: Comparision of techniques countering Functionality-wise in Cloud 

 
References/ 

Functionalities 

Yung-

Wei 

Kao 

et. al. 

[20] 

Junbeom 

Hur et. 

al 

[19] 

Piotr K. 

Tysowski 

et.al. 

[17] 

SONG 

Ningning 

et.al. 

[21] 

Zaid 

Ameen 

et. al. 

[22] 

Wei 

Song 

et.al. 

[25] 

R. 

Dowsley 

et. al. 

[26] 

Hong 

Zhu 

et. al 

[28] 

A. J. 

Prakash 

et. al. 

[24] 

Data 

Confidentiality 

No Yes No No Yes Yes Yes No Yes 

Data Backup No Yes - No Yes Yes No Yes - 

Data Access 

Control 

Yes Yes Yes No No Yes - Yes No 

Data Storage No No Yes Yes No Yes Yes No Yes 

Data/Key 

Sharing 

Yes No Yes No No Yes Yes No Yes 

DDOS attack No No No Yes Yes Yes - Yes No 

Bandwidth No Yes No - Yes No Yes - Yes 

Cost No - Yes Yes Yes No Yes No Yes 

Availability No Yes No Yes - Yes No No Yes 

Sensitivity Yes No Yes No Yes Yes Yes Yes No 

Malicious 

Insiders 

- No No Yes Yes Yes No No No 

Scalability No Yes Yes Yes - Yes Yes No Yes 

Network 

Security 

Yes Yes No - Yes Yes Yes No No 

Performance No Yes Yes No Yes Yes Yes Yes No 

Reliability No Yes Yes Yes Yes Yes Yes Yes No 

Security Yes Yes No Yes Yes Yes Yes No Yes 

Identification 

and 

Authentication 

 

No 

 

- 

 

No 

 

Yes 

 

Yes 

 

- 

 

Yes 

 

Yes 

 

Yes 

Encryption Yes Yes Yes Yes Yes Yes Yes Yes Yes 

Authorization - No Yes No Yes No Yes Yes Yes 

Eavesdropping No - Yes - Yes - Yes No - 

 

A detailed comparison of the presented approaches in terms of the key mechanism theory and 

schemes used is provided in Table-5. In this, “ ” and “ ”symbols represent whether a particular 

security- defending requirement is satisfied or not, respectively. As it can be observed that 

majority of the presented techniques are satisfying the security-defending requirements, such as 

Confidentiality, Integrity and Availability. Another important observation is particular to the 

scalability and manner of key distribution by various approaches. These approaches may propagate 

the keys and selection of the cryptographic and key management algorithms. There are a diverse 

set of key types and certificates to considering for effectively utilized by achieving a desired level 

of security. We also observe that most of the presented key management techniques have 

successfully been able to minimize the requirement overheads despite of their inherent 

complexities. However, the higher data utility based approaches can never be truly safe in public 

clouds because they are susceptible to information disclosure by some insiders or the other 

hackers. 

 



BEYOND LIGHTNING: A SYSTEMATIC REVIEW OF INFORMATION SECURITY IN THE AGE OF 

CLOUD COMPUTING USING KEY MANAGEMENT 

               Sakshi Chhabra and Ashutosh Kumar Singh 312 

Table 5: Representing Key Mechanisms and Schemes used for Key Management based on various 

Security Components 

Work Key 

Mechanism 

Theory 

 

Description Scheme Used Scalability Confi

dentia

lity 

Integ

rity 

Availab

ility 

[SONG 

et. 

al.] [30] 

-  End-to- 

End Key 

Distribution 

- Key 

Initialization 

- Key 

Updating 

- Key 

Agreement 

- Key Matrix 

Based on the analysis 

of cloud 

storage system and 

security 

threats, it solves the 

large-scale 

key management and 

fix the 

vulnerabilities of 

collusion attacks. 

- Hyperelliptic 

curve crypto 

system 

- Hidden 

Mapping 

 

 

 

High 

 

 

 

 

 

 

 

 

 

[Zaid 

et. al.] 

[22] 

- Key 

Agreement 

- Key 

Generation 

- Key 

Selection 

- Key 

Updation 

- Key 

Biometric 

Preventing an 

unauthorized 

users to access the 

entity’s resources 

by applying 

authentication 

OTP and used in 

devices 

with limited 

computational 

power, such as mobile 

devices. 

- Cryptography 

- Strong key 

Authentication 

- Biometrically 

form 

 

 

 

Low 

 

 

 

 

 

 

 

 

 

[Wei 

Song 

et. al.] 

[25] 

- Re-

encryption 

Key 

Generation 

- Group Key 

Management 

Group key 

management algorithm 

and allow authorized 

users to decrypt and 

get the 

group key by their 

private key 

- Data Sharing 

- Authentication 

 

 

High 

 

 

 

 

 

 

 

 

 

 

 

 

[Rafael 

Dowsle

y et. 

al.] [26 

- Distribu-  

   tion Key 

Management 

- Key 

Recovery 

- Key 

Renewal 

This work defines how 

key 

manages during 

bootstrapping 

and runtime in cloud 

environment 

as well as recovery of 

key can be performed. 

- Trusted 

Adapter 

-  Key Splitting 

 

 

 

Moderate 

 

 

 

 

 

 

 

 

 

[Hong 

Zhu 

et. al.] 

[28] 

- Singleroot 

Key 

- Key 

Derivation 

- 

Hierarchical 

Key 

Assignment 

- Resource 

Key 

Generator 

Introduced a secure 

one-way 

hash algorithm to help 

users 

maintain their keys 

from 

different data providers 

and 

re-constructed the 

transform 

key generation 

procedure by 

his/her root key. 

- Identity-based 

Key 

Management 

-  Outsourcing 

decryption 

-  Attribute- 

based 

encryption 

 

 

 

Moderate 

 

 

 

 

 

 

 

 

 

[A.J. 

Prakas

h 

et. al.] 

[24] 

- Re-Keying 

- Predictive 

Keying 

The rekeying process 

is required 

to preserve forward 

and 

backward secrecy in 

dynamic 

network and helps to 

reduce 

the frequency of 

rekeying 

- Secure 

Multicasting 

- Rekeying 

Protocols 

 

 

 

High 
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   [6] CONCLUSION 

Throughout this paper, the authors have systematically studied the security-driven issues in 

cloud and we have tried to present an overview of best methods out for security by key 

management section that has been deployed and using in this new cloud paradigm. We have 

outlined the service models architecture, a number of challenges and solutions that we think are 

inherently connected to this cloud model. To contribute some effort to improve the security of 

cloud, we presented the feature-achieved evaluation and summarized the main best architectures 

that provide a high level of security. We believe this review will help in shaping the future 

research directions in the areas of cloud security. 

Further study is in progress to find out more methods of attaining the security components 

for strongly bind them and able to design more powerful algorithm. It will include quantification 

of the impact of more sophisticated attacks in mitigating DATA and CONTROL traffic attacks. 
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