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ABSTRACT:  

Security of multibiometric template is crucial as they contain information regarding multiple 

traits of the same user. Hence multibiometric template protection is the main focus of this work. 

Stored biometric template can be replaced by an imposter’s template to gain unauthorized access; 

a physical spoof can be created from the template to gain unauthorized access to the system and 

the stolen template can be replayed to the matcher to gain unauthorized access. Multibiometric 

based systems are more secure compare to the unimodal based system and this is one of the 

factors for its popularity. Fuzzy vault and fuzzy commitment are two well known schemes for 

template security. Fuzzy vault is a biometric cryptosystem that secure both the secret key and the 

biometric template by binding them within a cryptographic framework. In this paper we propose 

a template protection scheme based on feature level fusion using fuzzy vault .this work extracts 

feature points from two different biometric modalities namely fingerprint and iris. After the 

feature level fusion of these two modalities the feature sets are evaluated on a generated 

polynomial which is turn is derived from a randomly generated key. Finally some chaff points are 

added that do not lie on the polynomial to form a vault. Since the points lying on polynomial 

encode the complete information about the template and the secret key, concealing these points 

secure both the template and secret simultaneously. The main purpose of Embedding algorithm 

in the process of feature level fusion is to converting different biometric representation into a 

common representation space. 

Keywords: Multibiometric, Fuzzy Vault, Feature level Fusion, Embedding Algorithm, 

Template Protection, Iris, Fingerprint. 

 

mailto:2vkjha@bitmesra.ac.in


TEMPLATE PROTECTION SCHEME FOR MULTIBIOMETRIC SYSTEM USING FUZZY 

VAULT BASED ON FEATURE LEVEL FUSION 

 

 Sandip Kumar Singh Modak, Vijay Kumar Jha  2 

 

[I] INTRODUCTION 

Multibiometric system can be define as one that combine the outcome obtained from multiple 

biometric features for the purpose of identification. Unlike a unimodal biometric system that may 

result in non-universality a multimodal system uses multiple biometric modalities that can result in 

highly accurate and secure biometric identification system [1].compare to traditional biometric 

system, multibiometric based system [2] offer several advantages like higher security, user’s 

convenience, maximum accuracy and high performance.  Multibiometric system deals with the 

multiple templates for the same user corresponding to the different biometric sources. Template 

protection in a multibiometric system is a challenging task because the template cannot be easily 

revoked and reissued. Stored biometric template can be replaced by an imposter’s template to gain 

unauthorized access; a physical spoof can be created from the template to gain unauthorized access 

to the system and the stolen template can be replayed to the matcher to gain unauthorized access. 

Multibiometric based systems are more secure compare to the unimodal based system and this is 

one of the factors for its popularity. Fuzzy vault and fuzzy commitment are two well known 

schemes for template security [3].biometric cryptosystem can operate in one of three modes 

namely key release, key binding and key generation. In the key release mode the biometric 

template and the key are stored in separate entities and whenever the matching is successful the 

key is release. In the key binding mode both the key and template are bound within the 

cryptographic framework. Fuzzy vault and fuzzy commitment are comes under this mode. In the 

key generation mode, the key is derived directly from the biometric data and is not stored in the 

database [4].in this paper we propose template protection scheme for multibiometric system 

consisting of fingerprint and iris modalities using fuzzy fault based on feature level fusion. 

Biometric cryptosystem based on key binding (fuzzy vault, fuzzy commitment) modes are more 

secure than the key release based system, but it is very difficult to implement due to large intra-

classs variation in biometric data. In the case of fingerprint there may be lots of variation may 

occurs due to translation, rotation, nonlinear distortion, skin condition [5].  

The remainder of this paper is organise as follows. Section II discuses the related work proposed 

earlier in literature for multibiometric using fuzzy vault. Section III describes the feature level 

fusion technique. Section IV gives details about proposed work. Section V concludes the paper. 

[2] RELATED WORK 

Fuzzy vault construct is a biometric cryptosystem that secure both the secret key and the biometric 

template by binding them within a cryptographic framework [6].fuzzy vault framework thus utilize 

the goodness of both cryptography and biometric. In fuzzy vault framework, the secret key S is 

locked by G, where G is an unordered set from the biometric sample.a polynomial P is constructed 

by encoding the secret S.the polynomial is evaluated by all the elements of the unordered set G.a 

vault V is constructed by the union of unordered set G and chaff point set C which is not in G[7]. 

                   V=G ∪ C 

Let x denote a biometric template with r elements. The user select a key k, encoded it in the form 

of polynomial P of degree n and evaluate the polynomial P on all the elements in x.the points lying 

on P are hidden among a large number of random chaff point that do not lie on P and the union of 

genuine and chaff point sets constitute the helper data or vault V.in the absence of user biometric 



International Journal of Computer Engineering and Applications, 

Volume XII, Issue I, Jan. 18, www.ijcea.com ISSN 2321-3469 

 

Sandip Kumar Singh Modak, Vijay Kumar Jha    3 

data it is very hard to identify the genuine point in V and hence the template is secure. During 

authentication the user provide a biometric query denoted by x’.if x’ overlaps substantially with x, 

the user can identify many point on V that lie on the polynomial. On the other hand if x and x’ do 

not have sufficient overlap, it is very difficult to reconstruct the polynomial and the authentication 

is unsuccessful [8].  

 

   Fingerprint Vault Encoding 

 

    Fingerprint Vault Decoding 

Biometric template protection scheme using fuzzy vault based on feature level was first developed 

in [8].they uses fingerprint and iris as a biometric modalities and perform the feature level fusion to 

form the fuzzy vault.in this work fingerprint minutiae encoding was done according to[4],but a 

two-step novel technique was devised to encode the iriscodes. And finally feature level techniques 

called concatenation method are used to fuse the feature of fingerprint and iris. The author in [9] 

suggested a framework based on feature level fusion of three biometric traits namely fingerprint, 

iris and retina. The combination of three biometric modalities namely fingerprint, iris and retina are 

analysed by meenakshi in their series of works. They use grouping of retina and fingerprint in [10], 

fingerprint and iris in [11] and retina and iris in [12]. Brindha and Natarajan [13] proposed a multi-

biometric template security scheme based on fuzzy vault. They combined the feature of fingerprint 

and palmprint in their work.  

 

[3] FEATURE LEVEL FUSION       

 Feature level fusion plays an important role in the process of data fusion. Advantage of 

feature level fusion including derive the most discriminatory information from multiple feature sets 
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involve in fusion. Feature fusion is capable of deriving and gaining the most effective and least 

dimensional feature set that benefit the final decision [14].feature level fusion is consider more 

powerful and effective than the other level of fusion like score and decision level fusion. The main 

reason of its effectiveness is the feature set contains richer information about the input biometric 

data. Feature level fusion is expected to provide better recognition result. However score level 

fusion and decision level fusion are more popular in the literature and there is not much research 

on feature level fusion. The main difficulty in feature level fusion is cases where the features are 

not compatible.e.g eigen-coefficient of face and minutiae sets of fingerprints. The main goal of 

feature level fusion is to combine the feature set from different sources and combine them into a 

single one. Two popular feature leve fusion are: serial and parallel feature fusion. Serial feature 

fusion works by simply concatenating two or more feature vector into a single feature vector. 

Suppose first feature vector of p-dimension and second feature vector of q-dimension then the 

fused feature vector will be of (p+q) dimension. Parallel feature fusion on the other hand combine 

the two feature vector into a complex vector z=x+iy (i is imaginary) [15].the most successful 

feature level fusion method now a day is CCA (canonical correlation analysis) which uses the 

correlation between two set of feature to find two sets of transformation such that the transformed 

feature have maximum correlation across the two feature sets [16]. But CCA based feature fusion 

often suffer from the small sample size problem. The kernel trick (KCCA) is an effective way to 

solve the small size problem and non-linear problem [17]. 

 

[4] PROPOSED WORK 

In this paper we propose a template protection scheme using fuzzy vault based on feature level 

fusion of fingerprint and iris. Initially in the enrolment phase the feature sets of fingerprint and iris 

are stored in respective database.        

Fuzzy vault Encoding: the first step of vault construction is feature extraction from fingerprint 

and Iris. The following are the steps for feature extraction. 

A. Fingerprint Feature Extraction:  fingerprint pre-processing is the first step required to 

enhance the quality of image before feature extraction step. The main objective of pre-processing 

step is to reduce the noise which is produce during the capture of fingerprint image. Histogram 

equalization (HE) technique is used to enhance the image quality. HE flattens and stretches the 

dynamic range of the image histogram [18].the improve image after HE is shown in fig 1 which is 

used for feature extraction purpose.     

    

 Fig 1 a) input fingerprint image      b) Histogram Equalized Image 
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Haar Wavelet Transform: wavelet transform is a mathematical tool based on many layer 

function decomposition. Haar wavelets transform technique, one most popular amongst wavelets is 

applied for feature extraction from fingerprints. If f(x, y) represent an image signal its Haar 

wavelet Transform is equal to two 1D filter as shown below. 

 

 

From this image a single 1x60 feature vector is extracted by row wise serialization. This itself 

treated as extracted feature set of fingerprint. 
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     Vault Decoding 

 Iris Feature Extraction: 

Pre-processing of the Iris image is required before feature extraction.pre-processing comprises of 

Localization, Segmentation and Normalization. The localization and segmentation are performed 

by canny edge detection [19] and circular Hough transform [19] to detect the iris boundaries and 

reduce their radius and center.     

 

 

     Iris Localization, segmentation and normalization 

We apply Hough transform first for Iris /sclera boundary and then to Iris /pupil boundary for more 

accurate segmentation. The output of this step results in storing the radius and x, y parameters of 

inner and outer circles. The extracted iris region is fixed into rectangular block by remapping each 

point within the iris region to polar co-ordinate using rubber sheet model developed by daughman 

[19]. 

[5] EMBEDDING ALGORITHM: 

The embedding algorithm transform a biometric feature representation Xm into a new feature 

representation Zm, where Zm=€m(Xm) for all m=1,2,.....M 

The input representation X can be a real value feature vector, a binary string, or a point set. 

Whereas the output representation Z could be a binary string or a point set that could be secured 
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using fuzzy commitment or fuzzy vault. Fuzzy commitment is used if Z is a binary string, whereas 

a fuzzy vault is used if Z is a point sets [9]. 

 

 

Suppose Alice select the polynomial 𝑝(𝑥) = 𝑥2 − 3𝑥 + 1,where the co-efficient (1,-3,1) encode 

her secret key k.if her unorder set after feature level fusion is A={-1,-2,3,2},then she obtain the 

polynomial projection as {A,P(A)}={(-1,5),(-2,11),(3,1),(2,-1)}.now she add two chaff points 

C={(0,2),(1,0)} that do not lie on p,to find the final set R= {(-1,5),(-2,11),(3,1),(2,-

1),(0,2),(1,0)}and this R constitute a vault 

 

[6] FUZZY VAULT DECODING 

Now if Bob can separate at least 3 points from R that lie on P, he can  reconstruct P ,hence decode 

the secret representation as the polynomial co-efficient (1,-3,1).otherwise he will end up with 

incorrect p and he will not be able to access the key k. 

We try to unlock the vault with the query feature.we have N query feature pints (Q) 

,U1
*,U2

*,U3
*,........UN

* and the points to be used in polynomial reconstruction are found by 

comparing Ui
*,i=1,2,3.....N with the abscissa values of the vault V.if any Ui

*,i=1,2,3....N is equal to 

V ,the corresponding vault point (vl,wl) is added to the list of points to be used. We use langrage 

interpolation to construct the polynomial [20]. 

L={(v1,w1),(v2,w2),(v3,w3)........}  

The corresponding polynomial is  

P*(u) =
(𝑈−𝑉2)(𝑈−𝑉3)…….(𝑈−𝑉𝐷)

(𝑉1−𝑉2)(𝑉1−𝑉3)……(𝑉1−𝑉𝐷)
w1 + 

(𝑈−𝑉1)(𝑈−𝑉3)……(𝑈−𝑉𝐷)

(𝑉2−𝑉1)(𝑉2−𝑉3)……(𝑉2−𝑉𝐷)
w2+.................... 

                  ...................+
(𝑢−𝑉1)(𝑢−𝑉2)…….(𝑢−𝑉𝐷)

(𝑉𝐷+1−𝑉1)(𝑉𝐷+1−𝑉2)…..(𝑉𝐷+1−𝑉𝐷)
wD+1 

    

[7] CONCLUSION 

In this paper we propose a template protection scheme for multibiometric system using fuzzy vault 

based on feature level fusion.multibimetric system accumulate evidence from multiple user traits 

or more than one biometric trait of a user to recognise a person. Template security is essential to 

protect both the integrity of the biometric system and the privacy of the users. We have also 

proposed different embedding algorithm for transforming biometric representation. As we use 
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fuzzy vault as a template protection scheme, so before feature level fusion of fingerprint and iris  it 

is mandatory to convert these feature sets into a point-set feature. These point set are used for the 

construction of vault. We have shown that the multibiometric vault can secure template from 

multiple modalities like fingerprint and iris.we have also demonstration that the multibiometric 

vault provide better recognition performance as well as higher security compare to the 

unibiometric vault.fuzzy vault has been widely used for proving security and for that some chaff 

point which is not originally lie on genuine point are added to construct the vault.  
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