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 ABSTRACT  

  

Vitality sparing is the fundamental worry in MANETs to enhance lifetime of the network. Limits 

of MANETs hubs have been considered, to outline a secure geographic routing  with Data 

Compression. AODV is the reason  for  Secured  multi  hop  strong  path protocol(SMHSP). AODV 

alludes to Ad hoc on demand distance vector, a routing convention intended for remote and 

MANETs. Destination is reached by the route that it builds. The routing protocols of both unicast 

and multicast is supported by it. Communicate is limited in this process. Information is to be packed 

by utilizing Modified Lempel Ziv  Welch  (MLZW)  calculation,  to  make  the  routing secure.  The  

usage  is quicker  and restricted  measure  of information ought to be compacted along these lines 

enhancing the effectiveness, by utilizing the proposed calculation.  
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[1] INTRODUCTION  

 

In recent years, Mobile Adhoc Network(MANETs) has received  marvelous  attentions  due  to  

self-design,  self- maintenance, and cooperative environments. In MANET, all the nodes are mobile 

nodes and the topology will be changed rapidly. Here, the mobile devices such as PDAs and laptops 

are used to route the data packets. In MANETs, all the nodes are actively discovered  the topology 

and the message is transmitted  to the destination over multiple-hop. Usually, the endpoints and 

routers are indistinguishable  in MANETs. It uses the wireless channel and  asynchronous  data  
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transmission  through  the  multiple-hop. The vital characteristics of MANETs are lack of 

infrastructure, dynamic topology, multi-hop communication and distributed coordination among all 

the nodes.  

  

The end-nodes are enabling QoS such as end-to-end delay, packet-loss, throughput and 

secure data transmission. The potential deployment of MANETs exists in many scenarios, for 

example in situations where the infrastructure is not feasible such as disaster relief and cyclone, etc. 

The MANETs have potential of realizing a free, ubiquitous, and Omni directional communication.  

  

The wireless channels can be accessible for both legitimate users and malicious users. In such 

environment, there is no guarantee that a route between the two nodes will be free for the malicious 

users, which will not comply with the employed protocol. The malicious users will attempt to harm 

the network operations. The primary focus of this work is to provide secure data transmission 

between the mobile nodes.  

  

[2] METHODS TO PROVIDE SECURITY IN MANETs  

  

A.  Encryption  methodology  for  secure  communication  in MANETs  

  

Ditipriya Sinha and Uma Bhattacharya and Rituparna Chaki et. al. proposed a secure encryption  

strategy using Chinese Remainder Theorem for shielding data from unauthorized access. The paper 

also includes a comparison of proposed method with existing methods. MANETs are well known for 

their  flexibility  and  ease  of  communication.  The communication is purely based on trust, without 

any need of authentication.  This often  leads to insecure communication, causing information 

tampering. The traditional means of security are not sufficient  to safeguard against the inherent 

dangers of MANETs. Researchers around the world are working in this issue. The preferred mode 

of securing data is through encryption. The process of encryption however is complex enough to 

increase the computational overhead. This paper  proposes  a  new  security  scheme  in  MANETs.  

This paper uses combination of RSA and CRT schemes for key generation, encryption and 

decryption of data. In this paper encryption  is done  using  RSA  scheme.  On  the other  hand 

encrypted data is decrypted with  the help of CRT scheme. Computational complexity of CRT is less 

than RSA modular exponentiation scheme. For this reason CRT scheme is used in this proposed 

scheme.  

  

  

 Detection  of secure routes is another goal of this proposed work. For secure route detection this 

paper  creates  safety key.  This safety key is divided into n pieces in such a way that safety key is 

easily reconstruct from any k pieces. These pieces are shared among n different routes to detect 

whether the routes are secure or not. Secure paths are detected with the help of Shamir’s secret 

sharing using Lagrange’s Interpolation scheme. This algorithm combines the concepts of RSA, CRT 

and Shamir’s secret  sharing. These combinations provide secure environment in MANETs. This 

involves routing of packets in a confidential manner. Much work has been done in this area, most 

of the researchers have considered  RSA  algorithm  for  key encryption.  The  use  of RSA has 

however increased the overload on the network.  

This paper proposes the use of Chinese Remainder theorem along with Shamir’s secret sharing to 

reduce the encryption complexities. Secure path detection, encrypted message transformation   are  

main   objective  of  this  protocol.  The proposed protocol not only generates key for encryption 
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and decryption  but also generates secure routes for  transmitting messages in encrypted form. The 

proposed protocol will need to improve in secure routing for better overall performance in future.  

  

 B.     Multipath  Routing  Protocol  inAd-Hoc  Networks  for Improving Security  

  

Cuirong  Wang,  Shuxin  Cai  and  Rui  Li  et.  al.  proposed  a secure  routing  protocol  based  on  

multipath  routing technology, namely AODVsec, which divides a data unit into several   data   

pieces   and   transmits   these   pieces   through different paths. By setting security level on each 

node, AODV sec limits the maximum number of data pieces an intermediate node can forward. In 

this way, the malicious node cannot get enough   data   information   for   breaking   the   encryption 

algorithm.  Route  maintenance  is  done  using  route  error (RERR) packets. When a link failure 

is detected (by a link layer feedback, for example), a RERR is sent back via separately maintained 

predecessor links to all sources using that failed link. Routes are erased by the RERR along its way. 

When a traffic source receives a RERR, it initiates a new route discovery if the route is still needed. 

Unused routes in the routing  table  are  expired  using  a  timer-based  technique. AODV limits the 

generated path number by controlling broadcast list. As a node receives RREQ from source at the 

first time, a new reverse path is added to local broadcast list. As the node receives another RREQ 

from source, it looks up in the local broadcast list. Once the RREQ form that source is existed, the 

new received  RREQ is dropped. Therefore,  the traditional  AODV  can  only generate  a  single  

path.  In  this paper, based on multipath routing technology, they proposed a multipath routing 

protocol for improving security, AODVsec. Followed by introduction of AODVsec’s 

implementation, they evaluated AODVsec under ns2 simulation environment with comparison of 

traditional multipath routing protocol. The results show that AODVsec outperforms traditional 

multipath routing on ensuring security. As a common case, attacker can not intercept all the paths; 

AODVsec avoids maliciously accessing a entire data packet, so it improves system’s security with 

negligible routing overhead.  As a future work, it will focus on designing the synchronization control 

mechanism to solve this problem.  

   

C. Cryptographic hash functions  

The cryptographic hash functions are the functions that take an  input  and  return  a  fixed-size  

alphanumeric  string.  The string is called the hash value or message digest or  digital fingerprint or 

digest or checksum.  

The ideal hash function has three main properties: (a) It is extremely easy to calculate a hash for 

any given data. (b) It is extremely computationally difficult to calculate an alphanumeric text that 

has a given hash. (c)It is extremely unlikely that two  slightly different messages  will  have  the 

same hash.  

A cryptographic hash function should behave as much as possible like a random function while still 

being efficiently computable. A cryptographic hash function is considered "insecure" from a 

cryptographic point of view, if either of the following is computationally feasible,  finding a 

(previously unseen) message that matches a given hash values and finding "collisions", in which 

two different messages have the same hash value.  

 D. P-Encryption scheme   

In figure, method of P-coding used for encryption is performed on network coded message. In P-

coding a Global Encoding Vector which is GEV is prefixed with the packet and then it is forwarded 

to the neighbouring node.  
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Fig: Enhanced P-Coding Basically, P-Coding consists of three phases which is given below: Source 
Encoding: At first, consider that the source consists of n packets. Next the packets are prefixed with 
their corresponding   Global    Encoding   Vector   and   then   the encryption is performed on each 
packet. After that corresponding encrypted packet is generated. Intermediate Recoding: As the 
packets are transferred in order to their  corresponding GEV‟s, it is difficult to decrypt  the packet 
for the intermediate nodes. Sink Decoding: By receiving  encrypted  packets,  the destination node 
decrypts the packet by elimination method.  
  
E.  Symmetric Encryption  

As symmetric cipher algorithm allows us to store the data in a compressed encryption form which 
results in a small size database. Also it performs faster encryption/ decryption. Due to these 
advantages we are using symmetric cipher algorithm to  perform  data  encryption  and  decryption.  
This  will  also serve confidentiality.  
  
  
  

This method is applied on AODV protocol for securing the data. And results are compared with 
the normal AODV and this secured.  
  

First we find the route to the node to which we wish to communicate. For this we use the concept 
the broadcast the control message using AODV routing protocol. i.e. With the routing  protocol  
AODV  we  search  for  the  required  node. When we found the node the receiving node sends route 
reply message.  
  
If any malicious node attempts to establish the connection then with the help of IP address we come 
to know about it and we  can  divert  the  traffic  towards  receiver  through  another route. We can 
vary the keys sizes in AES algorithm.  
  

  
F. An Efficient Security Aware Routing Protocol  
  

In our proposed protocol, Efficient Security Aware Routing Protocol (ESARP), primary idea is to 
create a safe and secure path (route) for data communication between nodes. ESARP is a intermediate 
of AODV and SRP protocol. It follows all the steps  of  AODV.  Unlike  DSR,  ESARP  contains  
only  two address  fields  in  the  routing  packets  where  DSR accommodates  all  the  intermediate  
nodes  in  the  routing packets.   The   ESARP   routing   protocol   “DA"   represents Destination 
Address, “SA" represents Source Address, “HC" represents Hop Count and “SN" represents 
Sequence Number. In ESARP, two address fields is required, one is for accommodating  super  sender  
of packet  with  respect  to the present node and other is for sender of the packet. We have considered 
all nodes follows RSA as public key crypto-system and every node has its own public key (e) and 
private key (d), symmetric   key   algorithm   and   hash   algorithm.   ESARP provides integrity, non-
repudiation to the routing packets.  
  
In ESARP, the key idea is to provide security to the routing protocol without the presence of central 
authority (CA/KDC). Each node in the network negotiates public key with its one hope distance 
neighbours and two hope distances. neighbours. With the help of public key each node establish a 
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secret key to its  one  hope  and  two  hopes  distance  neighbours  by  RSA public  key crypto-system.  
After  completing the negotiation and key agreements nodes are eligible to participate in 
communication. For data communication sender node initiates the route  finding  process  to reach  
the destination  node by generating and broadcasting route request (RREQ) packet. During  the  
propagation  of  RREQ  packet,  each  packet  is verified by its previous two hope distance sender 
node and if it is maintained the integrity then the packet to be forwarded to next suitable node in the 
path. Once RREQ packet reaches the destination   and   successfully   verified,   destination   node 
generates route reply packet (RREP) and propagate it in the same route by following the similar 
verification process.  

  
  
G. MD5 and RSA algorithm  
  
It is used to digital signature mechanism. MD5 is an algorithm used for verify data integrity with 
the help 128-bit message digest from data input and specific data as a fingerprint is to the specific 
individual. MD5, which was created by Professor Ronald  L.  Rivest  of  MIT,  is intended  for  use 
with  digital signature applications. MD5 is currently a standard, Internet Engineering Task Force 
(IETF) Request for Comments (RFC)  
  
1321. According to the standard, it is "computationally infeasible" that any two messages that have 
been input to the MD5 algorithm could have as the output the same message digest, or that a false 
message could be created through apprehension of the message digest. MD5 is the third message 
digest algorithm created by  Rivest. The MD5 algorithm is an extension of MD4, which the critical 
review found to be fast, but possibly not absolutely secure. In comparison, MD5 is not quite as fast 
as the   MD4 algorithm, but offers much more assurance of data security.  
  
RSA used for encryption and authentication. The RSA algorithm is the mainly used in encryption 
and authentication algorithm it is part of the Web browsers from Microsoft and Netscape. The 
encryption system is based by RSA security.  
  
Flow chart explains the input as a MD5 and iterative RSA to the data. Both algorithms generate 
secure data. Secure data is divided into the encrypted data and the and create the output data. Output 
data is divided into the decryptography and generate the original data.  

  
  

 
Fig: Combination of MD5 and RSA.  
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H. MLZW Algorithm  

  

Modified Lempel  Ziv Welch  is the most  powerful compression   algorithm.  The  implementation   

is  faster  so limited amount of data should be compressed and efficiency should be increased. This 

algorithm is very fast to implement and it is best for repetitive data containing the files. It is very 

proficient since the data resembles, numerical data. There is a necessary to send the string table then 

this table is recreated during compression. The large string translation table for insertion  is avoided  

with  the compressed  data.  5:1 compression ratio is provided for compressed data. It can be used 

for all kinds of text files like TIFF,GIFF, bitmap files.  

  

 

Data Compression Technique:  

  

This is the most essential and easy technique for energy consumption is data compression. It utilizes 

less energy by sending  compressed  data  which  increases  the  life  of  the battery. The memory and 

bandwidth are very less due to compression where the number of bits can be reduced to some large 

extent. Also, the compressed text resembles a scramble message.  By reducing  the  size  of  the  

original  text  due to compression which gives data security. The original data size is reduced even 

though higher   
  

  

  
   

Fig: Flowchart of MLZW compression algorithm  
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Data Decompression Technique:  

  

Data   decompression   is   the   action   of   reversing   data compression. It is defined as the 

reconvention of compressed data into its original form. This algorithms desires to consider the stream 

of codes coming from the compression algorithm. It is used to restore the input stream. There is no 

need to pass the string table to the decompression code is the main reason for the efficiency of MLZW 

algorithm. It is possible on; y when the compression algorithm always gives the output as  

string and character of a code before it uses it in the output stream.  The compressed  data  is loaded  

with  a  large  string transition table. One reason for the efficiency of the MLZW algorithm is that 

it does not need to pass the string table to the decompression code.  
  

  
   

 Fig: Flow chart of MLZW decompression algorithm  
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[3] DISCUSSION  
 

Methods of providing security, approach and their contribution to enhancement of the lifetime of 

the network, have been discussed.  

   

TABLE I.   METHODS TO PROVIDE SECURITY IN M 

 

to be compressed and reaches the destination. Hence, the lifetime of the network increases and 

thereby increases the battery life.  

  

  

Sl. no Approach Contribution 

1.  

 

Encryption Methodology 

Generates secure route   for transmitting message  

 in encrypted form 

2. 

 

 

Multipath   RoutinAg  d 

Hporoct ocnetowl  o rkin 

Divides  data  unit  int  several data pieces an 

transmit these pieces int   different path 

3. 

 

 

Cryptographic hash function 

Take an input and retur  a     fixed    size    alpha 

numeric strin 

4.  

 

P-Encryption scheme 

GEV is prefixed with th  pfoarcwkaetrs      ding   an 
it   d       to    t heth 
neighbouring nodes 

5. 

 

 

Symmetric encryption 

 

 
Allows to store the dat 

encryipn ttihoen f coormmp rwehssiec  results in 

small siz   database 

6. 

 

 

An    Efficient    

SReocuutriintgy    pr 

Aotwocaorel 

Create a safe and secur  path     for     the     dat 
communication  between 

the nodes 

7. 

 

 
MD5 and RSA algorithm 

 

 
MD5-verify    thie   nte gdraittya 

RSA-Encryption       an 

authentication 

8. 

 

 

MLZW algorithm 

Limited amount  of  dat to be compressed an 

improves the  ifetime  o   the network 
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IV CONCLUSION  

This paper introduces different methods of providing security to the network  by improving the 

lifetime.  The very powerful algorithm to provide security is by using MLZW algorithm using data 

compression technique.  Thereby,  the  efficiency  of  the network increases. During this process, the 

limited data is needed  
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