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ABSTARCT 

Wireless sensor network is a low cost network to solve many of the real world problems. These sensor 

nodes used to deploy in the hostile or unattended areas to sense and monitor the atmospheric situations 

such as motion, pressure, sound, temperature and vibration etc. The sensor nodes have low energy and 

low computing power, any security scheme for wireless sensor network must not be computationally 

complex and it should be efficient. As wireless sensor network are self-configuring network that they 

can join or leave the network whenever they want. As this type of network is decentralized in nature, 

there are numerous malicious nodes which might enter the network. Due to the presence of malicious 

nodes in the network they can trigger the attack into the network. Among all the attack DDoS attack 

is the most dangerous attack. In this paper we will discuss some methods to prevent and detect the 

DDoS in the network. 
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      [1] WIRELESS SENSOR NETWORK (WSN) 

              Wireless sensor networks (WSN) consists sensor nodes and base station. There are large 

numbers of small, low power, low cost sensor nodes with limited memory, computational, 

and communication resources, to monitor the physical aspects.  WSN also consists of 

spatially distributed autonomous sensors and a Base Station to co-operatively pass their data 

through the network to a main node or central location.  
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Fig.1 Traditional Wireless Sensor Network [15] 

       The environmental conditions are continuously monitored by the nodes of WSN to collect detailed 

information about the physical environment in which they are installed. Further the collected data 

is transmitted to base station (BS). The BS act as gateway between the sensor networks and the 

outside world. The BS also has very large storage and large data processing capabilities [10]. The 

main work of BS is to pass the data it receives from the sensor nodes to the server from where end 

user can access them. The sensors nodes are generally expand around the area of the Base Station 

and further as per the need of BS groups were formed. The Sensor nodes have short lifetime because 

it runs on batteries and once nodes are deployed their batteries cannot be recharged. 

       [2]Attacks in WSN: There are number of attacks in WSN some of them are given below: 

       [2.1] Wormhole:  In this type of attack, malicious nodes make a tunnel which is hidden from the 

other genuine nodes. The data packets are sent from one malicious node to another via that tunnel, 

that is, the malicious node attract the packets from one area and passes them to other malicious node 

in another area [11]. Tunnel can be made through many ways such as in-band and out-of-band. To 

launch this attack, there is no need to compromise the other genuine network nodes. Therefore, this 

operation can extremely affect the routing procedures and the localization and can also launch 

attacks such as eavesdropping, replay attacks etc. against traffic packets. This attack can be 

established by using following techniques: wormhole using encapsulation, packet relay, high power 

transmission, out-of-band channel.  

       [2.2] Blackhole: In this type of attack, an attacker do the re-programming in the captured set of 

nodes in the network in order to block the packets or once the intruder has been able to intrude 

himself into the communication network he can do anything with the captured packets passing 

between them and can generate false messages in spite of forwarding them to the base station in 

WSN [12].  

      [2.3] HELLO flood attacks:  

      This attack uses HELLO packets in order to convince and attack other nodes in the network. The 

HELLO packets help the nodes to announce themselves to the neighbouring nodes. A node which 

receives these HELLO packets assumes that it is within the radio range of the sender. But sometimes 

this assumption prove out to be wrong when the malicious sender sends HELLO packets at such a 

high speed and processing power to a number of sensor nodes deployed over a wide area within a 

WSN such that it might convince every other node in the network that the attacker is their 
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neighbour. Consequently, when nodes send the information to the base station they send via the 

malicious node because they think that the malicious node is in their neighbour. 

       [2.4]Denial of Service (DOS) attack:  

       The aim of this attack is to make network resources unavailable temporarily. In WSN various types 

of DDOS attacks at various layers can be performed. For example, at physical layer it is tempering 

and jamming, at data link layer it is exhaustion and collision, at network layer it is homing, 

misdirection and black hole, at transport layer it can be performed by de-synchronization and 

flooding. Physical attacks unlike the previous attacks, physical attacks are irreparable. Attackers 

can change the programming of the sensors or can replace a particular sensor with an illegitimate 

sensor which is under their control, can modify the associated circuitry etc. [13]. 

       [2.5] Distributed Denial of Service (DDOS) attack: The purpose of this attack is to prevent 

authentic users from using website, web service or computer system like specified network 

resource. It is a coordinated attack of given target network or system availability. This attack is 

indirectly launched through many compromised computing systems. The secondary victims are 

those that are used to launch the compromised systems and primary victims are those that attack 

the services.      

The use of secondary victims in a DDoS attack provides the attacker with the ability to wage a much 

larger and more disruptive attack while remaining anonymous since the secondary victims actually 

perform the attack making it more difficult for network forensics to track down the real attacker. 

       

 

      [2.6] Types of Distributed Denial of Service attacks  

       In Distributed Denial of service attack, the transmission of a radio signal that interferes with the 

radio frequencies being used by the sensor network is called jamming [14]. Jamming may come in 

two forms:  

 Constant jamming: This type of jamming implies the jamming of the entire network.   

 Intermittent jamming: In this, messages are periodically exchanges by sensor nodes.   

The communication protocols can be intentionally violated by attacker in link layer, e.g., ZigBee 

or IEEE 802.11b protocol and in order to attempt collisions messages are continuously transmitted. 

The packets lost by collision are needed to retransmit. By refusing routing messages a multi-hop 

network advantage is taken by node in routing layer. The conclusion is that any node that is affected 

by attacker will not be able to exchange messages with the part of network. In case of flooding, that 

transport layer is also affected by attack. Number of connection requests is send to malicious node 

in case of flooding. The connection requests are handled by allocating resources. 
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Fig. 2: DDoS attack in WSN [16] 

 

In this type of attack an attacker sends millions of packets or useless traffic simultaneously to a 

server and attempting to slow the server or making the resources unavailable to the users and 

hence due to which a user cannot able to access the facility. The Fig. 3 shows the diagram of 

Distributed Denial of Service attack. It consists of six nodes or computers name as A, B, C, D 

and E. In this  an attacker i.e. computer A will send request or packets to compromised computers 

say computer B, C, D, E, F and then these compromised computers simultaneously flood the 

server (computer G) with thousand and millions of requests. And hence user can’t access the 

resources [14]. 

 

         [3] LITERATURE SURVEY 

       OMER DEMIR and co-workers uses a slant (searchlight localization algorithm for network 

tomography) algorithm to solve the ALP instances.  The slant algorithm is able to hold the 

information obtained from all those source spoofed botnet-Led DDos attacks. The slant algorithm 

solves instance of the newly formulated attacker localization problem. The slant algorithm gives 

the high performance in terms of its scalability to large networks and number of attacking nodes. 

  

ROBERTO DI PIETRO and co-workers focus on the unattended WSNS distinguish by 

irregular sink presence and operation in hostile settings. The authors introduced a new mobile 

adversary model specific to unattended WSNs operating in hostile settings. The authors 

introduced some non- cryptographic strategies for increasing data survival in the presence of an 

attacker that has distinguished in different character, based on its goals. The authors have replaced 

the fragmentation with the replication and data dissemination. Data dissemination and replication 

increases the probability of data survival.  

 

JIAWEI CHEN proposed a new authentication scheme based on DBP-MSP in order to help the 

WSN achieve better performance against DDoS attacks in broadcast authentication. The DBP-

MSP and safe routing strategy scheme in WSN is used to solve the limitation of the powerful 
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sender required in basic MSP scheme and reduce DDos attacks. The DBP-MSP strategy can 

properly cut down computational consumption of the sender for solving a puzzle especially when 

the broadcast workload in WSN is not heavy. The DBP-MSP scheme reduces the energy and 

memory consumption of the sender and also maintains nice property against DDoS attacks when 

the broadcast overload is heavy.  

 

S.H JOKHIO and co-workers propose a novel sensor node capture attack detection and defence 

(SCADD) protocol. SCADD provides a cost effective solution against the node compromise and 

capture attacks in WSNs and enhance the overall WSN security for security sensitive applications. 

SCADD also eliminates the possibility of degrading the WSN performance due to misjudgement 

of situation that may lead to destruction of a legitimate sensor node with the help of attack severity 

model and careful analysis of various node conditions. SCADD   carefully misguides the attacker 

by replacing the vital information in its memory by bogus data. SCADD overcomes some previous 

methods like flushing node energy, erasing flash memory to avoid security breach.  

 

SHIVA MURTHY G and co-workers propose a secure Energy Efficient Node Disjoint 

Multipath Routing Protocol (EENDMRP). In secure Energy Efficient Node Disjoint Multipath 

Routing Protocol the data packets are transmitted in a secure manner by using digital signature 

crypto system.  The secure energy efficient node disjoint multipath routing protocol provides 

security using digital signature, which is generated by using the MD5 hash function and RSA 

algorithm. The security ensures the correctness of data, authentication and nonrepudiation. The 

secure energy efficient node disjoint multipath routing protocol also defends data tempered or 

altered routing, selective forwarding, sink hole and byzantine attack.  EENDMRP compared with 

the AOMDVRP, EENDMRP shows better result in terms of packet delivery fraction, energy 

consumption and end-to-end delay.  

 

AVIJIT SAHANA and co-workers implement RSA for sensors in an efficient manner by using 

optimized computation. As RSA has not been implemented due to high power constrain and 

memory issue. Through extensive NS2.34 based simulation authors propose a model and it is 

observed that in the proposed model the energy consumption using RSA security protocol is quite 

optimistic. The author compared the network lifetime of the cluster taking different threshold as 

the changing parameter of the cluster head. The author changes the threshold and checks the 

network lifetime. In all cases the network availability remains better except the network 

availability of the threshold of total energy of the cluster head network.   

 

MOHAMED HAMDY ELDEFRAWY and co-workers. Achieving key agreement in wireless 

sensor network is a very hard problem. Many key agreement schemes come with a shortage of 

considering sensor addition, revocation, and also rekeying. The author proposes a key distribution 

protocol based on a public key cryptography, RSA, Diffie-Hellman Elliptic Curve Cryptography 

(DHECC). The key distribution protocol does not trust individual sensors, and partially trust the 

gateway.  Key distribution protocol establishes pair wise keys between nodes according to a 

specific routing algorithm after deployment, instead of loading full pair-wise keys into each node. 

Key distribution agreement system establishes an ephemeral session key between sensor nodes 

and the participation of the gateways as a trusted third party. The author have analysed the security 

strength of our proposal with many desirable security attributes to deduce its success, key 

distribution protocol have greater performance.  
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BENENSON and co-workers investigated possible Strategies for preventing a mobile adversary 

from learning certain sensed data and/or for preventing contiguous unauthorized access, once the 

data have been learned. Data are randomly moved around the network and an adversary who once 

had access to the data stored at some captured sensor, must compromise other sensors in order to 

retain its access to the target data.  
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