
 

International Journal of Computer Engineering and Applications,  
Volume XII, Issue IV, April 18, www.ijcea.com ISSN 2321-3469  

 

Rituraj Jain, Mohm. Khalid Kaleem 

 
350 

 

 
 

  
 

SECURITY ISSUES AND CHALLENGES OF CLOUD BASED  

 E-COMMERCE SYSTEM 

Rituraj Jain1, Mohammed Khalid Kaleem 2 
 1Department of Electrical & Computer Engineering, Wollega University, Ethiopia 

 2Department of Computer Science, Mizan Tepi University, Ethiopia 

 

ABSTRACT:   

Cloud computing is an illustration and the considerations of all sectors, for example, 

medicinal services, media communications, excitement and e-commerce. It offers services 

online by giving an entire arrangement of information technology (IT) arrangements which 

guarantee to cut expenses and enterprises and improve execution and proficiency of 

conveying services for clients. In web based business applications, the cloud can contribute 

gigantically in improving business forms prompting better financial incentive for the business 

undertaking. This paper analyses the security issues and challenges of cloud based e-

commerce system. 
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[1] INTRODUCTION  

 The web and its applications are viewed as an essential sign of the present data age. In 

the business world, the movement towards online exchanges is a wonderful advance in the 

virtual business and business exercises, which brought forth the electronic business (e-

business) and electronic trade (web based business). Nonetheless, building up a web based 

business application in-house needs colossal enterprises and IT specialists to recognize the 

necessities and how it can be connected to fit the business online prerequisites, while 

outsourcing can be an exceptionally costly answer for undertakings which make it 

unfeasible to go on the web. These days, the energy of cloud computing has changed the e-

commerce industry. Cloud computing is not another brand of figuring mode. It is really the 

development and augmentation of the customary circulated processing and framework 
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registering [6]. Where the principle thought is dispersing the energy of figuring over an 

extensive exhibit of registering assets associated through the Internet to set up upgraded 

forms that meet the client needs. Cloud computing empowers associations to have various 

IT operations (like "information facilitating") from cloud specialist co-ops. All services  are 

offered on request in light of the customer association's necessities giving the required IT 

framework and an entire answer for their e-commerce applications. Along these lines the 

services are made accessible without worrying about specialized and different issues and 

paid for in view of utilization. In this paper, the cloud computing idea is talked about.  

Cloud computing as new model has its own particular open doors in a different regions. 

Clearly cloud computing in web based e-commerce exhibit promising points of interest that 

will improve the nature of e-commerce applications with lessened expenses. On other hand, 

the difficulties are not kidding. These difficulties incorporate information stockpiling and 

protection, benefit quality, reliance on network, trust and notorieties of utilizing the cloud 

for instalments in e-commerce applications, wellbeing and security and service gauges. Be 

that as it may, numerous open doors can be caught by receiving the cloud in e-commerce 

applications:  

1. Cloud computing gives the IT framework to the web based business applications that 

will lessen the reconciliation and usage enterprises and expenses. What's more, cloud 

customers will just need to pay for what they utilize.  

2. It gives upgraded online secure exchanges, which are sheltered, productive and 

proficient. This will build the benefits for e-commerce enterprises consequently. Thus, it 

will be anything but difficult to extend and incorporate more services.  

3. It will build the upper hands in the digital market between various undertakings thus of 

the cloud's commitment in enhancing the business procedures and utilizing the 

expenses.  

4. Through the cloud it is normal that the e-commerce applications will be more flexible, 

scalable and accessible.  

Many concerns are likewise present and should be tended to when adopting embracing 

the cloud in e-commerce applications. It is imperative to comprehend the difficulties that e-

commerce applications are and might confront later on.  

 

[2] REVIEW OF LITERATURES  

Cloud computing is a developing business infrastructure show that offers to diminish or 

wipe out the requirement for organizations to keep up in-house high-cost hardware, 

software, and network infrastructures. It additionally lessens or even wipes out the high-cost 

of selecting specialized experts to bolster these foundations and work the in-house IT 

solutions [13]. From a generally talked about thought conveying many befuddling ideas and 

ambiguities, Cloud figuring has quickly turned into a developing registering worldview 

empowering different services  to be given to intrigued shoppers at lower costs and higher 

benefits [14]. Subsequently, setting up a formal definition and portrayal of Cloud 

Computing and its prerequisites is a squeezing need. The current NIST meaning of Cloud 

Computing [15] portrays it as a worldview enabling clients to get to shared configurable 

processing assets. The NIST definition depends on five fundamental qualities:  

 Users can naturally profit by the Cloud services without speaking with the specialist co-

ops.  

 Standard conventions are utilized to get to the figuring assets over the system.  

 Cloud services take after a multi-occupant display enabling assets to be pooled and 

shared among clients.  

 Computing abilities can be immediately scaled in or out in view of the clients' fluctuating 

requests.  
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 Users pay for used processing capacities in light of a compensation for each utilization 

display.  

 

[3] IMPACT OF CLOUD SERVICE MODELS ON E-COMMERCE  

Distributed computing is increasing critical force; its utilization for e-commerce is as 

yet easy to refute. With a specific end goal to comprehend the advantages and disadvantages 

of distributed computing for e-commerce, we have looked carefully into the requests of 

present day e-commerce frameworks and how distributed computing models can address 

them.  

Distributed computing through its distinctive administration models, addresses 

numerous specialized and business challenges in building and overseeing current e-

commerce frameworks. Truth be told a considerable lot of the e-commerce organizations are 

as of now utilizing some type of IaaS, PaaS, or SaaS.  

 Software-as-a-Service (SaaS) - In this model, the total e-commerce site can be given as-

a-benefit. The site is made with vendor particular marking and customizations in 

characterized zones, and the trader is charged on membership and additionally utilization 

premise. Numerous suppliers effectively offer SaaS or facilitated/oversaw offerings — 

and those that don't are probably going to include these alternatives. Other than this, few 

particular arrangements required in current e-commerce frameworks, are given as SaaS 

advertising. These arrangements give consistent web level incorporation with the e-

commerce framework. These arrangements incorporate Rich Media Management 

Platform, Reviews and Ratings, Product proposals, Social media arrangements, Click to 

call/talk, Loyalty frameworks.  

 Platform-as-a-Service (PaaS) – Some sellers give online apparatuses and facilitated e-

commerce stages to rapidly make and dispatch tweaked marked e-commerce locales and 

perform progressing administration and marketing operations, for example, estimating, 

advancements and so on. This model is particularly helpful for SMB portion that has IT 

and cost limitations yet needs to have web nearness to develop their business.  

 Infrastructure-as-a-Service (IaaS) – In this model e-commerce locales and specific 

arrangements are facilitated in private, half and half or open cloud condition - utilizing 

the on-request framework (Network, Servers, Storage). The adaptability of IaaS can be 

especially engaging for e-commerce organizations that experience regular moves in deals 

action. 

Requirement 

of e-commerce 

System 

Cloud Advantages Cloud Concerns / Threats 

Intuitive User 

Experience 

 Matured SaaS / PaaS vendors provide 

templates, tools, widgets and several 

advance features to create rich and 

interactive user experience and also 

handle customer support operations. 

Limited site uniqueness – 

as the same code base / 

site instance with limited 

customizations serves 

many customers 

Integration 

with disparate 

internal / 

external 

systems 

 Access to applications with advance 

capabilities and latest business and 

technology trends 

 Light weight web integration within 

the web-tire (mash-ups) using 

RESTful APIs 

 Low maintenance overheads and up-

front investments 

Due to absence of 

standards there is lack of 

interoperability between 

the APIs provided by SaaS 

vendors. 



SECURITY ISSUES AND CHALLENGES OF CLOUD BASED E-COMMERCE SYSTEM 

 

Rituraj Jain, Mohm. Khalid Kaleem 353 

 Provide anytime, anywhere access 

that can be consumed through multi-

device clients – helps in 

implementing multi-channel support 

Performance 

 Cloud service providers working 

under strict SLA ensure the agreed 

level of performance 

This impacts the flexibility 

to integrate/switch over to 

different competing SaaS 

solutions without much IT 

overhead 

Scalability 

 On demand Scalability / Elasticity to 

support large number of customers, 

especially during the holidays/events 

Challenge in providing 

real time integration with 

legacy / back-office / on-

premises applications such 

as such as 

Availability 

 Cloud service providers working 

under strict SLA ensure the agreed 

level of availability 

CRM, ERP, 

Merchandising, 

Fulfillment etc 

Security and 

Compliance 

 Cloud service providers working 

under strict SLA ensure the agreed 

level of security 

SaaS solutions serving 

customers of multiple 

organizations might create 

performance bottlenecks 

IT Support 

and 

Dependency 

 Low IT Overheads and TCO 

 Free up organization resources to 

focus on their core business 

 Low skills requirements for 

customization of the site 

unless the solutions are 

architected well to support 

the traffic bursts 

Time to 

Market 

 SaaS and PaaS models provide 

flexibility in developing new sites 

with considerable reduction in time 

to go-live 

It can be challenging for 

the Cloud service provider 

to provide on-demand 

Total Cost of 

Ownership 

(TCO) 

 No IT infrastructure and upfront 

CAPAX for network, servers, 

database, storage and backup. 

 Limited to No IT resources to 

support Client facing systems 

environment 

 Managed Application Operations 

provides predictable expense 

structure 

scalability during the 

holiday/event as the same 

will be required by other 

customers 

 

[4] SECURITY ISSUES AND CHALLENGES OF CLOUD BASED E-

COMMERCE SYSTEM 

The cloud computing guarantees to give an arrangement of advantageous answers for 

e-commerce applications, many difficulties prepared for action. The accompanying is a 

rundown of the principle challenges that should be considered:  
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• Data Storage: Users of business-based Cloud services stress over their failure to control 

where the information is put away how it is repeated, apportioned and appropriated. This 

absence of control makes customers careful about the arrangements and strategies being 

used.  

• Data Privacy: The insurance of an organization possessed data and its customers' security 

is as yet a key test in cloud computing and proper specialized arrangements are 

frantically required.  

• Trust and Reputations: As a definition trust is "the degree by which an objective 

question, for example, programming, a gadget, a server, or any information they convey 

is viewed as secure." The trust is a major test for cloud computing in web based business 

stages, where it is hard for clients to separate between great e-commerce locales and 

awful ones. This demoralizes organizations and customers to relocate to the Cloud.  

• Dependence on network: in the cloud, to get to assets or shared data or even equipment 

the end-client must be associated with Internet. Being fastened to the accessibility of 

system associations might be tricky when such associations are not solid.  

• Service principles issues: Cloud specialist organizations don't furnish enterprises with 

particular insights about the foundation and services utilized. Data on area, innovation 

utilized, staff circumstance, method of operations for instance is not conveyed to the 

customers. Customers who wish to utilize such services might be reluctant to do as such 

without knowing this data.  

• Service Quality: The cloud has motivated the market into moving to benefit situated 

assembling rather than creation arranged assembling. Be that as it may, QoS must 

guarantee execution, security, accessibility, steadfastness and unwavering quality for the 

general services and procedures performed between the end-clients and the cloud. It is 

imperative in cloud computing to offer QoS bolster as far as both the execution of 

virtualization and observing instruments. What's more, the vulnerabilities about the 

service quality must be lessened.  

• Security: It is the Cloud's real issue and downside, particularly when information is made 

and handled on the cloud. It is hard to discover effective and monetary answers for shield 

information and projects from assaults. A gatecrasher can interfere with an association 

between e-commerce enterprises and their clients. In addition, the information might be 

uncovered, gotten to, changed or even demolished while in travel or amid preparing.   

 

[5] CONCLUSION 

The cloud includes an incentive for the enterprises and takes care of the issue of the 

high cost of owning and working IT answers for bolster their web based business 

applications or the high cost and instability of outsourcing these applications to an outsider. 

Be that as it may, various difficulties have been distinguished that are moderating this 

coveted selection of cloud-based web based business applications. These incorporate 

security, put stock in, reliance on network, information protection and others which must be 

tended to and successfully settled. Prior work in the field has been researched to reveal some 

insight into the fundamental parts of cloud-based web based business applications, the 

conceivable answers for the difficulties, and the suggestions with respect to the execution 

part and how it can be connected. The fundamental test that most concur upon is the 

security, where it is imperative to give secure exchanges in e-commerce applications to 

shield delicate information from exposures and assaults. More research is concentrating on 

giving secure and trusted answers for cloud-based web based business applications without 

trading off execution and effectiveness. Be that as it may, cloud-based e-commerce 

applications are as yet advancing and need additional time and research enterprises to 

develop enough to be the primary answer for web based business enterprises.  
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