
International Journal of Computer Engineering and Applications, 
Volume XII, Special Issue, May 18, www.ijcea.com ISSN 2321-3469 

 

Kalaiselvi.k and Anand Kumar  1 

   

 

 

 

 

 

 

 
 

   IMPACT OF GENETIC ALGORITHM IN CRYPTOLOGY – AN 
EMPIRICAL STUDY 

K.Kalaiselvi 1, Anand Kumar 2 
 1 Department of Computer Science Kristu Jayanti College, Bangalore. 

Research scholar-Bharathiar University 
 2 Head, Department of Computer Science & Engineering, Research Supervisor, Bharathiar University 

M.S Engineering College, Bangalore. 

 

 
ABSTRACT:   

 
Cryptology deals with secure data communication over a network, which has Cryptography 
and Cryptanalysis as two essential fields. Cryptography provides security to the information 
through the process of encryption and Cryptanalysis provides information which are 
communicated by exploiting the weakness gathered from cryptography. Cryptography 
provides confidentiality, integrity, authenticity and nonrepudiation to the information to 
secure it from vulnerable attacks. Bio inspired computation is applied in various fields such 
as artificial intelligence which has opened the way to cryptology also. Evolutionary 
Computation such as Genetic algorithms (GA) is applied in the field of cryptography and 
cryptanalysis to provide optimum solutions for the problems. This paper presents a brief view 
on application of GA in cryptosystem and cryptology, impact of GA in block ciphers 
cryptosystems. 
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[1] INTRODUCTION  

Cryptography and Cryptanalysis are the two branches of Cryptology. Cryptography 

deals with the design and development of algorithm which performs encryption at the sender 

side and decryption at the receiver side to provide a secure information transfer in a network. 

Depending on the type of keys used for the cryptography process, the cryptosystems can be 
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either symmetric key cryptography or Asymmetric key cryptography. In Symmetric key 

system, both encryption and decryption are performed using same secret key. In Asymmetric 

key system, encryption key is shared among the sender and the receiver, but decryption key is 

kept as secret. Cryptographic algorithms are designed to ensure the security of important 

information from hackers during the transmission and storage of data.[1][2] 

Cryptanalysis deals with analyzing the ciphers to decrypt the cipher text or to find out 

the secret keys used for cryptographic process. Exploiting the weakness of the cryptosystem 

and to break the ciphers to obtain the plain text information needs more computational 

capacity.[3] On the other hand it has become the need of the hour to design strong 

cryptographic systems to counter the cryptanalytic attacks. The goal of a cryptographer is to 

develop a strong cryptosystem against any attacks.  A cryptanalyst has the goal to identify the 

weakness of the system and break the security of the system. Cryptanalysis evaluates and 

verifies the strength of cryptosystems. A significant cryptanalysis is considered as a bench 

mark for the security of the system. 

 Evolutionary Computation is a nature inspired computation system which extracts the 

important metaphors from nature and develop optimal solutions to the complex problems. 

Some of the successful bio inspired computation models include Artificial Neural Network, 

cellular Automata, Particle Swarm Optimization, and Genetic Algorithm etc. Genetic 

Algorithms are applied in cryptography and cryptanalysis to design a strong crypto systems 

and to break ciphers.[3]. This paper focuses on Genetic Algorithm which has been used in the 

field of search and optimization. Genetic algorithm belongs to stochastic optimization 

technique which imitates the bio inspired mechanism of natural selection and evolution and 

follows Darwin‘s theory of survival of the fittest. [4]. Genetic algorithm uses highly parallel 

mathematical algorithms which can also be implemented in serial systems. The research on 

GA in cryptography is gaining momentum among the cryptologists. 

This paper presents an overview on application of Genetic Algorithm in cryptology 

.Section II presents details on cryptosystem, characteristics of a strong and secure system and 

its components. Section III presents the application of GA in cryptography and cryptanalysis. 

Section IV concludes the paper with references. 

 

 

[2] CRYPTOSYSTEM  

A cryptosystem is an implementation of cryptographic techniques and it infrastructure 

to provide secure services. Crypto algorithms consist of encryption and decryption 

algorithms, which uses public or private key for the cryptographic process. [2].The block 

diagram of a crypto system is shown in Fig 1. 
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                     Figure 1: Simple Block Diagram Of A Cryptosystem 

 

A secure and strong cryptosystem should have certain cryptographic properties. To list 

them as follows 

 

 Size of the key should be adequate enough to meet the security standard 

 Key generators should generate random and non-repetitive keys 

 Enumerating all possible keys should be impossible 

 Cipher text should be unintelligible and purely random. 

 Algorithms should be resist and recover quickly against attacks. 

The crypto system that does not follow these properties are considered in secure and 

vulnerable to attacks. The weakness in the inappropriately designed cryptosystem is exploited 

by the hackers or intruders. To develop a strong cryptosystem which is easy to implement 

without any security compromise needs a good knowledge about cryptanalysis to resist 

against existing attacks.                        

                  
[3] GENETIC ALGORITHM 

Genetic algorithms are based on natural selection and natural genetics, which combines the 

survival of the fittest mechanism with a randomized information exchange to form an 

optimized search algorithm3. Genetic algorithm provides an optimized solution available in 

the search space. A conventional GA is composed of populations, fitness function and 

operators which controls the process. The population of individuals are called chromosomes 

which are generated randomly .The chromosomes are represented in binary code {0,1}. Each 

chromosome is tested against a suitable function values known as fitness function. This 

fitness function is a stochastic function value depending on the problem to be solved.  

 

The new population is generated by applying basic operators, selection, crossover and 

mutation. Selection operator selects the chromosomes in the population for reproduction 

according to the fitness function. Crossover operator chooses the position of bits and 

exchanges the chromosomes between the chosen positions. Crossover rate determines the 
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probability of generating new chromosomes from the parents. Mutation operator randomly 

flips the bits in a chromosome, (i.e) from 0 to 1 or 1 to 0. This cycle continues until a certain 

number of generations are reached or the optimal solution is reached in the problem space. 

[4].The basic cycle of GA is shown in Fig 2. 

 

                         

                                  Figure 2: Basic cycle of Genetic Algorithm 

 

 

[4] GA IN CRYPTOLOGY 

Literature study shows that major works involving GA are done in cryptanalysis of 

cryptographic algorithms and developing crypto primitives. Research work has been taken in 

designing of efficient and enhanced cryptosystems for classical ciphers and in modern ciphers 

such as Advanced Encryption Standard and RSA algorithms. 

 

[4.1] GA in Cryptography 

The strength of symmetric and Asymmetric cryptosystem depends on major factors like the 

length of the key, non-repetitive keys, strong random keys, Boolean functions used for non-

linearity. In particular, AES system uses S-boxes for linear substitution and mapping for 

encryption and decryption process. 

 

[4.1.1] Key Generation: Key generation in cryptography can be performed by GA which is 

functioning as random number generators. It can generate a one time pad (OTP) key which is 

non-repeating and theoretically unbreakable. [5][6].  

 

[4.1.2] Construct Boolean function: Boolean function plays a vital role in cryptographic 

operations in both block and stream ciphers. Highly non-linear, optimal algebraic degree, 

high correlation immunity Boolean functions can be constructed using GA due to the huge 

search space [7]. This is against the direct construction of Boolean function which is 
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vulnerable to attacks. A similar technique has been employed to test the non- linearity criteria 

and comparison made with random search [8]. 

 

[4.1.3] Design of S-box: S-box is the core component of block encryption algorithms. GA 

has been used to generate high non-linearity S-box which is tested against the characteristics 

of optimized S-box such as bijective property, non-linearity, strict avalanche criterion, output 

bits independence criterion, Equiprobable Input/ Output XOR Distribution [9].  

 

[4.1.4] Schemes and protocols: GA is applicable in the design of cryptographic schemes and 

protocols. Efficient and theoretically proven protocols have been developed with GA [10]. An 

improved block cryptosystem inspired by genetic algorithm was proposed which was proven 

to be simple and has less space and time complexity. Image encryption was performed 

exploiting the features of GA operators using symmetrical key encryption. [11]. 

The stochastic property of GA can be exploited to     generate random, unique and non-

repetitive keys for encryption in block ciphers and stream ciphers, symmetric and asymmetric 

cryptosystem. 

 

[4.2] GA in Cryptanalysis 

 GAs can be applied on the wide range of problems that involves discrete search space of 

combinatorial optimization problems such as simple substitution systems, transposition 

ciphers and knapsack based ciphers. GA is used to search a key space of a cryptosystem. The 

bio inspired nature of the algorithm performs an extensive search in the problem space to find 

the weakness of a cipher. [12].  

[4.2.1] Cryptanalysis on public key ciphers:  GA can be applied in cryptanalysis to 

compromise high density knapsack ciphers using a directed random search algorithm [13]. It 

can be used to initiate a chosen plain text attack, known plain text attack and brute force 

attack in transposition cipher [14].GA is applicable in searching the key space of encryption 

technique, which has used the frequency of bigram and trigram as objective function factor. 

An approach to cryptanalysis combinatorial optimization problem of knapsack cipher has 

been designed where in the population is represented as probability distribution from the pool 

of solutions. A timing attack which searches the key space by exploiting the features of GA to 

generate strong keys. The search analyzes the computation time data during the various 

modular operations. [15]. 

 

[4.2.2] Cryptanalysis of Block Ciphers:  GA has been applied in substitution permutation 

network to find the weak keys. The result proves that the difficulty of the attack is less than 

half of differential cryptanalysis. [16]. A GA induced attack using ring crossover in S-DES 

system was proven to be faster than brute force attack. [17]. Study reveals that cryptanalysis 

can be applied on Simplified DES and any fiestal type block ciphers.[18].Quantum-inspired 

GA are used in the cryptanalysis of TEA .[19]. 

 

[4.2.3] GA for attack on neural cryptography:  A branch of cryptography employed to 

analyze the application of any stochastic algorithm, particularly artificial neural networks 

algorithms (ANN) for the use in encryption and cryptanalysis. The security of neural 

cryptography depends on the complexity of bidirectional synchronization and unidirectional 
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learning. Major attacks like Geometric attack, Simply attack, Majority attacks and Genetic 

attack are performed without knowing the topology of the network. GA is applied for the 

Geometric attack to improve the infinite synaptic depth, which selects the fittest neural 

network. Synaptic depth is increased to have an effective attack on exponentially more 

number of networks. [20] 

 

 [6] CONCLUSION 

       This paper has presented the application of Genetic algorithms in cryptology which is 

gaining momentum for solving certain group of problems. GA generates a secure random key 

for the cryptographic algorithms like AES, RSA enhance the performance of the algorithm 

and proven to be strong against crypto attacks.GA has been applied in the design of 

encryption techniques and in the cryptanalysis of ciphers. GA has attempted to analyze the 

block ciphers such as fiestal cipher, DES and TEA to identify the weak keys which initiates 

to develop strong crypto algorithms. Most classical ciphers like substitution and transposition 

ciphers underwent cryptanalysis to generate more secure ciphers. The random number 

generator is a plays a vital role in cryptographic system which can be generated by GA 

operators. GA initiates an efficient search in the problem space for finding the global 

maximum provides the optimized solution for any combinatorial problems. To conclude, GA 

can be applied to solve problems in cryptology, but can be combined with other evolutionary 

algorithms for better performance and optimized solutions. 
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