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ABSTRACT:  
 

Blockchain is a user-friendly hybrid wallet. It stores an encrypted version of your wallet online 
but decryption happens in your browser. For security reasons, you should always use the 
browser extension and email backups .It helps to share the digital ledger in both public and 
private sectors. It also reduces the risk of fraud transaction. This technology will increase the  
trust and integrity in the flow of transaction. It is a distributed peer-to-peer network where non- 
trusting members can interact with each other without a trusted intermediary. Here we discuss 
how this mechanism works and also look into smart contracts-scripts that reside on the 
blockchain which allow to automate this multi-processes concept. 
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[1] INTRODUCTION: 

 

 Data is one of the valuable key resources which guide the business decisions support 

system. In cloud computing environments, it is one of the issue where data owners cannot control 

fundamental data aspects, like the physical storage of data and the control of its accesses and at the 



CRYPTOCURRENCY AND BLOCKCHAIN-BASED DATABASE TO GUARD DATA INTEGRITY 

IN CLOUD COMPUTING ENVIRONMENT  

 

Prof. Sujata V Patil and Prof.Laxmi Reddy   2 

 

same time it make target for cyber-attacks, which will not determining the fundamental CIA 

properties  like Confidentiality, Integrity, Availability . 

Cyber-attacks against CIA properties cause different impairments on data trust according to 

the undermined property. Specifically, sabotaging availability prevents data to be retrieved only for 

temporary period of time, but operations can be resumed as soon as data are accessible again.  

In 2015, Kaspersky Lab found out a massive cyber-attack targeting over than 100 financial 

institutes worldwide that siphoned off money from account balances for an estimated value of 

around $1 billion . Differently from confidentiality Data integrity can be assured by using two 

ways, one by using, cryptographic tools like digests, asymmetric keys etc and, another way by 

using data replication strategies. These cryptographic tools which check  single pieces of data, so 

that any kind of  attack which can easily detected by cryptographic signature validations, but those 

attacks are challenging to carry out, and are undetectable.Therefore, it is highly advocated to 

exploit appropriate data replication strategies to ensure anyhow data integrity. The below figure 

shows the process of bitcoin exchange. Because of its decentralized nature, cryptocurrency cannot 

be reversed or counterfeited randomly by the sender, which is the case with credit card charge-

backs. 

 

 

                                                                              Figure: 1. A process cycle of bitcoin . 

 [2] How to buy bitcoins? 

Bitcoin is an online alternative currency system, which acts as a form of digital money. 

Bitcoin is used both as an investment, and as a method of payment for goods and services, and is 

touted as a means to do so without needing to involve any third parties. Though the bitcoins are so 

popular they are not accepted in most of the businesses because of their uncertainty and limited 

scaling. 

It is important to understand what is bitcoin, and its advantages and disadvantages. 
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Advantages of cryptocurrency: 

 Massive Potential for Returns: According to statistics, if you invested $1,000 in bitcoin in 

2013, it would be worth over $400k today. Initial Coin Offerings (ICO) have allowed 

investors to get huge returns in a short amount of time.  

 Fraud Proof: Cryptocurrencies such as bitcoin operate on the blockchain technology which 

is basically a decentralized global record of every bitcoin transaction ever made. Because of 

its decentralized nature, cryptocurrency cannot be reversed or counterfeited randomly by the 

sender, which is the case with credit card charge-backs. 

 No Identity Theft: If for some reasons you give your credit card to a merchant, you are 

actually giving him/her access to all your credit line, even if the transaction being made is 

for a small amount. Credit cards work on a “pull” mechanism, where the seller initiates the 

payment and takes out (pulls) the designated amount from the account. Whereas 

cryptocurrency operates on a “push” basis that allows the user to send the exact amount they 

want to send to the recipient without any additional information about the user. 

 Fast Processing: When buying real property, you have to deal with different parties (lawyers, 

notary), payment, and delays. Cryptocurrency like bitcoin can be designed and enforced to 

add or remove third-party approvals or be completed in a given time for a fraction of the cost 

and time needed to complete a traditional asset transfer. Since most cryptocurrency operates 

with blockchain technology, it allows you to create virtual contacts and eliminate third 

party approvals that can make the transaction time longer. 

 

 Disadvantages of cryptocurrency: 

 

 Uncertainty: When we talk about bitcoin, it has also faced a lot of security issues in regards 

to wallet encryption and backup. However, the best bitcoin security option for wallet backup 

and encryption is using a reliable VPN. VPN is not just the best tool for internet privacy but 

it is also one of the most advanced encryption techniques for cryptocurrencies like bitcoin. 

 

 Increased Regulation: While only basic guidelines are currently being given, law 

enforcement agencies are already labeling cryptocurrency as a huge money laundering 

scheme’ and are passing some strict regulations that would decrease the currency’s value. 

Due to such strict regulations, investors and traders must invest in cryptocurrency more 

cautiously. Being cautious about what crypto activities you perform or participate in, will 

allow you to protect yourself and others, and inspiring a much more trustworthy ecosystem. 

 

  Limited Scaling: the cryptocurrency system limits the speed and number of transactions that 

can be processed. This    means it is unlikely that cryptocurrency will be replacing the 

traditional credit card transactions any time soon.  

   

 Lack of Security: There is no perfect way to protect your bitcoins from basic human errors, 

technical faults, or fiduciary fraud. According to statistics, 25 out of 50 web-based 

businesses that offered to exchange bitcoins into other regular currencies have gone 

bankrupt. 

 

https://blog.fastestvpn.com/what-is-bitcoin/
https://blog.fastestvpn.com/10-essential-tips-internet-privacy-2018/
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[3] How to create bitcoins? 

The process of creating bitcoins is known as bitcoin mining. The idea is complex and if two 

people need to trade using bitcoin they need to log in digitally through computers which will 

describe the details of transactions like time, counts of bitcoins with the users. These transactions 

are shared publicly in block chain, which maintain up to date record of transaction. They are the 

individuals that confirm transactions, and in exchange for doing so, they are paid in bitcoin, which 

increases the supply. Since Bitcoin is not overseen by a central authority, mining ensures that the 

individual transferring the bitcoin has enough, that the agreed upon amount is transferred, and that 

the balance for each member of the transaction is correct afterwards.  

The risks of Bitcoin as an investmentAs the bitcoin is used for the purpose of investment, its 

volatility and pit falls in its prices will affect the usage of bitcoins. 

If a person wants to buy  a bitcoin he needs to store them online. There are two ways to store 

bitcoins. One way is Store the keys to your Bitcoins in an online wallet. The wallet is a computer 

file that will store your money, similar to a real wallet. You can create a wallet by installing the 

Bitcoin client, which is software which powers the currency. However, if your computer is hacked 

by a virus or hackers or if you misplace the files, you may lose your Bitcoins. Always back up 

your wallet to an external hard drive to avoid losing your Bitcoins.  

  

 

Other way to Store your Bitcoins via a third party. You can also create a wallet by using an 

online wallet via a third party site like Coin base or blockchain.info, which will store your Bitcoins 

in the cloud. This is easier to set up, but you will be trusting a third party with your Bitcoins. 

 

 

[4] CONCLUSION AND FUTURE WORK 
 

This paper has presented a blockchain as a Service , which is a new type of ID for identity 

and authentication management. In which it is proposed to work on data integrity as an identity 

and authentication management infrastructure for mobile users of a mobile telecommunication 

company has been presented.. The first thing to consider is to develop a scheme to detect or 

prevent misuse of the provided user information at the partner. It can be implemented as a cloud 

platform that the partner is only granted to access for permitted services. The second is to develop 

a secure TEE operation for the mobile user case. The public and private key pair is generated at the 

mobile phone and besides private key is stored at the mobile phone. 

As the present bitcoin process is of high cost so the people are lacking in utilizing it for the 

purpose transacting the cash. Hence the software for the bitcoins should be developed at low cost 

so that it can be made available to all range of users of digital money.   
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